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1. Executive summary

The complexity of information and communication technology (ICT) and security risks is increasing
and the frequency of ICT and security-related incidents (including cyber incidents) is rising, together
with their potential significant adverse impact on financial institutions’ operational functioning.
Moreover, due to the interconnectedness of financial institutions, ICT and security-related
incidents risk causing potential systemic impacts. The EBA has responded to this by detailing how
supervisors should cover ICT and security risks within supervision (EBA/GL/2017/05), by detailing
how financial institutions should manage outsourcing (EBA/GL/2019/02) and by describing the
expectationsfor ICT and security risk management for the financial institutions in these guidelines.

These guidelines set out how financial institutions should manage the ICT and security risks that
they are exposed to. In addition, this guidance aims to provide the financial institutions to which
the guidelines apply with a better understanding of supervisory expectationsfor the management
of ICT and security risks.

These guidelines integrate and are built on the requirements set out in the ‘Guidelines on security
measures for operational and security risks of payment services’ (hereafter ‘Guidelines on security
measures’), which were published in December 2017 (EBA/GL/2017/17) and which have applied
since January 2018 in fulfilment of the mandate in Article 95(3) of Directive 2015/2366/EU (PSD2).
Those guidelines were addressed to payment service providers (PSPs), and only applied to their
payment services; however, they were in fact relevant to a broader set of institutions. For that
reason, these guidelines have been formulated to be addressed to a broader range of financial
institutions under the EBA’s remit (namely to credit institutions which already fell within the scope
of the guidelines on security measures for their payment services, but for which these guidelines
will now apply for all activities) and toinvestment firms. These guidelines continue to apply to PSPs
for the payment services they provide; they extend to other activities of credit institutions and also
apply to investment firms for all activities. Collectively, the guidelines apply to financial institutions
as set out in paragraph 9 under the addressees section.

The term ‘ICT and security risks” addresses the operational and security risks mandate of Article 95
of the revised Payments Services Directive (PSD2). This term recognises that the operational risks
for payment services refer predominantly to ICT and security risks because of the electronic nature
of payment services (over ICT systems). For this reason, these guidelines refer to ‘ICT and security
risk’ instead of ‘operational and security risk’ to avoid confusion with wider operational risk issues,
such as conduct risk, legal risk and reputational risk. Furthermore, security risks may stem from
inadequate or failed internal processes or external events, but ultimately it is their impact on
systems and data that is relevant. The definition of ‘ICT and security risk’ is based on the definition
in the EBA Guidelines on the revised common procedures and methodologies for the supervisory
review and evaluation process and supervisory stress testing (EBA/GL/2018/03); thus, it
encompasses data integrity risk but includes additional details to clarify that it covers the impact
deriving from security risks.
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These guidelines provide detailson how financial institutions should comply in order to address ICT
and security risks, with the following provisions in the Capital Requirements Directive (CRD) and
PSD2:

(i) Article 74 of Directive 2013/36/EU (CRD), which strengthens the governance requirements for
institutions, including the requirements to have robust governance arrangements with a clear
organisational structure with well-defined, transparent and consistent lines of responsibility and
effective processes to identify, manage, monitor and report the risk they are or might be exposed
to;

(ii) Article95 of Directive 2015/2366/EU (PSD2), which contains explicit provisions for the
management of operation and security risks that require PSPs to have appropriate mitigation
measures and control mechanisms to manage the operational and security risks and includes a
mandate for the EBA to develop guidelines on this topic.

These guidelines specify the above-mentioned requirements as follows:

Section 3.1 sets out the proportionate application of these guidelines, recognising the potential
variation in size, complexity, internal organisation, nature, scope and riskiness of the services and
products between financial institutions.

Section 3.2 of the guidelines focuses on the management and mitigation of ICT and security risks
through establishing sound internal governance and an internal control framework that sets clear
responsibilities for financial institutions’ staff, including for the management bodies. It requires the
establishment of the financial institution’s ICT strategy, the management and mitigation of ICT and
security risks through an independent and objective control function, appropriately segregated
from ICT operations processes and not responsible for any internal audit, and an independent
internalaudit function. The guidelines also remind financial institutions to ensure the effectiveness
of the risk-mitigating measures, as defined by their risk management framework, when outsourcing
or using third party providers. This should be set out in contracts and service level agreements.
Nevertheless, financial institutions should monitor and seek assurance of the level of compliance.

Section 3.3 requires financial institutions to maintain up-to-date inventories of their business
functions, supporting processes and information assets and to classify them in terms of criticality,
based on the confidentiality, integrity and availability of data. Based on this, financial institutions
should assess the operational risks related to ICT and the security risks that impact them and should
determine what measures are required to mitigate the identified risks.

Section 3.4 sets out requirements for information security to the extent that the information is held
on ICT systems. This section defines requirements to implement effective information security
measures, including having an information security policy in place; establishing, implementing and
testing information security measures; and establishing a training programme for all staff and
contractors.

Section 3.5 specifies high-level principles on how ICT operations should be managed, including
requirements to improve, when possible, the efficiency of ICT operations; implement logging and
monitoring procedures for critical ICT operations; maintain an up-to-date inventory of their ICT
assets; monitor and manage the life cycle of ICT assets; and implement backup plans and recovery
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procedures. Financial institutions should also establish and implement incident and problem
management processes.

Section 3.6 describes requirements for ICT project and change management, including the
acquisition, development and maintenance of ICT systems and services. Financial institutions
should ensure that changes to production systems are assessed, tested, approved and
implemented in a controlled manner, with the aim of ensuring that ICT projects have appropriate
governance and oversight and that the development of applications is carefully monitored from the
test phase to the production phase.

Section 3.7 specifies expectations with regardto business continuity management and developing
response and recovery plans, including testing, and their consequent updating based on the test
results. Financial institutions should ensure that they have effective crisis communication measures
in place so that all relevant internal and external stakeholders can be informed in a timely manner.
The ICT business continuity management processes are an integral part of the overall financial
institution’s business continuity management process and should not be separated.

The last section, Section 3.8, applies only to PSPs for their provision of payment services. It
prescribes requirements for payment service users (PSUs) relationship management, including
allowing PSUs to disable specific payment functionalities (where product functionality permits),
receiving alertson initiated and/or failed attemptsto initiate payment transactions, and providing
PSUs with assistance on questions and requests for support. The EBA stresses the importance of
ensuring transparency, such that PSUs are always aware of which PSP is responsible for providing
them with the payment service.

In implementing these guidelines, financial institutions should refer to existing standards and
leading best practices. These guidelines intend to be technology and methodology agnostic.

The implementation of these guidelines should be done in accordance with the principle of
proportionality, taking into account the scale and complexity of operations, the nature of the
activity engaged in, the types of services provided and the corresponding ICT and security risks
related to financial institutions’ processes and services.

These guidelines complement and should be read in conjunction with the supervisory assessment
to the applicable institutions in the EBA Guidelines on ICT risk assessment under the Supervisory
Review and Evaluation Process (EBA/GL/2017/05), which are addressed to supervisors, as well as
other relevant guidelines such as the EBA Guidelines on outsourcing arrangements
(EBA/GL/2019/02).

Next steps

The EBA Guidelines on the security measures for operational and security risks of payment services
under Directive (EU) 2015/2366 (PSD2) will be repealed after these guidelines come into force.
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2.Background and rationale

1. ICT risks can pose significant adverse prudential risks, potentially compromising a financial
institution’s viability. For this reason, ICT and security risk management is fundamental for a
financial institution to achieve its strategic, corporate, operational and reputational objectives.

2. The scope of application of the guidelines covers PSPs for their payment services (any reference
to ‘payment services’ includes ‘issuing of electronic money’), credit institutions for all activities
beyond their payment services and also investment firms for all activities. Specifically, these
guidelines are addressed to (1) PSPs as defined in Article 4(11) of PSD2; (2) to institutions,
meaning credit institutions and investment firms as defined in point 3 of Article 4(1) of
Regulation (EU) No 575/2013; and (3) to competent authorities, as defined in point 40 of
Article 4(1) of Regulation (EU) No 575/2013, including the European Central Bank withregardto
mattersrelating to the tasks conferred onit by Regulation (EU) No 1024/2013, and to competent
authorities under PSD2, as referred to in point (i) of Article4(2) of Regulation
(EU) No 1093/2010. For the purpose of these guidelines, unless specified otherwise, the
addressees in points 1 and 2 above are collectively referred to as ‘financial institutions’.

3. These guidelines integrate the ‘Guidelines on security measures for operational and security
risks of payment services’ under Article 95 of PSD2, which were published in December 2017
(EBA/GL/2017/17), and elaborate further on certain topics that contribute to mitigating ICT and
security risks in financial institutions. These guidelines therefore contribute to a level playing
field for all financial institutions. The guidelines also address the European Commission (the
Commission) request set out in the Commission’s financial technology (FinTech) action plan
published in March 2018, which requests that European Supervisory Authorities develop
guidelines on ICT risk management and mitigation requirements in the EU financial sector?.

4. The guidelines address ICT and security risks that have increased in recent years. This is due to
the increasing digitalisation of the financial sector and the increasing interconnectedness
through telecommunications channels (internet, mobile and wireless lines, and wide area
networks) and with other financial institutions and third parties. This renders financial
institutions’ operations vulnerable to external security attacks, including cyber-attacks;
therefore, recognising the need for preparedness for cybersecurity, these guidelines implicitly
cover the need for cybersecurity within the financial institution’s information security measures.
While these guidelines recognise that cybersecurity should be undertaken as part of a financial
institution’s overall information security risk management, it is worthwhile pointing out that

1 European Commission’s FinTech action plan — https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:52018DC0109 — Box 8, point 2.
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cyber-attacks have some specific characteristics that should be taken into account in ensuring
that the information security measures are adequate to mitigate cyber risks:

i) Unlike most other sources of risk, malicious cyber-attacks are often difficult to identify
or fully eradicate, andthe breadth of damage is difficult to determine.

ii) Some cyber-attacks can render common risk management and business continuity
arrangements ineffective (e.g. disaster recovery procedures), and they might in some
instances fuel the spread of malware and corrupted data to backup systems.

iii) Third party service providers, vendors and vendors’ products may become channels to
propagate cyber-attacks; therefore, an interconnected financial institution that has
individual low relevance may become vulnerable and a source of risk propagation.
Observing the weakest link principle, cybersecurity should not only be a concern for
major market participants and critical service providers.

5. The guidelines are compatible with the three lines of defence model, with the ICT operational
units being the first line of defence. The guidelines focus in particular on the responsibilities of
the management body and the second line of defence (which usually includes the information
security function), and, following the public consultation, the structure of the guidelines has
been revised to better reflect this focus. It is further clarified that cross-references to the EBA
Guidelines on internal governance (EBA/GL/2017/11) are intended to incorporate in these
guidelines governance requirements that are (objectively) valid for the purposes of these
guidelines. For the avoidance of doubt, references do not change or expand the scope of
application of the EBA Guidelines on internal governance.

6. The provisions of the ‘Guidelines on the security measures for operational and security risks of
payment services’ (EBA/GL/2017/17) have been transposed and incorporated into these
guidelines, with a wording that has been adapted to fit with the wider scope of addressees and
with other provisions. As it was the case for the ‘Guidelines on the security measures for
operational and security risks of payment services’, these guidelines should be applied in a
manner thatis proportionate to the nature, scope and complexity of the PSPs’ and institutions’
businesses and the corresponding ICT and security risks. The ‘Guidelines on the security
measures for operational and security risks of payment services’ (EBA/GL/2017/17) will
therefore be repealed with effect from the date of application of these guidelines, which replace
them in their entirety.
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Compliance and reporting obligations

Status of these guidelines

1. This document contains guidelines issued pursuant to Articlel6 of Regulation
(EU) No 1093/20102. In accordance with Article 16(3) of Regulation (EU) No 1093/2010,
competent authorities and financial institutions must make every effort to comply with the
guidelines.

2. Guidelines set out the EBA’s view of appropriate supervisory practices within the European
System of Financial Supervision or of how European Union law should be applied in a particular
area. Competent authorities as defined in Article 4(2) of Regulation (EU) No 1093/2010 and to
whom guidelines apply should comply by incorporating them into their practicesasappropriate
(e.g. by amending their legal framework or their supervisory processes), including where
guidelines are directed primarily at institutions.

Reportingrequirements

3. According to Article 16(3) of Regulation (EU) No 1093/2010, competent authorities must notify
the EBA whether they comply or intend to comply with these guidelines, or otherwise, with
reasons for non-compliance, by ([dd.mm.yyyy]). In the absence of any notification by this
deadline, competent authorities will be considered by the EBA to be non-compliant.
Notifications should be sent by submitting the form available on the EBA website to
compliance@eba.europa.eu with the reference ‘EBA/GL/2019/04’. Notifications should be
submitted by persons with appropriate authority to report compliance on behalf of their

competent authorities. Any change in the status of compliance must also be reported to the
EBA.

4. Notifications will be published on the EBA website, in line with Article 16(3).

2 Regulation (EU) No 1093/2010 ofthe European Parliament and of the Council of 24 November 2010 establishing a
European Supervisory Authority (European Banking Authority), amending Decision No 716/2009/EC and repealing
Commission Decision 2009/78/EC, (OJ 1. 331,15.12.2010, p.12)

10


mailto:compliance@eba.europa.eu

FINAL REPORT ON GUIDELINES ON ICT AND SECURITY RISK MANAGEMENT

%

m BANKING

) “‘ AUTHORITY
(G

Subject matter, scope and definitions

Subject matter

These guidelines build on the provisions of Article 74 of Directive 2013/36/EU (CRD) regarding
internal governance, and derive from the mandate to issue guidelines in Article 95(3) of
Directive (EU) 2015/2366 (PSD2).

These guidelines specify the risk management measures that financial institutions (as defined
in paragraph 9 below) must take in accordance with Article 74 of the CRD to manage their ICT
and security risks for all activities and that payment service providers (PSPs as defined in
paragraph9 below) must take, in accordance with Article 95(1) of PSD2, to manage the
operational and security risks (intended as ‘ICT and security risks’) relating to the payment
services they provide. The guidelines include requirements for information security, including
cybersecurity, to the extent that the information is held on ICT systems.

Scope of application

7.

These guidelines apply in relation to the management of ICT and security risks within financial
institutions (as defined in paragraph 9). For the purposes of these guidelines, theterm ICT and
security risks addresses the operational and security risks of Article 95 of PSD2 for the provision
of payment services.

For PSPs (as defined in paragraph9) these guidelines apply to their provision of payment
services, in line with the scope and mandate of Article 95 of PSD2. For institutions (as defined
in paragraph 9) these guidelines apply to all the activities that they provide.

Addressees

9.

These guidelines are addressed to financial institutions, which for the purposes of these
guidelines refersto (1) PSPs as defined in Article 4(11) of PSD2, and (2) to institutions, meaning
credit institutions and investment firms as defined in point 3 of Article4(1) of Regulation
(EU) No 575/2013. The guidelines also apply to competent authorities as defined in point 40 of
Article 4(1) of Regulation (EU) No 575/2013, including the European Central Bank with regard
to matters relating to the tasks conferred on it by Regulation (EU) No 1024/2013, and to
competent authorities under PSD2, as referred to in point (i) of Article 4(2) of Regulation
(EU) No 1093/2010.

11



FINAL REPORT ON GUIDELINES ON ICT AND SECURITY RISK MANAGEMENT

EUROPEAN
BANKING

AUTHORITY

Definitions

10. Unless otherwise specified, terms used and defined in 2013/36/EU (CRD), Regulation
(EU) No 575/2013 (CRR) and Directive (EU) 2015/2366 (PSD2) have the same meaning in the
guidelines. In addition, for the purposes of these guidelines, the following definitions apply:

ICT and security risk Risk of loss due to breach of confidentiality, failure of integrity of
systems and data, inappropriateness or unavailability of systems
and data or inability to change information technology (IT) within
a reasonable time and with reasonable costs when the
environment or business requirements change (i.e. agility)3. This
includes security risks resulting from inadequate or failed internal
processes or external events including cyber-attacks or
inadequate physical security.

Management body (a) For credit institutions and investment firms, this term has the

same meaning as the definition in point (7) of Article 3(1) of
Directive 2013/36/EU.

(b) For payment institutions or electronic money institutions, this
term means directors or persons responsible for the
management of the payment institutions and electronic
money institutions and, where relevant, persons responsible
for the management of the payment services activities of the
payment institutions and electronic money institutions.

(c) For PSPs referred to in points (c), (e) and (f) of Article 1(1) of
Directive (EU) 2015/2366, this term has the meaning conferred
on it by the applicable EU or national law.

Operational or security A singular event or a series of linked events unplanned by the

incident financial institution that has or will probably have an adverse

impact on the integrity, availability, confidentiality and/or
authenticity of services.

Senior management (a) For credit institutions and investment firms, this term has the

same meaning as the definition in point (9) of Article 3(1) of
Directive 2013/36/EU.

(b) For payment institutions and electronic money institutions,
this term means natural persons who exercise executive
functions within an institution and who are responsible, and
accountable to the management body, for the day-to-day
management of the institution.

3 Definition from the EBA Guidelines on common procedures and methodologies for the supervisory review and
—evaluation process of 19 December 2014 (EBA/GL/2014/13), amended by EBA/GL/2018/03,
12
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(c) For PSPs referred to in points (c), (e) and (f) of Article 1(1) of
Directive (EU) 2015/2366, this term has the meaning conferred
on it by the applicable EU or national law.

The aggregate level and types of risk that the PSPs and

institutions are willing to assume within their risk capacity, inline
with their business model, to achieve their strategic objectives.

(a) For credit institutions and investment firms, the audit function
is as referredto in Section 22 of the EBA guidelines on internal
governance (EBA/GL/2017/11).

(b) For PSPs other than credit institutions, the audit function must
be independent within or from the PSP and may be aninternal
and/or an external audit function.

Any project, or part thereof, where ICT systems and services are

changed, replaced, dismissed or implemented. ICT projects can

be part of wider ICT or business transformation programmes.
An organisation that has entered into business relationships or
contractswith an entity to provide a product or service4.

A collection of information, either tangible or intangible, that is
worth protecting.

An asset of either software or hardware that is found in the
business environment.

ICT set-up as part of a mechanism or aninterconnecting network
that supports the operations of a financial institution.

Services provided by ICT systems to one or more internal or
external users. Examples include data entry, data storage, data
processing and reporting services, but also monitoring, and
business and decision support services.

Implementation

Date of application

11. These guidelines apply from 30 June 2020.

Repeal

12. The Guidelines on security measures for operational and security risks (EBA/GL/2017/17)
issued in 2017 will be repealed by these guidelines at the date that these guidelines become

applicable.

4 Definition from G7 fundamental elements for third party cyber risk management in the financial sector.
5 Definition from Guidelines on ICT Risk Assessmentunder the Supervisory Review and Evaluation process (SREP)

(EBA/GL/ 2017/05).
6 ibid

13
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Guidelines on ICT and security risk
management

3.1. Proportionality

1. Allfinancial institutions should comply with the provisions set out in these guidelines in such a
way that is proportionate to, and takes account of, the financial institutions’ size, their internal
organisation, and the nature, scope, complexity and riskiness of the services and products that
the financial institutions provide or intend to provide.

3.2. Governance and strategy
3.2.1. Governance

2. The management body should ensure that financial institutions have adequate internal
governance and internal control framework in place for their ICT and security risks. The
management body should set clear roles and responsibilities for ICT functions, information
security risk management, and business continuity, including those for the management body
and its committees.

3. The management body should ensure that the quantity and skills of financial institutions’ staff
is adequate to support their ICT operational needs and their ICT and security risk management
processes on an ongoing basis and to ensure the implementation of their ICT strategy. The
management body should ensure that the allocated budget is appropriate to fulfil the above.
Furthermore, financial institutions should ensure that all staff members, including key function
holders, receive appropriate training on ICT and security risks, including on information
security, on an annual basis, or more frequently if required (see also Section 3.4.7).

4. The management body has overall accountability for setting, approving and overseeing the
implementation of financial institutions’ ICT strategy as part of their overall business strategy
aswell asfor the establishment of an effective risk management framework for ICT and security
risks.

3.2.2. Strategy

5. The ICT strategy should be aligned with financial institutions’ overall business strategy and
should define:

a) how financial institutions’ ICT should evolve to effectively support and participate in
their business strategy, including the evolution of the organisational structure, ICT
system changesand key dependencies with third parties;

b) the planned strategy and evolution of the architecture of ICT, including third party
dependencies;

14
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c) clear information security objectives, focusing on ICT systems and ICT services, staff
and processes.

Financial institutions should establish sets of action plans that contain measures to be takento
achieve the objective of the ICT strategy. These should be communicated to all relevant staff
(including contractors and third party providers where applicable and relevant). The action
plans should be periodically reviewedto ensure their relevance and appropriateness. Financial
institutions should also establish processes to monitor and measure the effectiveness of the
implementation of their ICT strategy.

3.2.3. Use of third party providers

9.

Without prejudice to the EBA Guidelines on outsourcing arrangements (EBA/GL/2019/02) and
Article 19 of PSD2, financial institutions should ensure the effectiveness of the risk-mitigating
measures as defined by their risk management framework, including the measures set out in
these guidelines, when operational functions of payment services and/or ICT services and ICT
systems of any activity are outsourced, including to group entities, or when using third parties.

To ensure continuity of ICT services and ICT systems, financial institutions should ensure that
contractsand service level agreements (both for normal circumstances as well as in the event
of service disruption — see also Section 3.7.2) with providers (outsourcing providers, group
entities, or third party providers) include the following:

a) appropriate and proportionate information security-related objectives and measures
including requirements such as minimum cybersecurity requirements; specifications of
the financial institution’s data life cycle; any requirements regarding data encryption,
network security and security monitoring processes, and the location of data centres;

b) operational and security incident handling procedures including escalation and
reporting.

Financial institutions should monitor and seek assurance on the level of compliance of these
providers with the security objectives, measures and performance targets of the financial
institution.

3.3. ICT and security risk management framework

3.3.1. Organisation and objectives

10.

11.

Financial institutions should identify and manage their ICT and security risks. The ICT function(s)
in charge of ICT systems, processes and security operations should have appropriate processes
and controls in place to ensure that all risks are identified, analysed, measured, monitored,
managed, reported and kept within the limits of the financial institution’s risk appetite and that
the projects and systems they deliver and the activities they perform are in compliance with
externaland internal requirements.

Financial institutions should assign the responsibility for managing and overseeing ICT and
security risks to a control function, adhering to the requirements of Section 19 of the EBA
Guidelines on internal governance (EBA/GL/2017/11). Financial institutions should ensure the

15
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independence and objectivity of this control function by appropriately segregating it from ICT
operations processes. This control function should be directly accountable tothe management
body and responsible for monitoring and controlling adherence to the ICT and security risk
management framework. It should ensure that ICT and security risks are identified, measured,
assessed, managed, monitored and reported. Financial institutions should ensure that this
control function is not responsible for any internal audit.

The internal audit function should, following a risk-based approach, have the capacity to
independently review and provide objective assurance of the compliance of all ICT and security-
related activities and units of a financial institution with the financial institution’s policies and
procedures and with external requirements, adhering to the requirements of Section 22 of the
EBA Guidelines on internal governance (EBA/GL/2017/11).

Financial institutions should define and assign key roles and responsibilities, and relevant
reporting lines, for the ICT and security risk management framework to be effective. This
framework should be fully integrated into, and aligned with, financial institutions’ overall risk
management processes.

The ICT and security risk management framework should include processes in place to:

a) determine the risk appetite for ICT and security risks, in accordance with the risk appetite
of the financial institution;

b) identify and assess the ICT and security risks to which a financial institution is exposed;

c) define mitigation measures, including controls, to mitigate ICT and security risks;

d) monitor the effectiveness of these measures as well as the number of reported incidents,
including for PSPs the incidents reported in accordance with Article 96 of PSD2 affecting
the ICT-related activities, and take action to correct the measures where necessary;

e) report tothe management body on the ICT and security risks and controls;

f) identify and assess whether there are any ICT and security risks resulting from any major
changein ICT system or ICT services, processes or procedures, and/or after any significant
operational or security incident.

Financial institutions should ensure that the ICT and security risk management framework is
documented, and continuously improved, based on ‘lessons learned’ during itsimplementation
and monitoring. The ICT and security risk management framework should be approved and
reviewed, at least once a year, by the management body.

3.3.2. Identification of functions, processes and assets

15.

16.

Financial institutions should identify, establish and maintain updated mapping of their business
functions, roles and supporting processes to identify the importance of each and their
interdependencies relatedto ICT and security risks.

In addition, financial institutions should identify, establish and maintain updated mapping of
the information assets supporting their business functions and supporting processes, such as
ICT systems, staff, contractors, third parties and dependencies on other internal and external
systems and processes, to be able to, at least, manage the information assets that support their
critical business functions and processes.

16
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3.3.3. Classification and risk assessment

17.

18.

19.

20.

21.

Financial institutions should classify the identified business functions, supporting processes and
information assets referredto in paragraphs 15 and 16 in terms of criticality.

To define the criticality of these identified business functions, supporting processes and
information assets, financial institutions should, at a minimum, consider the confidentiality,
integrity and availability requirements. There should be clearly assigned accountability and
responsibility for the information assets.

Financial institutions should review the adequacy of the classification of the information assets
and relevant documentation, when risk assessment is performed.

Financial institutions should identify the ICT and security risks that impact the identified and
classified business functions, supporting processes and information assets, according to their
criticality. This risk assessment should be carried out and documented annually or at shorter
intervals if required. Such risk assessments should also be performed on any major changes in
infrastructure, processes or procedures affecting the business functions, supporting processes
or information assets, and consequently the current risk assessment of financial institutions
should be updated.

Financial institutions should ensure that they continuously monitor threatsand vulnerabilities
relevant to their business processes, supporting functions and information assets and should
regularly review the risk scenarios impacting them.

3.3.4. Risk mitigation

22.

23.

Based on the risk assessments, financial institutions should determine which measures are
required to mitigate identified ICT and security risks to acceptable levels and whether changes
are necessary to the existing business processes, control measures, ICT systems and ICT
services. A financial institution should consider the time required to implement these changes
and the time to take appropriate interim mitigating measures to minimise ICT and security risks
to stay within the financial institution’s ICT and security risk appetite.

Financial institutions should define and implement measures to mitigate identified ICT and
security risks and to protect information assets in accordance with their classification.

3.3.5. Reporting

24,

Financial institutions should report risk assessment results to the management body in a clear
and timely manner. Such reporting is without prejudice to the obligation of PSPs to provide
competent authorities with an updated and comprehensive risk assessment, as laid down in
Article 95(2) of Directive (EU) 2015/2366.

3.3.6. Audit

25.

A financial institution’s governance, systems and processes for its ICT and security risks should
be audited on a periodic basis by auditors with sufficient knowledge, skills and expertise in ICT
and security risks and in payments (for PSPs) to provide independent assurance of their
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effectiveness to the management body. The auditors should be independent within or from the
financial institution. The frequency and focus of such audits should be commensurate with the
relevant ICT and security risks.

A financial institution’s management body should approve the audit plan, including any ICT
audits and any material modifications thereto. The audit plan and its execution, including the
audit frequency, should reflect and be proportionate to the inherent ICT and security risks in
the financial institution and should be updated regularly.

A formal follow-up process including provisions for the timely verification and remediation of
critical ICT audit findings should be established.

3.4. Information security

3.4.1. Information security policy

28.

29.

30.

Financial institutions should develop and document an information security policy that should
define the high-level principles and rules to protect the confidentiality, integrity and availability
of financial institutions’ and their customers’ data and information. For PSPs this policy is
identified in the security policy document to be adopted in accordance with Article 5(1)(j) of
Directive (EU) 2015/2366. The information security policy should be in line with the financial
institution’s information security objectives and based on the relevant results of the risk
assessment process. The policy should be approved by the management body.

The policy should include a description of the main roles and responsibilities of information
security management, and it should set out the requirements for staff and contractors,
processes and technology in relation to information security, recognising that staff and
contractors at all levels have responsibilities in ensuring financial institutions’ information
security. The policy should ensure the confidentiality, integrity and availability of a financial
institution’s critical logical and physical assets, resources and sensitive data whether at rest, in
transit or in use. The information security policy should be communicated to all staff and
contractorsof the financial institution.

Based on the information security policy, financial institutions should establish and implement
security measures to mitigate the ICT and security risks that they are exposed to. These
measures should include:

a) organisation and governance in accordance with paragraphs 10 and 11;
b) logical security (Section 3.4.2);

c) physical security (Section 3.4.3);

d) ICT operations security (Section 3.4.4);

e) security monitoring (Section 3.4.5);

f) information security reviews, assessment and testing (Section 3.4.6);
g) information security training and awareness (Section 3.4.7).

3.4.2. Logical security
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31. Financial institutions should define, document and implement procedures for logical access
control (identity and access management). These procedures should be implemented,
enforced, monitored and periodically reviewed. The procedures should also include controls
for monitoring anomalies. These procedures should, at a minimum, implement the following
elements, where the term ‘user’ also includes technical users:

(a)

(b)

(d)

(e)

()

(g)

Need to know, least privilege and segregation of duties: financial institutions should
manage access rightsto information assets and their supporting systems on a ‘need-to-
know’ basis, including for remote access. Users should be granted minimum access
rights that are strictly required to execute their duties (principle of ‘least privilege’), i.e.
to prevent unjustified access to a large set of data or to prevent the allocation of
combinations of access rights that may be used to circumvent controls (principle of
‘segregation of duties’).

User accountability: financial institutions should limit, as much as possible, the use of
genericand shared user accounts and ensure that users can be identified for the actions
performed in the ICT systems.

Privileged access rights: financial institutions should implement strong controls over
privileged system access by strictly limiting and closely supervising accounts with
elevated system access entitlements (e.g. administrator accounts). In order to ensure
secure communication and reduce risk, remote administrative access to critical ICT
systems should be granted only on a need-to-know basis and when strong
authentication solutions are used.

Logging of user activities: at a minimum, all activities by privileged users should be
logged and monitored. Access logs should be secured to prevent unauthorised
modification or deletion and retained for a period commensurate with the criticality of
the identified business functions, supporting processes and information assets, in
accordance with Section 3.3.3, without prejudice to the retention requirements set out
in EU and national law. A financial institution should use this information to facilitate
the identification and investigation of anomalous activities that have been detected in
the provision of services.

Access management: access rights should be granted, withdrawn or modified in a timely
manner, according to predefined approval workflows that involve the business owner
of the information being accessed (information asset owner). In the case of termination
of employment, access rights should be promptly withdrawn.

Access recertification: access rights should be periodically reviewed to ensure that users
do not possess excessive privileges and that access rights are withdrawn when no longer
required.

Authentication methods: financial institutions should enforce authentication methods
that are sufficiently robust to adequately and effectively ensure that access control
policies and procedures are complied with. Authentication methods should be
commensurate with the criticality of ICT systems, information or the process being
accessed. This should, at a minimum, include complex passwords or stronger
authentication methods (such as two-factor authentication), based on relevant risk.
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Electronic access by applications to data and ICT systems should be limited to a minimum
required to provide the relevant service.

3.4.3. Physical security

33.

34,

35.

Financial institutions’ physical security measures should be defined, documented and
implemented to protect their premises, data centres and sensitive areas from unauthorised
access and from environmental hazards.

Physical accessto ICT systems should be permitted toonly authorised individuals. Authorisation
should be assigned in accordance with the individual’s tasks and responsibilities and limited to
individuals who are appropriately trained and monitored. Physical access should be regularly
reviewed to ensure that unnecessary access rights are promptly revoked when not required.

Adequate measures to protect from environmental hazards should be commensurate with the
importance of the buildings and the criticality of the operations or ICT systems locatedin these
buildings.

3.4.4. ICT operations security

36.

37.

Financial institutions should implement procedures to prevent the occurrence of security issues
in ICT systems and ICT services and should minimise theirimpact on ICT service delivery. These
procedures should include the following measures:

a) identification of potential vulnerabilities, which should be evaluated and remediated
by ensuring that software and firmware are up to date, including the software provided
by financial institutions to their internal and external users, by deploying critical
security patches or by implementing compensating controls;

b) implementation of secure configuration baselines of all network components;

c) implementation of network segmentation, data loss prevention systems and the
encryption of network traffic (in accordance with the data classification);

d) implementation of protection of endpoints including servers, workstations and mobile
devices; financial institutions should evaluate whether endpoints meet the security
standards defined by them before they are granted access to the corporate network;

e) ensuring that mechanisms arein place to verify the integrity of software, firmware and
data;

f) encryption of dataatrest and in transit (in accordance with the data classification).
Furthermore, on an ongoing basis, financial institutions should determine whether changesin
the existing operational environment influence the existing security measures or require
adoption of additional measures to mitigate related risks appropriately. These changes should
be part of the financial institutions’ formal change management process, which should ensure
that changes are properly planned, tested, documented, authorised and deployed.

3.4.5. Security monitoring

38.

Financial institutions should establish and implement policies and procedures to detect
anomalous activities that mayimpact financial institutions’ information security and to respond
to these events appropriately. As part of this continuous monitoring, financial institutions
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should implement appropriate and effective capabilities for detecting and reporting physical or
logical intrusion as well as breaches of confidentiality, integrity and availability of the
information assets. The continuous monitoring and detection processes should cover:

a) relevantinternal and externalfactors, including business and ICT administrative
functions;
b) transactionsto detect misuse of access by third parties or other entities and internal
misuse of access;
c) potential internaland externalthreats.
Financial institutions should establish and implement processes and organisation structuresto
identify and constantly monitor security threats that could materially affect their abilities to
provide services. Financial institutions should actively monitor technological developments to
ensure that they are aware of security risks. Financial institutions should implement detective
measures, for instance to identify possible information leakages, malicious code and other
security threats, and publicly known vulnerabilities in software and hardware and should check
for corresponding new security updates.

The security monitoring process should also help a financial institution to understand the
nature of operational or security incidents, to identify trends and to support the organisation’s
investigations.

3.4.6. Information security reviews, assessment and testing

41.

42.

43.

44,

Financial institutions should perform a variety of information security reviews, assessments and
testing to ensure the effective identification of vulnerabilities in their ICT systems and ICT
services. For instance, financial institutions may perform gap analysis against information
security standards, compliance reviews, internal and external audits of the information
systems, or physical security reviews. Furthermore, the institution should consider good
practices such as source code reviews, vulnerability assessments, penetration tests and red
team exercises.

Financial institutions should establish and implement an information security testing
framework that validates the robustness and effectiveness of their information security
measures and ensure that this framework considers threats and vulnerabilities, identified
through threat monitoring and ICT and security risk assessment process.

The information security testing framework should ensure that tests:

a) are carried out by independent testers with sufficient knowledge, skills and expertise
in testing information security measures and who are not involved in the development
of the information security measures;

b) include vulnerability scans and penetration tests (including threat-led penetration
testing where necessary and appropriate) commensurate to the level of risk identified
with the business processes and systems.

Financial institutions should perform ongoing and repeated tests of the security measures. For
all critical ICT systems (paragraph 17), these tests should be performed at least on an annual
basis and, for PSPs, they will be part of the comprehensive assessment of the security risks
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related to the payment services they provide, in accordance with Article 95(2) of PSD2. Non-
critical systems should be tested regularly using a risk-based approach, but at least every
3 years.

Financial institutions should ensure that tests of security measures are conducted in the event
of changes to infrastructure, processes or procedures and if changes are made because of
major operational or security incidents or due to the release of new or significantly changed
internet-facing critical applications.

Financial institutions should monitor and evaluate the results of the security tests and update
their security measures accordingly without undue delays in the case of critical ICT systems.

For PSPs, the testing framework should also encompass the security measures relevant to (1)
payment terminals and devices used for the provision of payment services, (2) payment
terminals and devices used for authenticating the payment service users (PSU), and (3) devices
and software provided by the PSP to the PSU to generate/receive an authentication code.

Based on the security threats observed and the changes made, testing should be performed to
incorporate scenarios of relevant and known potential attacks.

3.4.7. Information security training and awareness

49.

Financial institutions should establish a training programme, including periodic security
awareness programmes, for all staff and contractorstoensure that they are trainedto perform
their duties and responsibilities consistent with the relevant security policies and procedures
to reduce human error, theft, fraud, misuse or loss and how to address information security-
related risks. Financial institutions should ensure that the training programme providestraining
for all staff members and contractorsat least annually.

3.5. ICT operations management

50.

51.

52.

53.

Financial institutions should manage their ICT operations based on documented and
implemented processes and procedures (which, for PSPs, include the security policy document
in accordance with Article 5(1)(j) of PSD2) that are approved by the management body. This set
of documents should define how financial institutions operate, monitor and control their ICT
systems and services, including the documenting of critical ICT operations and should enable
financial institutions to maintain up-to-date ICT asset inventory.

Financial institutions should ensure that performance of their ICT operations is aligned to their
business requirements. Financial institutions should maintain and improve, when possible,
efficiency of their ICT operations, including but not limited to the need to consider how to
minimise potential errors arising from the execution of manual tasks.

Financial institutions should implement logging and monitoring procedures for critical ICT
operations to allow the detection, analysis and correction of errors.

Financial institutions should maintain an up-to-date inventory of their ICT assets (including ICT
systems, network devices, databases, etc.). The ICT asset inventory should store the
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configuration of the ICT assets and the links and interdependencies between the different ICT
assets, to enable a proper configuration and change management process.

The ICT asset inventory should be sufficiently detailed to enable the prompt identification of an
ICT asset, its location, security classification and ownership. Interdependencies between assets
should be documented to help in the response to security and operational incidents, including
cyber-attacks.

Financial institutions should monitor and manage the life cycles of ICT assets, to ensure that
they continue to meet and support business and risk management requirements. Financial
institutions should monitor whether their ICT assets are supported by their external or internal
vendors and developers and whether all relevant patches and upgrades are applied based on
documented processes. The risks stemming from outdated or unsupported ICT assets should
be assessed and mitigated.

Financial institutions should implement performance and capacity planning and monitoring
processes to prevent, detect and respond to important performance issues of ICT systems and
ICT capacity shortagesin a timely manner.

Financial institutions should define and implement data and ICT systems backup and
restoration procedures to ensure that they can be recovered as required. The scope and
frequency of backups should be set out in line with business recovery requirements and the
criticality of the data and the ICT systems and evaluated according to the performed risk
assessment. Testing of the backup and restoration procedures should be undertaken on a
periodic basis.

Financial institutions should ensure that data and ICT system backups are stored securely and
are sufficiently remote from the primary site so they are not exposed to the same risks.

3.5.1 ICT incident and problem management

59.

60.

Financial institutions should establish and implement an incident and problem management
process to monitor and log operational and security ICT incidents and to enable financial
institutions to continue or resume, in a timely manner, critical business functions and processes
when disruptions occur. Financial institutions should determine appropriate criteria and
thresholds for classifying events as operational or security incidents, as set out in the
‘Definitions’ section of these guidelines, as well asearly warning indicators that should serve as
alerts to enable early detection of these incidents. Such criteria and thresholds, for PSPs, are
without prejudice tothe classification of major incidents in accordance with Article 96 of PSD2
and the Guidelines on major incident reporting under PSD2 (EBA/GL/2017/10).

To minimise the impact of adverse events and enable timely recovery, financial institutions
should establish appropriate processes and organisational structuresto ensure a consistent and
integrated monitoring, handling and follow-up of operational and security incidents and to
make sure that the root causes are identified and eliminated to prevent the occurrence of
repeatedincidents. The incident and problem management process should establish:

a) the procedures to identify, track, log, categorise and classify incidents according to a
priority, based on business criticality;
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b) the roles and responsibilities for different incident scenarios (e.g. errors,
malfunctioning, cyber-attacks);

c) problem management procedures to identify, analyse and solve the root cause behind
one or more incidents — a financial institution should analyse operational or security
incidents likely to affect the financial institution that have been identified or have
occurred within and/or outside the organisation and should consider key lessons
learned from these analyses and update the security measures accordingly;

d) effective internal communication plans, including incident notification and escalation
procedures — also covering security-related customer complaints — to ensure that:

i) incidents with a potentially high adverse impact on critical ICT systems and
ICT services are reported to the relevant senior management and ICT
senior management;

ii) the management body is informed on an ad hoc basis in the event of
significant incidents and, at least, informed of the impact, the response and
the additional controls to be defined as a result of the incidents.

e) incident response procedures to mitigate the impacts related to the incidents and to
ensure that the service becomes operational and secure in a timely manner;

f) specific external communication plans for critical business functions and processes in
order to:

i) collaborate with relevant stakeholders to effectively respond to and
recover from the incident;

ii) provide timely information to external parties (e.g. customers, other
market participants, the supervisory authority) as appropriate and in line
with an applicable regulation.

3.6. ICT projectand change management

3.6.1. ICT project management

61.

62.

63.

A financial institution should implement a programme and/or a project governance process
that defines roles, responsibilities and accountabilities to effectively support the
implementation of the ICT strategy.

A financial institution should appropriately monitor and mitigate risks deriving from their
portfolio of ICT projects (programme management), considering also risks that may result from
interdependencies between different projects and from dependencies of multiple projects on
the same resources and/or expertise.

A financial institution should establish and implement an ICT project management policy that
includes as a minimum:

a) project objectives;
b) roles and responsibilities;
c) a project risk assessment;

d) a project plan, timeframe and steps;
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e) key milestones;
f) change management requirements.

The ICT project management policy should ensure that information security requirements are
analysed and approved by a function that is independent from the development function.

A financial institution should ensure that all areas impacted by an ICT project are represented
in the project team andthat the project team has the knowledge required to ensure secure and
successful projectimplementation.

The establishment and progress of ICT projects and their associated risks should be reported to
the management body, individually or in aggregation, depending onthe importance and size of
the ICT projects, regularlyand on an ad hoc basis as appropriate. Financial institutions should
include project risk in their risk management framework.

3.6.2. ICT systems acquisition and development

67.

68.

69.

70.

71.

72.

73.

Financial institutions should develop and implement a process governing the acquisition,
development and maintenance of ICT systems. This process should be designed using a risk-
based approach.

A financial institution should ensure that, before any acquisition or development of ICT systems
takes place, the functional and non-functional requirements (including information security
requirements) are clearly defined and approved by the relevant business management.

A financial institution should ensure that measures are in place to mitigate the risk of
unintentional alteration or intentional manipulation of the ICT systems during development
and implementation in the production environment.

Financial institutions should have a methodology in place for testing and approval of ICT
systems prior to their first use. This methodology should consider the criticality of business
processes and assets. The testing should ensure that new ICT systems perform as intended.
They should also use test environments that adequately reflect the production environment.

Financial institutions should test ICT systems, ICT services and information security measures
to identify potential security weaknesses, violations and incidents.

A financial institution should implement separate ICT environments to ensure adequate
segregation of duties and to mitigate the impact of unverified changes to production systems.
Specifically, a financial institution should ensure the segregation of production environments
from development, testing and other non-production environments. A financial institution
should ensure the integrity and confidentiality of production data in non-production
environments. Access to production data is restricted to authorised users.

Financial institutions should implement measures to protect the integrity of the source codes
of ICT systems that are developed in-house. They should also document the development,
implementation, operation and/or configuration of the ICT systems comprehensively to reduce
any unnecessary dependency on subject matter experts. The documentation of the ICT system
should contain, where applicable, at least user documentation, technical system
documentation and operating procedures.
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A financial institution’s processes for acquisition and development of ICT systems should also
apply to ICT systems developed or managed by the business function’s end users outside the
ICT organisation (e.g. end user computing applications) using a risk-based approach. The
financial institution should maintain a register of these applications that support critical
business functions or processes.

3.6.3. ICT change management

75.

76.

Financial institutions should establish and implement an ICT change management process to
ensure that all changes to ICT systems are recorded, tested, assessed, approved, implemented
and verified in a controlled manner. Financial institutions should handle the changes during
emergencies (i.e. changes that must be introduced as soon as possible) following procedures
that provide adequate safeguards.

Financial institutions should determine whether changes in the existing operational
environment influence the existing security measures or require the adoption of additional
measures to mitigate the risks involved. These changes should be in accordance with the
financial institutions’ formal change management process.

3.7. Businesscontinuity management

77.

Financial institutions should establish a sound business continuity management (BCM) process
to maximise their abilities to provide services on an ongoing basis and to limit losses in the
event of severe business disruption in line with Article 85(2) of Directive 2013/36/EU and
Title VI of the EBA Guidelines on internal governance (EBA/GL/2017/11).

3.7.1. Business impact analysis

78.

79.

As part of sound business continuity management, financial institutions should conduct
business impact analysis (BIA) by analysing their exposure to severe business disruptions and
assessing their potential impacts (including on confidentiality, integrity and availability),
quantitatively and qualitatively, using internal and/or external data (e.g. third party provider
data relevant to a business process or publicly available data that may be relevant to the BIA)
and scenario analysis. The BIA should also consider the criticality of the identified and classified
business functions, supporting processes, third parties and information assets, and their
interdependencies, in accordance with Section 3.3.3.

Financial institutions should ensure that their ICT systems and ICT services are designed and
aligned with their BIA, for example with redundancy of certain critical components to prevent
disruptions caused by events impacting those components.

3.7.2. Business continuity planning

80.

Based on their BlAs, financial institutions should establish plans to ensure business continuity
(business continuity plans, BCPs), which should be documented and approved by their
management bodies. The plans should specifically consider risks that could adversely impact
ICT systems and ICT services. The plans should support objectives to protect and, if necessary,
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re-establish the confidentiality, integrity and availability of their business functions, supporting
processes and information assets. Financial institutions should coordinate with relevant
internal and external stakeholders, as appropriate, during the establishment of these plans.

Financial institutions should put BCPs in place to ensure that they can react appropriately to
potential failure scenarios and that they are able to recover the operations of their critical
business activities after disruptions within a recovery time objective (RTO, the maximum time
within which a system or process must be restored after an incident) and a recovery point
objective (RPO, the maximum time period during which it is acceptable for data to be lost in
the event of an incident). In cases of severe business disruption that trigger specific business
continuity plans, financial institutions should prioritise business continuity actions using risk-
based approach, which can be based on the risk assessments carried out under Section 3.3.3.
For PSPs this may include, for example, facilitating the further processing of critical transactions
while remediation efforts continue.

A financial institution should consider a range of different scenarios in its BCP, including
extreme but plausible ones to which it might be exposed, including a cyber-attackscenario, and
it should assess the potential impact that such scenarios might have. Based on these scenarios,
a financial institution should describe how the continuity of ICT systems and services, as well as
the financial institution’s information security, are ensured.

3.7.3. Response and recovery plans

83.

84.

85.

86.

Based on the BlAs(paragraph 78) and plausible scenarios (paragraph 82), financial institutions
should develop response and recovery plans. These plans should specify what conditions may
prompt activation of the plans and what actions should be taken to ensure the availability,
continuity and recovery of, at least, financial institutions’ critical ICT systems and ICT services.
The response and recovery plans should aim to meet the recovery objectives of financial
institutions’ operations.

The response and recovery plans should consider both short-term and long-term recovery
options. The plans should:

a) focus on the recovery of the operations of critical business functions, supporting
processes, information assets and their interdependencies to avoid adverse effects on
the functioning of financial institutions and on the financial system, including on
payment systems and on payment service users, and to ensure execution of pending
payment transactions;

b) be documented and made available to the business and support units and readily
accessible in the event of an emergency;

c) be updated in line with lessons learned from incidents, tests, new risks identified and
threats, and changedrecovery objectives and priorities.

The plans should also consider alternative options where recovery may not be feasible in the
short term because of costs, risks, logistics or unforeseen circumstances.

Furthermore, as part of the response and recovery plans, a financial institution should consider
and implement continuity measures to mitigate failures of third party providers, which are of
key importance for a financial institution’s ICT service continuity (in line with the provisions of
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the EBA Guidelines on outsourcing arrangements (EBA/GL/2019/02) regarding business
continuity plans).

3.7.4. Testing of plans

87. Financial institutions should test their BCPs periodically. In particular, they should ensure that
the BCPs of their critical business functions, supporting processes, information assets and their
interdependencies (including those provided by third parties, where applicable) are tested at
least annually, in accordance with paragraph 89.

88. BCPs should be updated at least annually, based on testing results, current threat intelligence
and lessons learned from previous events. Any changes in recovery objectives (including RTOs
and RPOs) and/or changes in business functions, supporting processes and information assets,
should also be considered, where relevant, as a basis for updating the BCPs.

89. Financial institutions’ testing of their BCPs should demonstrate that they are able to sustain the
viability of their businesses until critical operationsare re-established. In particular they should:

a) include testing of an adequate set of severe but plausible scenarios including those
considered for the development of the BCPs (as well as testing of services provided by
third parties, where applicable); this should include the switch-over of critical business
functions, supporting processes and information assets to the disaster recovery
environment and demonstrating that they can be run in this way for a sufficiently
representative period of time and that normal functioning can be restored afterwards;

b) be designed to challenge the assumptions on which BCPs rest, including governance
arrangements and crisis communication plans; and

c) include procedures to verify the ability of their staff and contractors, ICT systems and
ICT services to respond adequately to the scenarios defined in paragraph 89(a).

90. Test results should be documented and any identified deficiencies resulting from the tests
should be analysed, addressed and reported to the management body.

3.7.5. Crisis communications

91. Inthe event of a disruption or emergency, and during the implementation of the BCPs, financial
institutions should ensure that they have effective crisis communication measures in place so
that all relevant internal and external stakeholders, including the competent authorities when
required by national regulations, and also relevant providers (outsourcing providers, group
entities, or third party providers) are informed in a timely and appropriate manner.

3.8. Payment service user relationship management
92. PSPs should establish and implement processes to enhance PSUs’ awareness of the security
risks linked to the payment services by providing PSUs with assistance and guidance.

93. The assistance and guidance offered to PSUs should be updatedin the light of new threatsand
vulnerabilities, and changes should be communicated to the PSU.
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Where product functionality permits, PSPs should allow PSUs to disable specific payment
functionalities related to the payment services offered by the PSP to the PSU.

Where, in accordance with Article 68(1) of Directive (EU) 2015/2366, a PSP has agreed withthe
payer spending limits for payment transactions executed through specific payment
instruments, the PSP should provide the payer with the option to adjust these limits up to the
maximum agreed limit.

PSPs should provide PSUs with the option to receive alerts on initiated and/or failed attempts
to initiate payment transactions, enabling them to detect fraudulent or malicious use of their
accounts.

PSPs should keep PSUs informed about updates in security procedures that affect PSUs
regarding the provision of payment services.

PSPs should provide PSUs with assistance on all questions, requests for support and
notifications of anomalies or issues regarding security matters related to payment services.
PSUs should be appropriately informed about how such assistance can be obtained.
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4.Accompanying documents

4.1. Draft cost-benefit analysis/impact assessment

As per Article16(2) of Regulation (EU) No 1093/2010 (EBA Regulation), any guidelines and
recommendations developed by the EBA are to be accompanied by an impact assessment (lA),
which analyses ‘the potential related costs and benefits’.

This section presents a cost-benefit analysis of adopting the guidelines described in this
Consultation Paper by financial institutions. Given the nature and the scope of the guidelines, the

IA is high level and qualitative in nature.

A. Problem identification

The complexity of ICT risks is increasing and the frequency of ICT-related incidents (including cyber
incidents) is rising, together with their potential significant adverse impacts on the operational
functioning of financial institutions. Moreover, due to the interconnectedness of financial
institutions, ICT-related incidents risk causing potential systemic impacts.

For PSPs, ICT plays an important role in the efficient functioning of payment systems. A recent risk
analysis exercise conducted by the EBA and the European Central Bank (ECB) identified various
threats and vulnerabilities that PSPs are currently exposed to when providing their payment
services. The most common risks are:

i inadequate protection of communication channels used for payments;
ii. inadequately secured ICT systems used for payments;
iii. unsafe behaviour of users and PSPs;
iv.  technological advancements and tools that are available to potential fraudsters or
malicious attackers.

For institutions, ICT is a key resource in developing and supporting banking services; ICT systems
are not only key enablers of institutions’ strategies, forming the backbone of almost all banking
processes and distribution channels, but they also support the automated controls environment on
which core banking data are based. ICT systems and services also represent material proportions
of institutions’ costs, investments and intangible assets. Furthermore, technological innovation
plays a crucial role in the banking sector from a strategic standpoint, as a source of competitive
advantage, asit is a fundamental tool for competing in the financial market through new products
as well as through facilitating the restructuring and optimisation of the value chain. As a result of
the increasing importance of ICT in the banking industry, some recent trends include:

i.  the emergence of cyber risks together with the increased potential for cybercrime;

ii.  theincreasing reliance on third parties for ICT services and products, often in the form of
diverse packaged solutions and resulting in manifold dependencies and potential
constraints and concentration risks.
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In view of the growing importance and increasing complexity of ICT and security risks for financial
institutions, and based on the mandates set out for the EBA, the EBA has published:

a) Guidelines on ICT risk assessment under the supervisory review and evaluation process (SREP),
addressed to competent authorities (EBA/GL/2017/05);

b) Guidelines on security measures for operational and security risks of payment services,
addressed to PSPs (EBA/GL/2017/17).

The guidelines above in point (b) set out very important requirements for PSPs for the provision of
their payment services, but, for credit institutions that are PSPs the existing guidelines do not
address ICT and security risks from their other activities. Furthermore, the guidelines in point (b)
do not apply to investment firms. The new Guidelines on ICT and security risk management aimto
address the European Commission request? for guidelines for all institutions regarding their ICT
security and governance. The aim is to ensure sound ICT and security management in the EU
financial sector and to ensure a level playing field for all institutions. The new guidelines integrate
the existing text of the ‘Guidelines on security measures’ and broaden the scope of addressees,
namely covering all activities for credit institutions and investment firms. Furthermore, the new
guidelines build on the existing requirements in the ‘Guidelines on security measures’ but are more
explicit, clarifying in more detail how institutions can ensure adequate management of their ICT
and security.

B. Policy objectives

The main objective of the guidelines is to establish harmonised requirements for ICT and security
across PSPs (for payment services) and institutions (for credit institutions and investment firms, this
extends to all activities). In return, this is expected to contribute to better management of risks
arising to market integrity, consumers and the viability of institutions and PSPs from ICT.

Operationally, the guidelines aim to integrate all provisions on ICT and security management in a
single legal text for all financial institutions and for a wider range of activities.

C. Baseline scenario

The status quo should constitute the baseline scenario. It entails maintaining the current regulatory
framework, which includes two pieces of legislation related to ICT and security risk management:

i.  Guidelines on ICT risk assessment under the supervisory review and evaluation process
(SREP) (EBA/GL/2017/05): these guidelines are addressed to competent authoritiesand are
intended to promote common procedures and methodologies for the assessment of the
ICT risk under the supervisory review and evaluation process (SREP). The guidelines set out
the requirements that competent authorities should apply in their assessment of ICT on

7 European Commission’s FinTech action plan: for a more competitive and innovative European financial sector,
8 March 2018, COM(2018) 109 final
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the general provisions and application of scoring as part of the SREP assessment of risks to
capital, assessment of institutions’ governance and strategies on ICT, and the assessment
of institutions’ ICT and security risk exposures and controls.

ii.  Guidelines on the security measures for operational and security risks of payment services
under Directive (EU) 2015/2366 (PSD2) (EBA/GL/2017/17): these guidelines set out the
requirements that PSPs should implement to mitigate operational and security risks
derived from the provision of payment services, which in practice relate to the impact of
the operational and security risks on their ICT systems.

D. Options considered

Option 1a: Develop a separate set of Guidelines on ICT and security risk management addressed
only to credit institutions and investment firms, and maintain the Guidelines on the security
measures for operational and security risks of payment services under Directive (EU) 2015/2366
(PSD2) for PSPs.

Option 1b: Develop a single set of Guidelines on ICT and security management addressed to PSPs
for their payment services and to credit institutions and investment firms for all activities,
integrating (and consequently repealing) the Guidelines on the security measures for operational
and security risks of payment services under Directive (EU) 2015/2366 (PSD2).

Option 2a: Set out detailed and prescriptive requirements on ICT and security management.

Option 2b: Set out high-level principle-based requirements on ICT and security management.

E. Cost-benefit analysis and preferred options

Option 1a would mean a new set of Guidelines on ICT and security management for credit
institutions and investments firms for all activities and services. However, given that most of the
requirements that apply to the security of payment services (i.e. those already within the published
Guidelines on security measures) are also applicable for security of other services and activities, the
two sets of guidelines would have significant overlap and would create confusion for credit
institutions which already apply the Guidelines on security measures for their payment services.
This then means that the benefits of having two different guidelines are limited.

Option 1b would ensure that the same requirements are set across PSPs for payment services (i.e.
not extending beyond the PSD2 mandate), and for all institutions for all services, creating a level
playing field. The mandate for security measures for operational and security risks in payment
services in practice refers to security measures for operational and security risks on ICT systems.
Therefore, it would also reduce the compliance burden for institutions, which will then need to
referto a single legal text for their requirements on ICT and security risk management, irrespective
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of the service they provide. In addition, it can still take into account any specificities in the ICT and
security risk management for PSPs, by setting exclusive requirements for payment services.

Option 1b is retained.

Option 2a toinclude detailed and prescriptive requirements on ICT and security risk management
could increase comparability and create a level playing field across financial institutions. However,
this option risks requirements becoming obsolete very quickly due to the ever-changing nature of
ICT and security risks. A financial institution would be unable to ensure that its ICT and security risk
management properly mitigates ICT and security risks in an ecosystem in which new threats are
evolving continuously.

Option 2b on the other hand would allow financial institutions to adapt their risk management
processes to new challenges and developments. Therefore, this option reflects financial
institutions’ needs to anticipate and mitigate unknown types of ICT and security risks.

Option 2b is retained.
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4.2.

Feedback on the publicconsultation

Summary of responses to the consultation and the EBA’s analysis

Comments

General
comment —
implementation

Summary of responses received

Onerespondent commented on theimplementation of the guidelines,
suggesting to add to Section ‘background andrationale’s, about how the
supervision of the implementation of the guidelines is envisaged (e.g.
possiblerole for the competent authorities).

One respondent expressed concerns relating to the impact of these
guidelines on third party providers (TPPs), given the open banking
facility in PSD2. Their concerns rel ate to how each competent authority
will comply with these guidelines, as a possible restrictive i nterpretation
could introduce barriers to entry, impact the number of TPPs and
negatively affect the growth of open banking. Moreover, it was noted
that the guidelines can be interpreted liberally or restrictively by
competent authorities. This could resultin new entrants requesting
authorisation and licence from jurisdictions with a less restrictive
interpretation of the guidelines for the provision of their cross-border
services. Consequently, consumers may be exposed to different ICT
security levels and risks. The need for a morelegallybinding text (i.e. a
level 1 text) was also proposed by the same respondent. The
respondent noted the possibility of the ‘deceptive’ implementation of
the guidelines by institutions and therefore called for sanctions to
enforce theimplementation of the guidelines. This is to avoid a situation
where, in a potential fraud case caused by a TPP, consumers may blame
the banks for exposing them to loss of reputationand credibility, as the
banks hold the client relationship. Sanctions could be a useful tool for
supervisors to protect customers and financial services. They also
suggested introducing and applying industry standards (such as anopen
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The EBA’s analysis

Inline with EBA standard practice, the guidelines donot
cover implementation aspects in detail. Any practical
questions can be addressed through the EBA Single
Rulebook Q&A facility or through bilateral discussions
with competent authorities.

The EBA guidelines are principle based. Any
specification of details would create a situation in
which onessize does notfit all institutions. Furthermore,
the EBA guidelines are technology and methodology
neutral, with anexpectation forinstitutions to focus on
their security, based on a robust process (Section 3.3),
instead of on detailed compliance aspects.

Amendments to
the proposals

No change.

8 Section numbers and paragraph numbers in this column relateto the numberingin the draft guidelines.

34



FINAL REPORT ON GUIDELINES ON ICT AND SECURITY RISK MANAGEMENT

Comments

EUROPEAN
BANKING

AUTHORITY

Summary of responses received

application programming interface (API)) and industry solutions (suchas
the PSD2 hub), which can embrace technology and ensure adequate
security, while maintaining minimum security standards acceptable to
the industry.

The EBA’s analysis

Amendments to
the proposals

General

comment
principles
rules in
guidelines

Vs
the

A few comments were receivedon the guidelines beingprinciple based
versus being rules based. Some respondents supported and encouraged
the EBA’s use of the principle-based approach, commenting that this is
essential and should be maintained as far as possible. Specifically the
focus on outcomes that allow firms to demonstrate capabilities was
cited as increasing consistency. This approach ensures that the
guidelines canbeimplemented with proportionality inmind.

Principle-based guidance also provides the flexibility required for the
continuouslyevolving nature of technology risks and avoids prescriptive
and detailed requirements that may become obsolete over time. This
would increase consistency and alignment with the Bank for
International Settlements (BIS) Committee on Payments and Market
Infrastructures (CPMI) International Organisation of Securities
Commissions (I0SCO) guidance ‘Cyber resilience for financial market
infrastructures’. Where more detailed guidance is provided, the EBA
should consider separating these out as examples or use cases, such as
how the three lines of defence could be implemented to provide
examples of how the requirements could apply or beinterpreted.

Other respondents considered that some requirements in the
guidelines aretoo prescriptive andtoo detailed and are thereby limiting
the risk management options available to financial institutions (such as
governance structures, internal controls and other security-related
measures). This was considered to putatrisk the ability of the guidelines
to withstand the rapid nature of changes in the ICT and information
security risk landscapein the years to come. It might also ultimately limit

The EBA agrees with a principle- based approach, and
the guidelines are drafted with this explicit intention.
The EBA intends to ensure that the guidelines are
principle based and flexible enough to facilitate their
applicationto all therelevantinstitutionsin the sector.
Furthermore, it is important to ensure that the
guidelines remain valid in the continuously evolving
technological environment. The EBA’s aim is not to be
overly prescriptive but to cover the main important
areas of ICT and security risk management. In several
parts the detailed points are drafted as examples to be
considered. Thatsaid, a number of s pecific points have
been amended based on the current supervisory
insights for future developments in ICT and security risk
management maturity.

The  guidelines
have been
amended.
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Summary of responses received

financial institutions’ abilities to innovate within the information and
cybersecurity domain.

One respondent noted that a departure from the existing recognised
standards increases regulatory complexity and requires resources to be
diverted from other activities, inhibiting firms from focusing their efforts
on the identification of and protection against technological risks, thus
increasing the amount of firms’ resources that are focusing on
compliance rather than on technological security. This respondent
recommended the international harmonisation of ICT rules in the EU
and globally, as diverging regulatory requirements will significantly
increase operating costs and will introduce risks of regulatoryarbitrage.

The EBA’s analysis

The guidelines do not aim to promote one set of
standards over another. The EBA agrees with the need
to harmonise regulatory requirements and finds that
these guidelines are sufficiently principle based that
they do not contradict existing standards.

Amendments to
the proposals

No change.

General
comment
risk-based
approach

One respondent suggested that a risk-based approach should be
adopted in these guidelines, es pecially where controls are mentioned.

This is taken on a case-by-case basis throughout the
guidelines; however, in general the guidelines are to be
applied proportionately, taking into account the risks
thatthe financialinstitutions are exposed to.

Changes made on
a case-by-case
basis.

Standardisation

of all
guidelines

ICT

One respondent commented that the guidelines seem to separate the
‘business’ and ‘IT’ functions within anorganisation, thus not taking into
account new configurations, represented particularly by FinTech start-
ups. It was further commented that new developments in ICT seem to
be ignored, suchas cloud computing and distributed | edger technology
(DLT), along withtheissues of end-to-end data encryptioninthe course
of data processing; access to data, which conflicts with banking
confidentiality (General Data Protection Regulation, GDPR),
management of ICT securityin the form of internal outsourcing, etc.

Thesamerespondent understood that the objective of these guidelines
was to integrate and standardise all ICT guidelines (in force and under
implementation), taking into account relevant national guidelines .

The guidelines cover ICT from a holistic business point
of view, using the overall business strategy and
business processes as a starting point. If new entrants
are primarily technology driven, business strategy and
ICT strategy will coincide, but this does notchange the
expectations on formulating and approving such
strategies.

The guidelines are technology agnostic. Itis up to an
institution to ensure that appropriate security
measures are implemented, e.g. by using new
technologies or by leveraging more traditional
technologies. The EBA cannot specify all details or all
technologies.

No change.
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Summary of responses received

The EBA’s analysis

The guidelines do not replace any ICT-relevant
guidelines from EU law, but they clarify and harmonise
the supervisory expectations following from CRD 1V,
Article 74,and PSD2, Article 95 (1). Some issues are not
addressed in these guidelines because there already
exist EU-level regulations and guidelines on these
topics (e.g. data-related questions areregulated in the
GDPR, and cloud security is also handled in the EBA
Guidelines on outsourcing).

Amendments to
the proposals

Reference
international
standards

to

Some respondents proposed that the guidelines are linked — where
relevant to European and international
practices/requirements/standards/regulations relating to ICT risk
management that are already in place. Examples include (1)the
Financial Stability Board (FSB) Cyber Lexicon, (2) the Basel Committee’s
‘Principles for the sound management of operational risk’, (3) the FSB’s
‘Guidance on arrangements to support operational continuity in
resolution, (4) the EBA’s ‘Guidelines on outsourcing’, (5) the ECB’s
‘Cyber resilience oversight expectations for financial market
infrastructures’, and (6) International Organization for Standardization
(1SO) 27001/2 for controls and ISO 27005 for risk management. Without
an explicit reference or a gap analysis, it is currently not clear how the
guidelines overlap or complement the existing standards in place. In
addition, overly general guidelines are open to interpretation both by
organisations and by supervisors ineach Member State, and references
to existing standards will ease harmonisation across Member States and
provideassistancein the consistentinterpretation of requirements.

One respondent commented that the guidelines do not mention any
international standard and appearto bea stand-alone best practice for
the wholesector. However, much of the guidelines work should be (or
should already have been) taken from internationalstandards (e.g. ISO)

The aimof EBAwas to ensurethatthese guidelines are
technology and methodology agnostic and do not
prescribe any particular international standards or
stand-alone good practices.

It would not be feasiblefor the EBA to mention all the
existing standards and regulations in the text of the
guidelines. However, in the executive summary, the
EBA highlights the two main regulations (PSD2 and
CRD V) as these guidelines elaborate how to comply
with their requirements. Furthermore, the executive
summary has been amended with references to the
existing EBAguidelines.

The ECB cyber resilience oversight expectations for
financial market infrastructures are aligned with these
guidelines, butthe main differenceisin theirscope, as
the ECB cyber resilience oversight expectations specify
details forfinancial marketinfrastructures, while these
guidelines apply to institutions.

The EBA considers that keeping these guidelines
principle based allows them to be applied by all kinds

The
have
amended.

guidelines

been
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The EBA’s analysis Amendments to

Comments Summary of responses received
the proposals

and tailored to the financial institution environment. This respondent  of institutions in the sector. However, this means that
considers that this would have allowed a more tailored, thorough, institutionsand supervisors need to interpretand tailor
consistent, tested and adopted approach to have been defined for the guidelines for a specific case.

financial institutions, which would have less difficulty in the adoption

and implementation of these guidelines.

Reference to A few respondents requested an explanation of the relationship The EBA has amended the executive summary with The  guidelines

existing  EBA between the Guidelines on ICT risk assessment under the supervisory  references to existing EBA guidelines that are relevant have been

guidelines review and evaluation process (EBA/GL/2017/05) and these draft o these guidelines. amended.
guidelines (preferably with a mapping between the requirements if

possible). A request was made to reference the existing guidelines in 1he Guidelines on ICT risk assessment under the
these new guidelines. supervisory review and evaluation process

(EBA/GL/2017/05) are addressed to competent
authorities, while these guidelines are addressed to
financial institutions. For these guidelines to add value
it was agreed not to do a direct mapping of the
requirements butto word themin a way that makes it
easier for the financial institutions to read over and
apply them.

These guidelines are directed at financial institutions
and cover ICT and security risk management from a
holistic perspective. In particular, the definition of ICT
and security risk details that this covers data
confidentiality, integrity and availability. This is also
found in other definitions, such as of incidents, and is
included in processes such as the classificationand risk
assessment process. The aspect of data integrity,
therefore, is fully integrated into the entire guideline,
insteadof beingdealtwithas a specific risktype.

In contrast, the EBA/GL/2017/05 guidelines are
directed at supervisors. Since the supervisory
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. The EBA’s analysis Amendments to
Comments Summary of responses received
the proposals
assessment depends on information provided by
financial institutions, data integrity has been
highlighted as a specific topic, not because data
integrity is moreimportant or specificas arisk type, but
because of the impact on the subsequent assessment
of all risks (including data confidentiality and data
Another respondent highlighted that these draft guidelines do not availability).
address the data Integrity risk from EBA/GL/2017/05. Even if all financial
institutions are not subject to the Basel Committee on Banking
Supervision’s principles for effective risk data aggregation and risk The EBA agrees with the importance of data integrity The guidelines
reporting (BCBS 239 principles), this is a key risk for financial risks;therefore,the EBAhasamended thedocumentto have been
institutions. The respondent requested clarification on why this include the data integrity risk as one of the risks that amended.
theme/risk is not withinthe scope of thedraft guidelines. institutions should manage.
. Onerespondent suggested that this section should be replaced with the
Section 1:

responding to
the

new regulation, Regulation (EU) 2018/1725 of the European Parliament
and of the Council of 23 October 2018 on the protection of natural

This comment has been accommodated; however, this

The guidelines

consultation —  Persons with regard to the processing of personal data by the Union section has been removed fromthefinal guidelines,as havebeen

data protection institutions, bodies, offices and agencies and on the free movementof itwas used onlyfor the consultation. amended.
such data, and repealing Regulation (EC) No 45/2001 and Decision
No 1247/2002/EC.

Compliance and One respondent proposed that the guidelines should better clarifythe Complianceand intentto comply are mentioned in the

reporting difference between compliance and intent/intention to comply. EBA Regulation, Regulation (EU) No1093/2010.

obligations — Intention to comply does not equal compliance. Also, thereis a typo: Further information can be found here:

. ‘intend’ shouldbe ‘intent’. https://eba.europa.eu/about-us/legal-
reporting No change.

requirements

framework/compliance-with-eba-regulatory-products.
We expectthat competentauthorities giving intention
to comply should provide a date by which they will
comply.Thereisno typo.
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Summary of responses received

Paragraphs 6,7, 8 should beamended to reflect the correct paragraph
number thatthey reference’... as definedin paragraph9 ...’ (instead of
paragraph8).

The EBA’s analysis

The final guidelines have been updated with the final
accuratereferences.

Amendments to
the proposals

The
have
amended.

gui

delines
been

Subject matter,

scope
definitions
addressees

and

A question was received on the addressees about why these guidelines
(EBA/CP/2018/15) are addressed to institutions related to PSD2, while
the Guidelines on ICT risk assessment under the supervisory review and
evaluation process (EBA/GL/2017/05) have a broader scope. If anentity
is notrelated to PSD2, will the EBA/GL/2017/05 guidelines continue to
apply?Ifanentityisrelated to PSD2, are both guidelines going to apply,
or only thislastone (EBA/CP/2018/15)?

The addressees of the EBA guideline — the subject of
the consultation (EBA/CP/2018/15) — are notonly the
institutions related to PSD2, but a broader range of
institutions under the EBAremit (e.g. investment firms
and other activities of the creditinstitutions).

These guidelines do not repeal the Guidelines on ICT
risk assessment under the supervisory review and
evaluation process (EBA/GL/2017/05), so they both
should be applied according to their scope/addressees.

Note that EBA/GL/2017/05 is intended for supervisors,
not financial institutions. The EBA expects that if
financial institutions implement the Guidelines on ICT
and security risk management, providing supervisors
with theinputrequired for EBA/GL/2017/05 should not
lead toundueburdens.

No change

Definitions
general

A few comments were received recommending that the definitions are
aligned as far as possible with the definitions within international
publications ontechnology and cybersecurity risks suchas the FSB Cyber
Lexicon and the ECB cyber resilience oversight expectations (CROE) or
to use standard definitions (e.g. from control objectives for information
and related technology (COBIT), ISO, etc.) where possible.

The comments regarding each of the definitions have
been taken on a case-by-case basis and are described
for each definition below.

See below.

Definitions

ICT risk — one respondent recommended applying the concept of
probability, as thereis a likelihood of anykind of impact.

The current definition mentions expected loss, whichis
the result of the probability of loss times the expected
impact. Furthermore, this definition brings together
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Another respondent asked for clarification of the use of the terms ICT
risk, securityrisk and cyber riskinthe document. In particular, when ICT
riskis meantto include security/cyberrisk.

The EBA’s analysis

the existing definition from the EBA Guidelines on
common procedures and methodologies for SREP and
stress testing (EBA/GL/2014/13 consolidated version)
and the definition of security risk from the EBA
Guidelines on the security measures for operational
and security risks of payment services under Directive
(EU) 2015/2366 (PSD2) (EBA/GL/2017/17); therefore,
no changeisrequired.

As specified in the scope of these guidelines
(paragraph 7), forthe purposes of these guidelines, the
term ICT and security risk addresses the operational
and security risks of Article 95 of PSD2 (including cyber
risk).

Amendments to
the proposals

No change.

No change.

Definitions

Management body — one respondent commented that the definition
could be supplemented with a reference to paragraph8 of the
Guidelines on internal governance (EBA/GL/2017/11). Other
respondents commented that there are different management body
structures and responsibilities in the EU jurisdictions and that the
definition should be clarified if this refers to the Board of Directors or
the executive management of the bank.

The definition of ‘management body’ references level 1
legislation and the EBAdoes notconsider thatthereis
a need to specify this further.

No change.

Definitions

Operational or security incident — a few respondents suggested using
justtheword ‘incident’, whichwould allow it to be aligned with the FSB
Cyber Lexicon definitionof ‘incident’. Afurther commentwas received
that the current wording describes a risk and not an operational or
security incident.

Another comment suggested revising the wording, as ‘continuity’ is
already included in the definition of ‘availability’ and is therefore
considered redundant.

Another respondent suggested deleting the text —systems-and-="from
the definition, as ‘ICT system continuity’ has been covered by

The wording ‘operational or security incident is
purposefully used to address the requirements of
Article95 of PSD2, and also ‘incident’ has a wider
meaningin thefinancial sector. The definition describes
aneventnota risk. Theterms has been revised to bein
line with the definition used in the EBA Guidelines on
security measures for operational and security risks of
payment services under Directive (EU)2015/2366
(PSD2) (EBA/GL/2017/17).

The
have
amended.

guidelines

been
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‘availability mentioned one line above, whereas ‘ICT services
continuity can refer to third party providers’ services outsourced bythe
financial institutions.

The EBA’s analysis

The EBA concurs thatthe word continuityis redundant.

Amendments to
the proposals

The guidelines
have been
amended.

Definitions

Risk tolerance — some respondents suggested using ‘risk appetite,
which is more common. The use of ‘risk appetite’ would also be
consistent with other EBA guidelines (e.g. SREP, internal governance).
Furthermore, one respondent explained that risk tolerance is
understoodas the variabilityregarding the established risk appetite that
the organisation can accept under some circumstances. They
commented thatriskappetite can consider the aggregate level of riskas
a medium value of the addition of risks in the organisation, and not only
their addition. One suggestion to overcome this was to add this term
into thetext (hence, risktolerance or risk appetite). Another respondent
commented that, in relationto paragraph 13a), ‘risk tolerance’ is aterm
used in connection with theinvestments, whereas the whole document
is about ICT-related risks, so they suggested providing more details
relating to ICT in the definition.

The EBA agrees to change the definition to ‘risk
appetite’, to coincide with the use of this in the EBA
Guidelines on internal governance (EBA/GL/2017/11),
the Guidelines on the revised common procedures and
methodologies for the supervisory review and
evaluation process (SREP) and supervisory stress
testing (EBA/GL/2014/13) and the Guidelines on
security measures for operational and security risks
(EBA/GL/2017/17).

The guidelines
have been
amended.

Definitions

ICT projects — comments suggested that the definitionshould refer to
ICT projects’ ‘end of life’ or ‘removal’ as part of wider ICT and business
transformation programmes, while a suggestion was received to add
the word ‘dismissed’ to refer to this same notion, as the removal of ICT
systems should be treated with the same caution asthatgivento their
change, replacement or implementation. Another respondent
commented thatthe definitionistoo wideandsuggested shortening it
to ‘Any project where ICT systems and services are changed, replaced
or implemented. ICT projects can be part of wider ICT or business
transformation programmes.’

The EBA considers that shortening the definition would
adversely impact the intention of the definition;
however, itis reasonableto add the phrase ‘dismissed’
to the definition. Adding this completes the definition.

The  guidelines
have been
amended.

Definitions

Information asset — revised wording was suggested, asitis difficult to
know what is worth protecting, so it would be better explained using

42



FINAL REPORT ON GUIDELINES ON ICT AND SECURITY RISK MANAGEMENT

Comments

EUROPEAN
BANKING

AUTHORITY

Summary of responses received

the following definition: ‘A collection of information, either tangible or
intangible, that is supports the critical business functions and
processes in the business environment, and that the entity deemsto
be characterises as worth protecting following a risk assessment.” A
further comment was received in which it was suggested that the
wording ‘thatis worth protecting’ should be the outcome of the risk
analysis, as aninformation asset may be significantly relevant for the
functioning of the organisation but not worth protecting due to the cost
of implementing security measures (tangible or intangible costs).

Another respondent suggested changing the definitionto ‘information,
data and tools required for the processing thereof, which can either
belong to the company or be stored under bailment (e.g. personal
data).’

The respondent considers that mentioning ‘tools’ is significant, as all
measures taken on the protection of information are tightly related to
the tools (e.g. user rights), while leaving the definition only as ‘pure
data’ makes things philosophical and removes the connection to reality,
where data does not exist by itself but is always under the management
of some tools. Another respondent suggested harmonising this
definitionwith the wordinginparagraph 17.

The EBA’s analysis

The definition of ‘information asset’ derives from the
definition of ‘asset’ in the FSB Cyber Lexicon, but is
clarified to refer specifically to ‘information assets’, as
both ‘information’ and‘ICT assets’ are defined in these
guidelines, whereas the FSB Cyber Lexicon was not
specific.

Amendments to
the proposals

Definitions

ICT asset — a proposal was received to consider the use of the similar
definitionof ‘asset’ from the FSB Cyber Lexiconreference.

Another suggestion was received to clarify the wording to ‘an asset
either of software and-or hardware, that is found in the business
environment’.

See the above explanation regarding ‘information
asset’.

The explanation has been clarified in accordance with
the commentreceived.

No change.

The  guidelines
have been
amended.

New definitions
suggested

The EBA considers that all definitions used follow
existing legislation and industry standards as
appropriate. However the aim of the EBA is to ensure
thattheseguidelines are technology and methodology
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New definitions were suggested forthe following:

1)

2)
3)
4)

‘structured data’ to include in the guideline: ‘Structured data
are information that is structured systematically, which
typically includes information within IT applications and
databaserecords structured according to a data model, as for
examplea relationalor hierarchical schema’.

‘projectimplementation |eadership’ — paragraph 66.
‘adequate knowledge’ — paragraph70.

‘information security function’ to clarify ifthis means the chief
informationsecurity office (CISO) (paragraph 32).

‘information securitystandards’ in paragraph 44.

‘business-managed applications’ in paragraph 80.

‘urgentor emergency ICT changes’ inparagraph81(e).

‘asset owner’ in paragraph 19, because entities/institutions’
complexities can be very different.

The EBA’s analysis

agnostic and do not prescribe any particular
international standards or stand-alone good practices.
In particular:

1) As this phraseis not used anywhere in the guidelines,
there is no need for the definition. Furthermore, the
guidelines deal with structured and unstructured data;
therefore, the EBA considers it inappropriate to single
outstructureddata.

2) ‘Project implementation leadership’ is used in the
textinits general meaning. Thereis no need to s pecify
its meaning.

3) ‘Adequate knowledge’ has no s pecial meaning in this
text. The knowledge should be proportionate to what it
relates to.

4) ‘Information security function’ has already been
made clear in the text from the context and the
responsibility associated with it. Theintentionis notto
be too prescriptiveabouttheroles and responsibilities
for this function; therefore, the EBA does not want to
explicitly link it to the CISO. After considering all
feedback received, paragraphs 32 and 33 have been
removed.

5) ‘Information security standards’ refers to any
applicableandrelevantinformation security standards.
The EBAdoes notseethe need to list s pecific standards.

6) ‘Business-managed applications’ were mentioned in
paragraph80 onlyas an example. The EBA does not
wantto explainanddefinethe examples thatare used

Amendments to
the proposals

No change.

No change.

No change.

The
have
clarified.

guidelines
been

No change.

The
have
amended.

guidelines
been
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The EBA’s analysis

to support the understanding of the guidelines;
therefore, the EBA deleted this example from the text.

7) ‘Urgent or emergency ICT changes’ has been
removed from the guidelines (paragraph8l);
therefore, thereis no need to defineitin the text.

8) ‘Asset owner’ has been removed from the text. In
paragraph 18 thetexthas been amended and updated
to ‘There should be clearly assigned accountability and
responsibility forthe information assets.

Amendments to
the proposals

Proportionality

Onerespondentasked thatadditional wording be added in order to be
clear on the obligation of all addressees to comply with the new
guidelines. This new wording should set out that proportionality cannot
be understoodas grounds forexemptionand thatall addressees should
address andmanage their ICT and security risks. One respondent asked
that proportionate application or implementation according to the
individualrisk situation shouldbe made possible.

One respondent commented that, although appropriate, the principle
of proportionality may lead to financial institutions excluding the
implementation of security controls, based solely on cost factors. The
principle of proportionality must be closely monitored by the
management bodies (or even the regulator) that will issue the relevant
guidelines. Hence, the respondent suggested considering the
amendment of Section 4.1andits association with Section4.2.1.

Another respondent suggested including a more comprehensive set of
principles governing the proportionate application, or a differentiation
between minimum requirements and those that could be applied
proportionately, in order for institutions to achieve compliance with
competent authorities’ needs.

All EBA guidelines must be applied proportionately by
all thoseto whomthese guidelines areaddressed (see
‘Addressees’). Proportional applicationis specified in
paragraphl of the guidelines (see Section3.1)
Compliance with the provisions will be monitored by
competent authorities. The basis of proportionality is
specifiedin this paragraph.

Competent authorities have the responsibility of
monitoring proportionate application. In line with
paragraphl the EBA expects that competent
authorities take into account the institution’s risk
profile.

The guidelines
have been
amended.

The  guidelines
have been
amended.

No change.
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Another suggested that ‘proportionality’ is better expressed as ‘a
graded approach’ according to the specific context, objectives,
conditions and needs of financial institutions. The respondent
suggested that it is appropriate to set minimum criteria (factors) to be
taken intoaccountand proposed the following for paragraph 4.1: ‘The
management body should apply the graded approach to comply with
the provisions set out in these guidelines in such a way that is
proportionate to, and takes account of, at least the following factors:
a) security significance of the financial institution and its parts, b) the
financial institution’s size and complexity, c) internal organisation, d)
the nature, scope, complexity and riskiness of the services and
products that the financial institutions provide or intend to provide, e)
thestrateqy andthe goals. The factors used to grade the development
and application of the guidelines shall be documented.’

Another respondent commented that adapting to the requirements in
the guidelines could be a significant problem for organisations operating
on a small scale, such as cooperative banks, payment services
institutions and FinTech start-ups. The application of the principle of
proportionality should be clarified to specify which aspects are
important for these organisations and which are not. This applies
particularly to countries where ‘gold-plating’ occurs. This canlead to
other negative outcomes, such as the migration of payment institutions
to more ‘liberal countries.

The EBA’s analysis

Theseare principle-based guidelines that, as explained
in paragraphl of the guidelines (see Section 3.1),
should beapplied by allinstitutionsin a proportionate
manner. The application of these guidelines is not for
competent authorities’ needs but for institutions to
ensure that they manage their ICT and security risks
proportionately. Furthermore using a graded approach
would limit the implementation of principle-based
guidelines and it is the right of the management body
to establish proportionate application.

These guidelines will be applied for more services and
by more addressees than the Guidelines on security
measures for operational and security risk under PSD2
(EBA/GL/2017/17). Itis important that the guidelines
are‘sizeneutral’andareapplicableto all addressees.

All institutions must apply all the guidelines in a
proportionate manner based on paragraphl (see
Section 3.1).

Amendments to
the proposals

4.2. ICT
governance and
strategy

Some respondents commented on the management body’s roles,
specificallyrequesting thatitis specified that the executive function of
the managementbody deals withthe ICT functionandstrategy but that
the accountability of the executive function (the Executive Board)
should focus on risk strategy and risk appetite and should challenge
decisions of the ICT function. Therefore, the Executive Board’s

The guidelines intend to place the responsibility and
accountability with the managementbody, in particular
regarding strategy and governance due, whichisin line
with paragraphs 23(a) and 23(b) of the EBA Guidelines
oninternal governance (EBA/GL/2017/11).

No change.
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responsibilities should be amended in the guidelines (inparagraph 4) to
permit delegation where appropriate, e.g. in implementing processes.
The need for the management body to approve specific risk-type
policies should also be reconsidered. One respondent elaborated
concerns that the drafting would significantly expand the management
body’s obligations to include the day-to-day activities regarding the
design and implementation of ICT governance and strategy. This level of
granularity is not considered necessary, given that the management
body discharges its obligation to ensure that an adequate control
frameworkisin place, as detailed in paragraph 2.

Another respondent proposed replacing ‘management body’ with
‘senior management body’, making reference to governance and
mentioning the activity of ‘ensuring’. The respondent suggested
promoting a view of ICT corporate governance and, by definition, that
the responsibility of governance belongs to the Executive Board while
the responsibility of management belongs to the management body.

Another respondent suggested that the management body should have
atleastoneexpertintheinformationsecurity/ICT risks field in order to
properlyexecute governance.

The EBA’s analysis

Paragraph4 states that the oversight of
implementation is for the management body, which is
in line with paragraph23 of the EBA Guidelines on
internal governance (EBA/GL/2017/11).

In addition, the EBA does not state that the
management body should formulate and draft the
policies but considers that the general ICT and security
risk management framework and information security
framework is of such particular importance that it
should be approved periodically at the highest level.

Theterm managementbodyis used in line with the EBA
Guidelines on internal governance (EBA/GL/2017/11).
The guidelines do not prescribe the composition (or
partofit) of themanagementbody.

The EBA does notsee a need to promote and define the
ICT corporate governance into the management body.
The guidelines allow for implementation by all
institutions (according to their size or mandate).

Amendments to
the proposals

4.2.1.
governance

ICT

Paragraph 2 specifies that the management bodyis required to set roles
and responsibilities for information security risk and business
continuity, not only for ICT risks. The question is rather what
chapter 4.2.1 covers and should the chapter title reflect this, i.e. is it
only ICTrisk or also information security risk and business continuity?

Business continuity and information security are
addressed inthe guidelinesinthe context of ICT. This is
specifiedin thewordinginSection 3.2.

No change.
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One respondent suggested deleting the requirement for a sustainable
budget for setting an adequate internal governance and control
framework (paragraph 3). The respondent fully supported supervisors’
expectations to ensure an appropriate budget foraninstitutionto meet
its requirements onICT governance andalso agreed onhaving an overall
sustainable budget, which is, in their understanding, to maintain the
ability foran institutionto (1) meetits current as well as expected future
financial obligations and (2) sustain growth, both primarily through
current or pastincome. Nevertheless, the respondent questioned the
requirement for having a sustainable budget for such a limited scope as
ICT governance, particularlyas the support of operational needs and the
implementation of risk management processes is associated wi th costs
and notdirectly related to income.

The concept of ‘key roles’ in paragraph 3 is considered vague by some
respondents, as it relates to training, and all staff should receive
informationsecurity training.

Onerespondent commented that the wording contradicts the principle
in paragraph 30 of chapter 4.4.1, where it states that the information
security policy should apply to all employees, and in paragraph52 of
chapter 4.4.8, where training applies to all employees. Others wanted
to receive more detail about what are considered ‘staff members
occupyingkeyroles’.

Onerespondent suggested clarifying that the requirement for quantity
and skills of staff specifies thatitis for relevant staff, as, in banks, only
part of the staff is responsible for performing the tasks listed.
Heightening the awareness of all staff is already addressed in, for
example, paragraph54. The new wording suggested is  ...the quantity
and skills of financial institutions’ relevant staff is adequate ...’

The EBA’s analysis

The comment has been accepted.

The EBA agrees with the need for information security
training for all staff members and in particular for key
functionholdersin theinstitution.

Theguidelines have been updated to state that training
is necessary forall staffincluding key function holders.

Key functionholder has a meaning as setoutin the EBA
Guidelines on internal governance (EBA/GL/2017/11).

Furthermore, financial institutions should ensure that
on an annual basis, or more frequently if required, all
staff members including key function holders receive
appropriatetraining on ICT and security risks, including
oninformationsecurity.

Amendments to
the proposals

The guidelines
have been
amended.
The  guidelines
have been
amended.
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The EBA’s analysis

Amendments to
the proposals

4.2.1.
Paragraph4

One respondent suggested drafting changes to paragraph 4, as the
obligations set out cover a level of activity that would in their view
reasonably be approved and overseen at a level below the management
body: ‘The management body has overall accountability responsibility
for ensuring an effective risk management framework for ICT risks is
in place, including ensuring there is an identified individual or forum
within the organisation is responsible for setting, approving and
overseeing the implementation of that framework. effinancial
nstitutions 1CT £ the busi

for 1l blick £ 2 offactiveric) ¢ £
I—GT—H-S-IG—' O
Another respondent suggested after ‘management of ICT risks’ adding
the following new text: ‘as the integral part of overall business risk
management process.’

The EBA agrees with the suggestion that the
management body is accountable for and not
responsible for ensuring the effective risk management
framework. The text has been amended. Other wording
inthis paragraph remainsthesamein order to remain
inlinewith the EBA Guidelines on internal governance
(EBA GL/2017/11).

The
have
amended.

guidelines
been

4.2.1.
Governance

One respondent commented that some requirements related to ICT
security operating models (roles, responsibilities, reporting lines and
mechanisms) could beincluded.

The intention is to stay ‘size neutral’ and allow
proportional application; therefore, such a level of
detail is not necessary.

No change.

4.2.2.Strategy

Paragraph5(a)

Onerespondent suggested adding ‘compliance with applicable laws and
regulations’ as a further component of the ICT strategy, as non-
compliance signifies a business risk (and associated provisions in the
business strategy).

Another respondent suggested adding in the firstline ‘to effectively
supportand participatein their business strategy’. This reflects the role
of ICT as an integral part of processes, not only as a support function

The EBA does notseea need to prescribethe need for
compliance with applicable laws and regulations in
theseguidelines, asitisalreadyprescribed in allof the
laws and regulations.

The EBA agrees thatit is important to highlight the
importance and functions of ICT on creating and
implementing a company’s business strategy.

No change.
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thatis involved in the late stages of already established processes and
procedures.

The EBA’s analysis

Therefore the EBA has amended the text according to
the suggestion.

Amendments to
the proposals

The
have
amended.

guidelines
been

4.2.2.Strategy

Paragraph 5(c)
— components
of ICT strategy

Onerespondentcommented thatthere should be roomfor a separate
information security strategy as long as there is a clear connection to
the ICT strategy — this relates to paragraph 5(c) where it is specified
thatthe ICT strategy should containinformation security objectives.

Another respondent asked if ICT assets should be added here (i.e.
software and hardware — for example licences, redundant hardware,
up-to-date softwareandhardware, etc.)

Another respondent suggested adding at the end of the sentence ‘in
line with general security and governance policies established in
organisation’. The text should also include the alignment of the ICT
strategy with innovation, to avoid disruption andto support lean digital
transformation thatis based on ICT architecture. Itshould also include
the proper portfolio of changes to align ICT transformation in
accordance with business transformation.

The guidelines do not prohibit the establishment of a
separateinformation security strategy; they state only
that there must be information security objectives in
the company’s ICT strategy. According to this, the
guidelines do not mention the issue of the separate
information security strategy, so thereis a possibility
for any institution to have a separate information
security strategy, as long as it is in line with the
informationsecurity objectives of the ICT strategy.

All ICT assets are covered by the current wording;
therefore, thereis no need to specifically mention them
atthis point.

According to the EBA, itis important that the security
policies and ICT strategy must be aligned with each
other and with any innovation. This suggestion is
covered in paragraph4, which mentions ‘ICT strategy
as part of their overall business strategy’. Therefore,
there is no need to introduce the suggested textin the
guidelines again.

No change.

No change.

No change.

4.2.2.Strategy

Paragraph6 —
action plans to
support the ICT
strategy

Two comments were received on the concept of ‘action plans’ in
paragraph 6, which are saidto support the |CT strategy. One respondent
saidthattheterm ‘actionplans’ seemsvague,andthereisa requestto
clarify whatis meantby ‘action plans’ and the associated expectations.
Could they bearticulated as either initiatives, projects, programmes or
animplementationprogramme supported by anaction plan (priorities,
deadlines, resources, etc.)? Another respondent suggested the

The EBA agrees that the previous wording was a litlle
inaccurateandthata detailed, clarified text could help
institutions to implement the guidelines. Therefore the
comments regarding action plans have been
accommodated, to clarify the intention.

The
have
amended.

guidelines
been
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following wording: ‘Financial institutions should establish a set of
measures to be taken to achieve the objectives of actionplansto
supportthelCT strategy,... Fheactionplans These measures should be

periodically reviewed to ensure their relevance....”.

One respondent commented that instead of ‘should be periodically
reviewed’, the review should be performed and validated on a
management committee level to ensure alignment with the overall
business strategy.

The EBA’s analysis Amendments to
the proposals

The EBA does not consider this proposal too detailedor  No change.
unnecessary.

4.23. Use of
third party
providers
(reference to
the EBA
Guidelines on
outsourcing
arrangements)

One respondent commented that addressing requirements across two
different sets of guidelines (these and the EBA Guidelines on
outsourcing arrangements (EBA/GL/2019/02)) could create uncertainty
about the applicable requirements or lead to differences in the
interpretation by different competent authorities about how each
documentis translated andimplemented. Other respondents suggested
leaving this section out, partially or completely, to avoidany confusion
with the EBA Guidelines on outsourcing arrangements
(EBA/GL/2019/02) and to avoid fragmentation of requirements and
inconsistencies across the services, activities and functions being
outsourced. Another respondent requested a clear alignment with the
requirements set out in the EBA Guidelines on outsourcing
arrangements, as it remains unclear if itis necessary to differentiate
between parent entities based in another Member State and parent
entities based in a third country. Another respondent requested
clarification on the relation (if any) between the concept of ‘appropriate
and proportionate security objectives and measures’ inthese guidelines
and the classification of outsourcing (as critical or not critical) proposed
by the EBA Guidelines on outsourcing.

The guidelines s pecify some requirements that address
the specificities of ICT and security risk when
outsourcing and using third parties and complement
the EBA Guidelines on outsourcing arrangements
(EBA/GL/2019/02); therefore, this section is deemed to
add value by giving information about security
requirements.

No change.

The requirements apply to the addressees of the EBA
Guidelines for any outsourcing or use of third parties,
regardless of wherethe parententity is.

Thereis no contradiction or particular relati on between
these guidelines and the distinction of critical or
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The EBA’s analysis

important functions in the EBA Guidelines on
outsourcing arrangements.

Amendments to

the proposals

4.23. Use of
third party
providers

One respondent asked for consistency in requirements across the
sectors because ‘intragroup’ would include insurance companies, and in
the eventthata financial institution’s ICT serves multiple subsidiaries, it
would be complex to have different security controls on different
subsidiaries.

To create the necessary requirements for other sectors,
is theresponsibility of the other European Supervisory
Authorities (ESAs). Therefore, it is not possible for the
EBA to define cross-sectoral requirements that must be
applied in all of the sectors. However the ESAs liaise
closely on this topic in order to be aligned in their
approaches.

No change.

Paragraph?7

A question was received asking if the measures set out in these
guidelines should be included in the outsourcing risk assessments
whenever the outsourced serviceis related to payment services.

One respondent proposed the following changes to clarify that the
provision of services by third parties should not trigger the EBA
Guidelines on outsourcing arrangements: 7...] including the measures
set out in these guidelines, when important operational functions of
payment services and/or ICT services and ICT systems are outsourced,

including to group entitiesrorwhen-usingthirdparties.’.

With regard to the wording financial institutions should ensure the
effectiveness of the risk-mitigating measures as defined by their risk
management framework’, one respondent suggested that the risk
management framework of eachinstitution could be enhanced through
a common risk management framework, such as the one already
established by the ECB — i.e. risk assessment questions of the ECB for
outsourcing providers. This common framework will help to ensure
consistency among allinstitutions.

Therewas a request to clarify that group entities are covered onlyto the
extent applicable in line with current vendor risk obligations and

The EBA considers that the measures in these
guidelines should be included in the outsourcing risk
assessments, as these general principles need to be
applied when outsourcing.

The scope of the EBA Guidelines on outsourcing
arrangements is clearly specified in those guidelines.
The intention of this sectionis to ensure that ICT and
security risks are covered not only when outsourcing
but also when using third parties. The EBA does not
supportthe suggested modificationin the wording. The
option of using third parties is animportantissue, and
itis importantto keep itin this point.

The intentionis not to specify one risk management
framework over another. The guidelines are principle
based.

No change.

No change.

No change.
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intragroup service controls, i.e.: ‘ICT systems, are outsourced, including,
tothe extent applicable, to groupentities...’)

The EBA’s analysis

The requirements of the guidelines mustbe applied to
any intragroup outsourcing, without any limitation or
lightening; therefore, the EBA considers there is no
need to specifyor clarify the text.

Amendments to
the proposals

No change.

Paragraphs 7
and8

Requests for clarification were received for the specific use of the
wording ‘criticalor important’ in both paragraphs 7 and 8, to align with
the EBA Guidelines on outsourcing arrangements (EBA/GL/2019/02),
i.e.‘when critical or important operational functions....

In particular, onerespondent suggested limitingparagraph 8 to (critical
or important) outsourcing of ICT services and ICT systems, as otherwise
the principle of proportionality and the draft guidelines’ objective to
focus on risk might be contradicted. Thisis because they consider that
the minimum contractual content outlined in paragraph8 is too
extensive for the entirety of the potential ICT-related services or
systems procured from third parties. Rather, the assessment of the
necessity for specific contractual requirements should be within the
responsibility of the institution, whereas, in line with the principle of
proportionality, necessity shouldberisk based.

The suggested wording (to add ‘critical or important
operational functions) is not necessary, as the
guidelines apply for any outsourced service or system,
anditisthecompany’srightto determine whether itis
critical orimportant, based on its proportionality.

The guidelines are risk based and proportionality is
already specified in the guidelines. Furthermore the
Guidelines on outsourcing arrangements set out the
guidance for critical and important outsourcing.

No change.

No change.

Paragraph8

The following requests for clarificationon paragraph 8 werereceived:

(i) Paragraph 8: suggested rewording to clarify the sentence “...ensure
that contracts and-servicelevelagreements-with the provider (third
party outsourcing provider or group entity,-erthirdpartyprovider}...”

(i) Paragraph8(a): ‘appropriate and proportionate information
security-related ebjectivesand measures, including requirements such
as minimum cybersecurity requirements’. The wording ‘information
security-related objectives’ is not clear, so the respondent suggests
using ‘measures’ alone. Also ‘appropriate and proportionate
informationsecurity objectives, ICT risks and measures [...]’

(i) The EBA considers thatitis important to keep service
level agreement (SLA) inthe text; however, the wording
has been clarified.

(ii) The EBA agrees with the suggestion.

No change.

The
have
amended.

guidelines
been
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(iii) Paragraph 8(a): the terms ‘minimum cybersecurity requirements’
and ‘data life cycle’ are considered to be vague, and there was also a
suggestion that these terms should be removed and that the first part
of this section is enough: ‘appropriate and proportionate information
security objectivesand measures...".

(iv) Paragraph 8(b): one respondent commented that service level
agreements are currentlyonlyavailable on continuity, but there should
also be agreements on vulnerability management/patching, as well as
on release management of system security items such as antivirus
patterns/engines. Another proposed redrafting was ‘Service-level
agreements, key performanceindicators, reporting or other adequate
measures to ensure continuity of business-critical ICT services and ICT
systems and performance targets under normal circumstances as well
as those provided by business continuity or contingency plans....

(v) One respondent suggested including a new paragraph8(d): ‘The
right to audit the provider to validate compliance of the requirements
established in the contract.’

The EBA’s analysis

(iii) ‘Minimum cybersecurity requirements’ and ‘data
life cycle’ already exist in other ICT standards, so no
changeisneeded.

(iv) Thesuggested supplementis not necessary, as the
current text covers all of the suggestions on other
points: patching and vulnerability management in
paragraph8(a), key performance indicator (KPI) in
paragraph8(a), and reporting in paragraph8(c) and
paragraph9. The text has been amended by moving
partof paragraph8(b)into paragraph 8.

(v) The EBA considers thatitis not necessaryto addthe
new paragraph, asthisisincludedinthe EBA Guidelines
onoutsourcing.

Amendments to
the proposals

No change.

The guidelines
have been
amended.

No change.

Paragraph8

One respondent suggested that the use of KPIs to monitor compliance
of the outsourcing provider to the SLA provisions, as well as key risk
indicators (KRIs) for outsourcing provider evaluation purposes could
benefit financial institutions. Generic KPIs and KRIs could be provided to
ensure consistency among financial institutions, at least to a certain
degree, since other laws and regulations may impose diverse
requirements. Such generic KRIs could include certifications of the
outsourcing provider against 1ISO 27001:2013, the Cloud Security
Alliance (CSA) Cloud Control Matrix (CCM)and/or STAR certification (for
cloud providers). This will also assist the implementation of paragraph 9
below (‘Financial institutions should monitor and seek assurance on the

There is no intention to prescribe the use of KPIs and
KRIs to monitor compliance, as this would be too
detailed. Therefore, the EBAaims to keep the text as it
is and retain the opportunity for institutions to decide
how they wantto fulfil the guidelines.

No change.
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Comments Summary of responses received
the proposals

level of compliance of these providers with their security objectives,
measures and performance targets.’).

One respondent provided a second sentence to clarify the wordingin  The suggestion is considered too prescriptive. The Nochange.
paragraph9: ‘For the avoidance of doubt, contractual obligations additionof the suggested new sentence would limit the

concerning intragroup service relationships can be satisfied by binding regulation, and it would be necessary to apply this

group information security policies applicable to the servicing group provision alsoto intragroupservicerelationships.

entity covering such requirements.’

Another respondent commented that the particularassuranceis better

to be specified. For the security measures, a system and organisation

controls (SOC)2type Il security attestationby anindependent assessor The EBA does not consider that there is a need to Nochange.
could be provided. Without explicitly stating compliance assurance, specifysuch standards (e.g. SOC2), as the guidelines are

service providers can never move in the right direction. Similarly, principlebased.

another respondent suggested mentioning some examples of

internationallyaccepted standards and certifications (e.g. certifications

to standards in the 1SO/International Electrotechnical Commission

(IEC) 27000 family and the International Standard on Assurance

Engagements (ISAE) 3402 type |l certification).

Paragraph9

One respondent suggested limiting the applicability of paragraph 9 to

‘where consideredappropriatein terms of related risks’, i.e. in the case

of (material) outsourcings, as it considered the requirement to ‘seek

assuranceon thelevel of compliance of ICT service or system providers

with their security objectives, measures and performance targets’ to0  The EBA considers that the guidelines follow a risk-

Paragraph9 prescriptive and inexpedient. Monitoring and potential assurance of p35ed approach and therefore consider that this is Nochange.

compliance should be appropriateto theserviceor system’srelevance  3|ready included.

and the risk it poses, whereas the assessment of associated risks is

conducted by means of various mandatory risk assessments, e.g.

outsourcing risk assessments, vendor risk assessments andinformation

security risk assessments. The costs associated with a mandatory

assurance of compliance of the entirety of ICT service or system
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providers, irrespective of their relevance and risk, are excessive,
compared with the potential associated benefits of such mandatory
assurance of compliance.

The EBA’s analysis

Amendments to
the proposals

Paragraph9

One respondent suggested at the end of the sentenceto add ‘on a
regular basis with remediationplans createdand implemented based
on findings obtained by monitoring and testing’.

The EBA expects that monitoring is done on a regular
basis. Thegeneral conceptisalreadyinthetext, soitis
already expected that an institution wouldact basedon
its findings.

No change.

4.23. Use of
third party
providers

The use cloud services and related specific governance (CSA, etc.),
taking into account the different implementation models (SaaS, Paas,
public cloud, hybrid, etc.) and assurance mechanisms, should be
highlighted in this chapter as being increasingly important third party
service providers.

This is already included and regulated in the EBA
Guidelines on outsourcing, so thereis no need to have
this specificationherealso.

No change.

4.2.3. Third
party providers
— data centres

One respondent suggested that data centres supporting financial
institution operations should possess or adhere to internationally
recognised certifications, controlled by independent auditors. There are
a number of standards that greatly contribute to data centre security
and that could be included in the text: a minimum tier 3 level of
redundancy of the data centreinfrastructure ensures the continuity of
operations; the 1SO 27001 standard certifies the quality of an
information security management system, guaranteeing the
confidentiality and availability of data; the ISO 14001 standard s pecifies
requirements for an effective environmental management system; the
1SO 9001 standard ensures effective quality management, providing a
systematic approach to maintaining and improving customer
experience; ISAE 3000 type 2 and ISAE3402 type 2 reports ensure
adequate risk management, quality and reliability of internal processes;
ISAE 3000 focuses on operational management; and ISAE 3402 focuses
on financial reporting.

The EBA agrees with the conceptand points that were
suggested, but these would be too detailed for the
general purpose of these guidelines.

No change.
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the proposals
Furthermore, the respondent recommended applying the following
criteriato enhancethe physical security of data centres: a safelocation;
the use of a minimum of two data centres, connected to different power
grids to diversify risks; data servers to be stored separately from any
other customers; and a controlled access system to the data centre
needs to be in force thatrequires identity verification.
431 The adoption of a well-recognised security
O.r .a .nisation One respondent suggested the adoption of a well-recognised security management framework is too limiting with regard to No change.
ganisatic management framework. the ICT and security risk management of financial
and objectives S
institutions.
Comments were received on the specification in the text of the three Financial institutions have to manage their ICT and
lines of defence (3LoD) model, with a request that the model for security risks according to their general obligations on o
. . e . . . . The guidelines
implementation should not be specified, particularly as this is risk management set forth in EBA/GL/2017/11
) S S , s . have been
considered to move away from the guidelines being ‘principle based. Guidelines on internal governance under ded
amended.

43.1.
Organisation
and objectives
relating to ICT
risk
management
framework

The focus should be on ensuring aneffective internal risk management
and control model. This would be, for example, justa clear description
of what duties and responsibilities reside with the respective lines of
defence, on an overall level. This description should be in line with
EBA/GL/2017/11 Guidelines on internal governance under
Directive 2013/36/EU. Onerespondent also highlighted that thereis no
consistentindustry standard forthe 3LoD model, wherebythe model is
implemented by institutions inaccordance with their size, structure and
complexity. This has resulted in the allocation of information security
roles to the first or second line of defence not being consistent in
industry. The view was alsothat the objectives of the guidelines are met
without the need to disrupt the existing enterprise risk management
practices. One respondent said that banks should not be forced to
manage ICTrisks differentlyfromtherest of theirrisks. Others said that
this guidance maybe deemed useful for smaller, less mature institutions
but not for well-established institutions that already meet existing

Directive 2013/36/EU.

Based on the feedback received, the guidelines have
been amended to follow the ‘principle-based
approach. Paragraphs 10 and 11 have been revised to
ensure appropriate segregation of ICT operations,
control, and internal audit functions, while
paragraphs 32 and 33 have been removed. Therevised
guidelines donot explicitly refer to the 3LoD model and
do not prescribe to financial institutions how to
implement the 3LoD model for ICT and security risk
management purposes. These guidelines do not assign
specificrolesto each of the threelines of defence, but
describe theresponsibilities of each.

The EBA considers that these guidelines are now
compatible with the 3LoD model, with the ICT
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regulations. Meanwhile another respondent commented thatthe 3LoD
requirement canbe difficult for smaller companies to meet, as they may
not have enough people with adequate technical skills or the
information security background outside ICT support teams (second
line).

One of these respondents suggested the following wording in
paragraph10: Financial institutions should identify and manage their
ICT risks according to the threelines-of-defence-meodel an effective
internal risk management and control model, including an
independent risk control function, to identify and manage these risks.

7

Onerespondent proposed changesin paragraph 11:"...in charge of ICT
systems, processes and security operations, which could be acting as
the first line of defence, should operate under the supervision of an
internal control function, which could be acting as a second line of
defence. Fhis-internalcontrolfunctionshouldtakeresponsibility forthe
managementof ICTrisks. The internal audit function, which could be
acting as the third line of defence should have the capacity to
independently review and provide assurance of the respectiverolesthe
above-mentioned functions (see Section 4.3.6)

One respondent suggested consistently using the term ‘financial
institutions’ throughout these guidelines, instead of mentioning the
appropriate department or level (including the 3LoD) where the
responsibility fora specificrequirementlies. In addition, the respondent
suggested adjusting the wording for the three lines of defence in
paragraphs11,13,27,32and 33, as thethreelines of defenceare not
described clearly and consistently.

The EBA’s analysis

operational units beingthe first line of defence. The
guidelines now focus in particular on the
responsibilities of the management body and the
second line of defence control function (which usually
includes the information security function). Cross-
references to the EBA Guidelines on internal
governance (EBA/GL/2017/11)added to paragraphs 10
and 11lareintended toincorporateinthese guidelines
governance requirements that are (objectively) valid
for the purposes of these guidelines. For the avoidance
of doubt, references do not change or expand the
scope of the application of the EBA Guidelines on
internal governance.

Based on thefeedbackreceived, reference to the 3LoD
model has been removed. Instead paragraphs 10 and
11 have been revised to ensure the appropriate
segregation of ICT operations, control, and internal
auditfunctions.

Based on the feedback received, the guidelines have
been amended to follow the ‘principle-based’
approach. The text has been amended for clarification
and alignment withthe EBA/GL/2017/11 Guidelines on
internal governance under Directive 2013/36/EU —
paragraphs 10 and 11 have been revised to ensure the
appropriate segregation of ICT operations, control, and
internal audit functions. The revised guidelines do not
explicitly refer to the 3LoD model — they do not assign
specificrolesto each of the threelines of defence, but
describe theresponsibilities of each.

Amendments to
the proposals

The guidelines
have been
amended.
The guidelines
have been
amended.
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One respondent commented that the distinction in the requirements
between financial institutions and PSPs is incomprehensible. PSPs
should also follow the 3LoD model and an appropriateinternal control
function. Another respondent requested clarification of paragraph 11,
as in paragraph 10 the use of the 3LoD model is a mandatory
requirement, while paragraph 11 seems to leaveit optional to manage
the ICT risks under this model, using the term ‘where the three lines of
defenceis applied’. However, the respondent requested wording that
suggests thatthe 3LoD model is used but, for reasons of proportionality
in small financial institutions, risk management can be done as
effectively as necessary under a different approach. It should be more
importantto create a robustICT risk management with an independent
internal control function thanto formally stickto a model. This approach
would be especiallyvaluable insituations where, due to head count, the
implementation of all three lines of defence would prove to be difficult.

The EBA’s analysis

The EBA considers that financial institutions have to
manage their ICT and security risks according to their
general obligations on risk management set forth in
EBA/GL/2017/11 Guidelines on internal governance
under Directive 2013/36/EU.

Based on the feedback received, the guidelines have
been amended to follow the ‘principle-based’
approach, and paragraphs 10 and 11 have been revised
to ensure appropriate segregation of ICT operations,
control and internal audit functions. The revised
guidelines donotexplicitlyrefer to the 3LoD model and
do not prescribe to financial institutions how to
implement the 3LoD model for ICT and security risk
management purposes.

Amendments to
the proposals

Paragraph11l

One respondent suggested changing the wording in paragraph 11 to
‘internal control function shouldtake responsibility of the control of ICT
risks’. Currently, according to paragraph 11, an internal control function
in the second line of defence should ‘take responsibility for the
management of ICT risks’, but this was considered unclear. The
suggestionis to ensurethatitis the same astherequirements defined
in EBA/GL/2017/11 Guidelines on internal governance under
Directive 2013 /36/EU, paragraphs 174 to 180 on the risk management
function’s role in identifying measuring, assessing, managing
mitigating, monitoring and reporting on risks.

Another respondent suggested that where it is mentioned that the
second line of defence should take ‘responsibility’ for the management
of ICT risks, this should be replaced with ‘accountability’, since the
responsibility of managingICTrisks during the dailytasksis thefirstline

Based on the feedback received, the text has been
revised and aligned with the wording of the
EBA/GL/2017/11 Guidelines on internal governance
under Directive2013/36/EU. The control function
should adhere to the requirements of Section 19 of the
EBA Guidelines  on internal governance
(EBA/GL/2017/11).

The EBAconsiders that such change wouldnot beinline
with the EBA/GL/2017/11 Guidelines on internal
governance under Directive 2013/36/EU.

The guidelines
have been
amended.

The  guidelines
have been
amended.

No change.
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of defence. Thesecond line would have aninternal control function, but
notthe responsibility for the daily risk management.

Another respondent commented that the internal control function
should bein theinformation security and operational risk management
departments, asitisnotclear howonesingle department can manage
ICTrisks alone.

Another respondent commented that the internal control function
should be allowed to be organisationally situated outside the ICT
department in order to ensure independence and to avoid conflicts of
interests.

Another respondent suggested moving this paragraph to an annex as
an example of a potential model framework for certain institutions with
less mature risk management functions. Some rewording was
suggested hereforthis purpose: ‘...acting as the first line of defence,
should operate under the supervision oversight of aninternal control
function acting as a second line of defence. This internal control

function should take responsibility for the independently challenge
the first line of defence’s management of ICT risks’.

One respondent commented that there may be room to add a fourth
level thatis provided by a regular external audit — both passive (e.g.
SOC2)and active (e.g. red teaming).

The EBA’s analysis

The EBA considers that one single department does not
haveto manage|CTand security risks alone. Following
the feedback received, the wording of these guidelines
has been revised to clarify that the assignment of the
responsibilities for managing and overseeing ICT and
security risks should adhere to the requirements of
Section 19 of the EBA/GL/2017/11 Guidelines on
internal governance under Directive 2013/36/EU.

The EBAconsiders thatthe independence of the control
functionasthesecond line of defenceis ensured.

Following the feedback received, these guidelines have
been revisedandthe wording of paragraphs 10and 11
aligned with the wording of the EBA/GL/2017/11
Guidelines on internal governance under
Directive 2013/36/EU.

The EBA does notrecognise a fourth level of defence.

Amendments to
the proposals

The guidelines
havebeen
amended.

No change.

The guidelines
havebeen
amended.

No change.

Paragraph12

To ensure consistency when referring to the ICT organisational
structure, onerespondent suggested that the wording in this paragraph
beamended to align with Section 4.2.1 and Section4.3.2, to include any
interdependencies to ICT risks within the organisation. The following
wording was suggested: ‘this framework should be fully i ntegrated into,
and aligned with, financial institutions’ overall risk management

processes, including any interdependencies related to the ICT risk’. A

As the guidelines already mention ‘fully integrated’, this
should also include the interdependencies between
areasofrisk.

The ICT and security risk management framework
should befullyintegrated into the financial institutions’
overall risk management processes.

No change.
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request was received to clarify what kind of integrations are expected
(e.g. advanced measures approaches — capital reserve, risk appetite
framework, etc.).

The EBA’s analysis

Amendments to
the proposals

Paragraph13

One respondent recommended that paragraphs 13 and 14 regarding
risk management should follow the identification of functions,
processes andassets (Section4.3.2), as business requirements drive risk
managementactions, andto bein line with Section4.3.3 paragraphs 21
and22.

Paragraph 14 specifies documentation requirements in
the area of the ICT and security risk management
framework. As these requirements are normally
specified at the end of the relevant subsection, a
changeof order is notdeemed appropriate

No change.

Paragraph13(a
)

A question was received about what details/criteria are required to
determinetherisktoleranceto ICT risks. One respondent also suggested
providing a list of common risks that should be considered in risk
assessment/risk mitigation processes, for instance the unavailability of
key staff of financial institutions; the unavailability of data centre
facilities (fire, power outage, power from citygrid unavailable for 4, 8 or
24 hours); cyber-attack (distributed denial-ofservice (DdoS),
ransomware); and data leakage (inside job, external attack). (Some of
the risks are listed in paragraph 39 in Section 3.2.1, review of the
institutions’ ICT risk profilein EBA/GL/2017/05).

Another respondent suggested switching paragraphs 13(a) and 13(b) to
first identify and assess, and then determine, risk tolerance. Another
respondent suggested considering rephrasing paragraph13(a) as
follows: ‘a) enable the management to determine an appropriate risk
tolerance for ICT risks, [...]". The respondent stated that paragraph 13
provided a non-exhaustive list of processes to beimplemented as part
of the ICT risk management framework, including processes for
determining the risk tolerance for ICT risk. The respondent noted that
the institution’s risk management framework contains processes to
determine the institution’s risk-bearing capacity, based on which the
institution’s management has to decide on its risk tolerance. The

Risk appetiteis already further defined (see section on
definitions, page 13).

ICT and security risk is defined in the section on
definitions. Further guidance is not deemed necessary
due to the principle-based approach embedded in the
guidelines. In addition, factors for risk tolerance can
depend on business process particulars; therefore, the
EBA does notintend to provide such details.

The EBA agrees that further clarification is appropriate
regarding the requirement in paragraph 13(a). Please
seealsocomments aboveand below.

No change.

No change.

Paragraph13(a)
has been
amended to
replace
‘tolerance’
‘appetite’.

with
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respondent argued that the risk framework as such cannot determine
the actual risktolerance.

Another respondent commented thatthelevel of risk tolerance or risk
threshold defined by the institution could be difficult to determine at
this earlyphase, before measuring theresidual (or net) risk level for the
institution’s ICT risks. It is advisable to define it at the risk mitigation
phase (Section4.3.4) with the pertaining risk acceptance
announcement, signed by senior management, on tolerating the
residual risk items below the risktolerance threshold.

The EBA’s analysis

See commentabove.

Amendments to
the proposals

Paragraph13(c)

One respondent requested the definition of controls compared with
mitigation measures, i.e. of the mitigation measures, which ones are
considered controls.

Further guidance is not deemed necessary due to the
principle-based approachembedded inthe regulations.

No change.

Paragraph13(f)

One respondent suggested that in order to account for a timely
mitigation of the risks identified, as well as to tracktheimplementation
of mitigating measures, the guidelines shouldinclude an additional item
(i.e.paragraph 13(f)) to address the aforementioned aspects.

New paragraph 13(f) added:

‘identify and assess whether there are any ICT and
security risks resulting from any major change in ICT
systemor ICT services, processes or procedures, and/or
after any significant operational or security incident.’

The guidelines
havebeen
amended.

Paragraph14

Onerespondent commented that the need for firms to update their ICT
risk management framework with ‘lessons learned’ is fully appreciated.
However, the way firms decide to do this may vary. The respondent
sought clarification on the implementation of a continuous
improvement process. The respondent considered that this is subject to
different interpretations, as ‘lessons learned’ documentation could be
inferred as being part of the project closure documentationor being the
lessons learned from ICT incidents and outages. In addition, they
request clarification on the level of documentation and the level of
criticality of the incidents that should be captured in the ‘lessons

The EBA sees no need for further clarification on
‘lessons learned’ and its documentation, due to the
overall proportionality principle.

No change.
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learned’ documentation. Another respondent questionedif the | essons
learned should be gathered explicitly in a specific document for that
purpose, or if itis enough to add them to the different appropriate
documents inanimplicitway.

Another respondent requested a definition of ‘lessons learned’ in the
ICTrisk management framework background.

The EBA’s analysis

Amendments to
the proposals

Paragraph15

One respondent considered that the second sentence in paragraph 15
belongs to thelist of activities inthe ICT risk management framework in
paragraph13.

Furthermore, one respondent commented that the ‘ICT risk
management framework’ contains requirements that are more of an
operational nature and do not require approval by the management
body. The respondent suggested the revised wording: ‘The ICT risk
management framework should be approvedand reviewed, at least
oncea year by-themanagementbody.’ This wouldbein line with EBA
Guidelines oninternal governance (see Section 17). Another suggested
‘The management body should ensure that the ICT risk management
framework sheuld-beis approvedandreviewed, at | east once a year, by
the individual or forum with delegated responsibility for ICT risks.
appropriatemanagementbody."Another respondent stated that an
approval is only necessary if there are changes to the ICT risk
management framework, as an approval of an unchanged ICT risk
management frameworkis inexpedient.

Some respondents commented on the wording ‘major change’, with
oneasking for clarification and another asking whether the intention is
thattherisk evaluation of major changes/information security incidents
has to be done formallyin the general risk management process and
reported to those owners, or whether risk evaluation in the change or
informationsecurity incident management process is s ufficient?

As this isindeed a role of the ICT and security risk
management framework; the guidelines have been
amended to includea new paragraph 13 (f).

The first sentence moved under paragraph 14 but with
no changes:

‘The ICT and security risk management framework
should be approved and reviewed, atleast once a year,
by the managementbody.

The EBA sees no inconsistency with the current text.

The EBA sees no inconsistency with the current text.

Clarification on ‘major changes’ is not deemed
necessary.

The guidelines
havebeen
amended.

The guidelines
have been
amended.

No change.

No change.

No change.
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the proposals
Onerespondent suggested thatthesecond sentencebeseparated out The EBA would like to clarify thatthefirst No change.
and moved to Section4.6.3 on ICT change management: ‘Financial example/optiondescribedisinlinewiththe
institutions should .... from this change or incident’. requirementinthis guideline.
One respondent asked if the ICT risk management framework is one Risks resulting fromthese changes arebeing
single framework, as there are separate information security and addressed, thereforeitshould notbe moved to No change.
operational risk management frameworks and consolidatingthe two Section 4.6.3.
could create operational inconsistencies. . .
P The EBA considers thatthetermis usedasan
. , ) PR No change.
umbrella’ term, andthatfinancial institutions can
have a few frameworks.
Onerespondent commented thatthe guidelines could referto the As the work of the Basel Committee on Banking Nochange.
topic of operational resilience to make it consistent with Basel work. Supervision has notyet been finalised, the EBA prefers
. . notto usethis termatthecurrenttime.
Another respondent suggested that guidance for risk tolerance
o . . . . . No change.
(thresholds) be specified for mapping business functions, roles and Further guidance is not deemed necessary due to the
processes, whichwould leadto a critical or significant ICT riskbased on  principle-based approach embedded in these
acceptable risk thresholds. However, regarding such thresholds, they guidelines.
4-3-21 o recommend thatin paragraph 17 only information assets that, when
Ident!flcaton of nhotavailable, would cause asignificant client or sector impact should be
functions required to be mapped. The principle of proportionality and guidance
processes and o risktolerance should be followed.
assets
Another respondent suggested mentioning the holistic view of an . .
Paragraphs 16 - ) . . . Further guidance is not deemed necessary due to the
organisation detailed on an appropriate enterprise architecture to L ) . No change.
and 17 . L principle-based approachembedded inthe regulations.
control changes and impacts. They also suggested mentioning data
governance to capture and control metadata information in a corporate
view thatexplains and describes organisation data and related risk. All risk management activities need to be reviewed on
Another respondent commented that the provision on the minimum  a regularbasis then onlymake specific timereferences The  guidelines
and maximum frequency of the review of processes, functions and Wwhen there s a specific reason to do so. Paragraph 14  have been
resources should be elaborated, ora new provision shouldbeadded, to makes the general statement that this applies to the amended.

actual implementation of these procedures. The
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the effectthatsuch areviewis necessary if there are significant changes
in resources, infrastructure, systems or processes.

The EBA’s analysis

guidelines have been updated to require financial
institutions to ‘identify, establish and maintain
updated mapping .

Amendments to

the proposals

Paragraph16

One respondent asked whether instead of ‘roles’, ‘information assets’
was meant to be used. In addition, it requested a more detailed
explanation of the mapping referred to.

‘Information assets’ was not meant to be used. See also
comment below.

No change.

Paragraph16

There was a suggestion to add that a risk-based approach should be
used for the mapping, and that it should leverage language in existing
regulations with a potential focus on materiality: ‘Financial institutions
should identify, establish and regularly update a mapping of their
business functions, roles and supporting processes — using a risk-based
approach — to identify.... The requirement as it stands would be a
challenge and probablynotsustainable.

One respondent suggested that financial institutions should also make
statements concerning theimportance of the identification of ICT risks
in their organisations. The institutions should then do the mapping of
business functions, roles and supporting processes and ICT
infrastructures and link these to the ICT risks.

The mapping should include all of a financial
institution’s business functions, roles, etc. and not use
a risk-based approach.

The mapping of the ICT infrastructures is a part of the
nextstep (as ininformation asset), see paragraph 18.

No change.

No change.

Paragraph17

Onerespondent suggested that the mappingis done every 3 years. The
mapping requirements inthe EBA’s current drafting seem to indicate
that it would be expected of firms to complete a mapping of all
functions, across all jurisdictions and legal entities. The respondent
therefore also recommends that the EBA clarifies the scope and
expectationof firms, to ensure that this is realistically completed, in line
with business criticality and firms’ risk appetites.

With regard to third parties, itis not clear to the respondent if the
requirements are in addition to the EBA Guidelines on outsourcing
arrangements, in particular relating to inter-group arrangements or
fourth parties.

The current wording about the regular update of the
mappingis sufficient and provides the proportionality
needed. Inregard to theinformation assets thereis no
differentiation between inter-group or other
outsourcing arrangements.

These guidelines and the EBA Guidelines on
outsourcing arrangements coexist (see paragraph 7 of
theseguidelines).

No change.

No change.
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Another respondent suggested that ICT assets (software and hardware)
. " L . No change.
and physical necessities (such as buildings, workplaces), both internally  The ICTassetsareincluded inthe ICT systems.
provided/owned and from third parties, should beincluded.
. . The uidelines
One respondent suggested that the word ‘people’ should be replaced Based on the suggestion and according to h J b
by ‘organisationalfunction’. EBA/GL/2017/11, ‘people’ will be replaced by ‘staff’. ave een
amended.
One respondent commented that paragraph 41 of the EBA Guidelines . e ) .
. . . . Each financial institution needs to define their own
on ICT riskassessment under the supervisory review and evaluation 1 o
. . . s . level of criticality; therefore, the definitiondepends on
process (EBA/GL/2017/05) outlines conditions for identifying critical ICT the finandial institution
systems and services, whereas currently no reference to those ’
guidelines is made. Clarification on this pointis alsorelevant for further
aragraphs where criticality is mentioned, such as paragraph 49. . e e
paragrap y o paragrap The EBA considers that theresult of the classificationis
Furthermore, the respondent was of the opinion that the costs . .
. . . . to know different levels of criticality; therefore, the
433, associated with the classification of supporting processes and lower levels should not be excluded upfront
Classification information assets in addition to the business functions clearly exceed P ’ No change.
and risk the potential benefits. It therefore suggested limiting the classification
assessment - in terms of criticality to business functions only and, if considered
Paragraph18 necessary, to major supporting processes related to critical business
functions.
Another respondent requested clarification on the classification of
criticality of business functions withreference to areas suchas their key
roles in the financial statement, the decision-making process, 24/7
customer service (e.g. e-channels), cash withdrawal, money transfer
and payment services, risk or compliance-related areas and strategic
planning.
4.3.3. o ] Adding that the regulation requirements is to be Nochange.
Classification =~ SOme respondents suggested that criticality is defined by considered is too generic. Next to that, regulatory
and risk regulations/standards, e.g. the payment card industry, the Society for requirements can place expectations/burdens but be
assessment Worldwide Interbank Financial Telecommunication (SWIFT) systemand ot atthe samelevel.
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GDPR, and therefore suggested the wording ‘consider the

confidentiality, integrity, and availability and regulation requirements’.

One respondent commented that this section should focus on
structured data, with the proposed wording ‘..consider the
confidentiality, integrity and availability requirements on structured
data’. The respondent also proposed that a definition of ‘structured
data’ should be included in the guidelines (see comments for
definitions).

The EBA’s analysis

The EBA does not consider this addition necessary.

Amendments to
the proposals

No change.

Paragraph20

Onerespondent did not consider that a review of the classification of
the information assets and relevant documentation should be done
every time a risk assessment is performed, as this task should be
included in other activities. In their view, when a risk assessment takes
place, the classification already assigned by the owner of the asset or
documentationshould be considered to directly determine the possible
impactthata risk event could produce.

Such a review needs to be done while the risk
assessmentis performed.

No change.

Paragraph21

Onerespondent was of the opinion that carrying outrisk assessments,
i.e. classificationin terms of criticality, on supporting processes and
information assets is generally inappropriate and in particular is too
prescriptive. Consequently, the respondent asked that the guidelines
limit the applicability of paragraph 21, in particular in the case of the
classification of supporting processes and information assets and also
for business functions where risk assessments of the aforementioned
subjects should be reviewed using a risk-based approach. In line with
this, major changes as listed in the secondsentencein paragraph 21 or
changes in the underlying ICT risks and related ICT systems should
trigger a reassessment of risks.

One respondent requested that ‘business function’ is defined. It also
suggested thatthis pointshouldbeless restrictive sothat different risk
management methodologies can be implemented dependingon the

See alsothe comment on paragraph 18. The criticality
assessment is done by the financial institution and
needs to include the supporting processes and
information assets. The work needs to be done
extensively for each process. However, if the risk
assessment of a particular process shows that the
process is not vital/critical, then the supporting
information assets can be evaluated in a risk-based
process as well. A more extensive risk assessment
needs to be done for more important information
assets.

No change.
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characteristics of the organisation. For a very complex and big
organisation, determining the ICT risks to every business function or
informationasset could be difficult to maintain and is not practical.

Two respondents asked for the requirement for updates to be more
frequentthan 1 yearto bedeleted, i.e. ‘This risk assessment should be
carried out and documented, annually er—atshorterintervals—if
reguired’. The view was that assessments of ICT risks once a year are
sufficient, since a new assessment takes place anyway during the course
of the yeariftherearemajor changes. Further assessments during the
year arenotappropriate.

Another respondent asked for clarification of or confirmation that this
paragraph covers a risk-based approach, referring to ‘annually or at
shorter intervals, if required’.

The EBA’s analysis

The current wording is more general. Defining ‘business
function’ is too restricting in terms of using different
risk management methodologies

If thereis a major change, therisk assessment needs be
carried outsooner.

The risk assessment for periods of less than a year
should beriskbased(seealsoparagraph 1).

Amendments to
the proposals

No change.

No change.

No change.

Paragraph22

A requestwas received to clarify how financial institutions are expected
to monitor threats, as there are many different ways to assess | CT risks,
including scenario analysis and the evaluation of threats and controls
against information assets. This request was complemented with a
suggestion to replace ‘risk scenarios impacting them’ with ‘the ICT risk
framework’.

Another respondent suggested additional wording at the end: ‘and
establish actions and activities in_relation to newly discovered risk
vectors’'.

Itis notintended to limit financial institutions in their
approaches; therefore, no further clarification is
needed.

The EBA sees no inconsistencies. The mentioned
scenarios should bereviewed.

No change.

No change.

43.4.
mitigation

Risk

Two respondents suggested that in addition to providing guidance on
risk mitigationinthe form of a risk mitigation plan the guidelines should
clarify the three other ‘T’s of risk mitigation: transfer (by insurance),
tolerate (risk acceptance) and terminate (stop doing the business or ICT
processaltogether).

No further guidance is needed; this depends on the risk
appetites of the different financial institutions.

No change.
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The EBA’s analysis Amendments to

Comments Summary of responses received
the proposals

One respondent proposed mentioning the role of business process No further guidance is deemed necessary, sinceinthe No change.
controls to risk mitigation. guidelines the business strategy and processes drive
the ICT strategy and processes (see paragraph 4).

Some respondents asked that reporting should be done on an Thelevel of reporting is not specified and depends on  No change.
aggregated level on thetotal ICT risk picture forthe financialinstitution the financial institution.

to the management body. The view was that requiring individual risk

assessments to bereported to the managementbodyisin many cases

irrelevant (the information is too detailed) and would demand

disproportionate resources, compared with the outcome.

Another respondent said that the management body should have the
ability to delegate to an individual or forum, to ensure that its time is
not dedicated to reading individual risk reports: ‘Risk assessment Thisisnotto bedelegated.
results should be reported to the management-body individual or
forum with the delegated responsibility for ICT risks in a timely
4.3.5.Reporting  manner.’

No change.

Paragraph25 Onerespondentsaidthat ICT risk reporting should take place as part of
. No change.
a broader risk rep.o'rt'to the rpan'age'ment' bodY and should not be Paragraph24 does not require a separated ICT and g
separated out, as, ifitisa top risk, it will be identified. .
: ; . ., securityrisk report.

The timely reporting was commented on and it was suggested that it
should be setto a specificthreshold, as otherwiseitleads to subjective
implementation (e.g. quarterly or semi-annually), andthe reporting to
competent authorities should be set to annually. One respondent
suggested adding the word ‘documented before ‘reported’.

The requirementto document risk assessmentissetin  Nochange.
paragraph20.

Furthermore, two comments were received about del eting the second

sentence, as therequirementis already dealt with comprehensivelyby Because of the scope of these guidelines (PSPs and
Article95(2) of Directive (EU) 2015/2366. Double regulation should be creditinstitutions), thereis no double regulation.
avoided.

No change.
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Onerespondent suggested that quantitative requirements concerning
the minimum and maximum audit frequencyshould beimposed,
providedthatthe bracketis sufficiently wide (for example, fromoncea
year to onceevery 3 years), in order to accommodate the specific
nature of the operations of any given organisation.

Onerespondent requested clarification of whether the requirement
that ‘The auditors should be independent within or from the institution’
excludes theinternal audit function. The respondent commented that
internal auditis considered as being independentin financial
institutions (by any applicable corporate governance model) and
should be part of the audit. An external auditorwillprovidean
unbiased opinion; nevertheless, this mustalso be part of theinternal
auditresponsibilities.

Onerespondent considered that the methodology should be
periodically updated, to guarantee thatit covers requirements related
to newtrends and changesinthe paymentecosystem (cloud
platforms, big data, new technologies, new actors inthe payment
ecosystem, etc.). Therefore, therespondent proposed adding the
following sentence: The methodology shouldbe periodically
updated, to guarantee it considers requirements relatedto new
trends and changesin the payment ecosystem’.

Onerespondent asked forthefinal sentence (‘The frequency and focus
of such audits should be commensurate with therelevant ICT risks.) to
be replaced by: ‘The scope and frequency of the audits should be
based on a risk assessment that takes into account the ICT assets
supporting the critical business processes, the identified ICT risks,
and the prior outcome of ICT and security audits or management
reviews.’

The EBA’s analysis

The frequency of such audits is not specified and

depends on the financial institution (see paragraph 26).

The requirement is based upon the internal audit
requirements of the relevant regulations and is
deemed sufficient.

The requirement is based upon the internal audit
requirements of the relevant regulations. Therefore, an
amendmentis notdeemed necessary.

Due to the principle-based approach of the guidelines,
a rewording of the last sentence does not seem
necessary. [t would actually be limiting, since it focuses
only on the critical business processes, whereas the
audituniverseshould be more holistic.

Amendments to
the proposals

No change.

No change.

No change.

No change.
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Comments Summary of responses received
the proposals
The financial institution’s management body’s overall
One respondent asked to substitute ‘approve the audit plan’ by ‘be responsibility requires an approval of the audit plan.
Paragraph27 informed on the audit plan’, as the audit committeeis anindependent Pleaserefer in this regard also to the EBAGuidedlineson  Nochange.
body withinthe organisation. internal governance under Directive2013/36/EU
(EBA/GL/2017/11), paragraph 206.
Two respondents asked that the wording ‘security-related’ be deleted The uidelines
Paragraph28 and stated that the remediation extends to all critical ICT findings, not  ‘...remediation of critical ICT security-related audit have g been
just to those that are security related, i.e. ‘..remediation of critical ICT findings should be established.”
. NP . , amended.
securityrelated audit findings should be established’.
One respondent commented that it is unclear on what level in the Theguidelines have been clarified andchanged to: ‘The The guidelines
organisation the information security policy should be ratified. This policy should be approved by the managementbody.” have been
should beclarifiedin the requirement. amended.
Some respondejnts said that the wordllng and based on the .relevant The EBA considers that the mentioned sentence is
results of the risk assessment process’ should be deleted, since the . - .
. . . . . . . . essential in order to highlight the interconnectedness No change.
information security policy establishes the information security L . .
- . ) e of ICT and security risk management and information
objectives andthe security framework of the financial institution. These securit
4.4.1. objectives will determine the risk tolerance and how to manage the curtty.
Information results of the riskassessment. However, the information security policy
security policy is not based on the relevant results of the risk assessment process, as
stated in these guidelines. Onerespondent considered that the wording
Paragraph29 i, paragraph 29 should be changed by adding atthe end: 4t shall take
l_nto_ ac:count requlatory and_ !eqal requ:rement_s for _fi m'mc:al As these guidelines are withinthe scope of the relevant
institutionsand other legal provisions that affect ICT in general. . . o
regulations (see section on ‘subject matter, scope and No change.
Another respondent suggested removing this paragraph, as this is definitions’), such a clarification is not deemed
already covered by Article5 of Directive2015/2366 (PSD2), which necessary.
prescribes the conditions to obtain a licence. One of which is the
development of aninformationand security policy. It further noted that
No change.

the responsibility for fraud scenarios lies with fraud operations.

The EBA does not see any inconsistencies.
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the proposals
A few respondents requested that theinformation security policyisnot Based on the suggestion, the guidelines have been
communicated to third parties, with the suggested rewording: ‘The revised in the following manner: ‘The information The uidelines
information security policy should be communicated within financial ~ security policy should be communicated toall staff and have g been
institutions, and while to third parties used by financial institutions a contractors of the financial institution within-of-the
. . . " TR . . amended.
legal document reflecting the necessary parts of the policy will be financial-institutions—andto—third partiesused by
communicated. as—applicable—and.The information security policy firancialinstitutions-asapplicable-andshouldappl/to
Paragraph30 should apply to all employees of the financial institutions.’ allemployees.’
A suggestion was made to clarify that the components of the policy
.ShOl-.l|d .be |In accordar\ce with the risk tolera n;e of. the f.l nanu.al The EBA considers that components of the policy
institution: ‘[...]The policy should ensure the confidentiality, integrity - . ) .
o . T . . should bein accordance with therisk appetite and that
and availability of financial institutions’ critical logical and physical .
i ; . the proposed rewording is not deemed necessary. No change.
assets, resources and sensitive data whether at rest, in transitor in use,
according to therisk tolerance of the financial institutions|...].’
The EBA considers  that the incident
One respondent suggested adding an incident response/management respon-se/management process 15 part of the I(.:T h
process (see Section 4.5.1) operations management and is, therefore, coveredin Nochange.
e these guidelines by Section3.5.1 ICT incident and
Paragraph31 Similarly a comment was received that change and configuration problem management.
managementisone of the major factors affecting informationsecurity. . .
g J g v The EBA considers thatthe ICT change managementis
It was recommended that change management becomes a separate . -
. . e . partof ICT projectand change managementand is, No change.
pointin Section4.4.1, paragraph 31andthatitis linked to Section 4.6. . . .
therefore, covered in these guidelines by Section3.6.3
‘ICT change management’.
The order of the last two subsections should be reversed and their The  guidelines
Paragraph31(f) . . ; . . he ref haveb ised
and 31(g) section numbers should be adjusted in accordance with the section The references have been revised. have been
numberingon pages22and23. amended.
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Paragraphs 32
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Further to the comments on Section 4.3.1 (paragraph 11), a number of
comments were received on the threelines of defence referenced here
and called for less prescription in the text, citing examples where the
currentwording would not be appropriate. Respondents suggested that
the idea of clearly segregated lines of defence should remain but
without assigning specific roles to each one of them. Specifically the
guidelines could include a clear description (in line with
EBA/GL/2017/11 Guidelines oninternal governance) of what duties and
responsibilities reside with the respective lines of defence, on an overall
level. Some examples were given by respondents to illustrate their
concerns: there are cases where an information security function/unit
alsoincludes security operations thatareindependent from the rest of
ICT operations (e.g. firewall administration vs network administration).
This segregation ensures thatinformation security is fullyindependent
(in terms of governance, organisation and technology) and cooperates
very closely with ICT, but, as an operating model, it effectively creates
an overlap between thefirstand second lines as regards the information
security role in this context. In addition, it would be more efficient to
only listtherequirements regarding the security and risk management
control objectives. Paragraph 32 refers to the information security
function also as a function of the second line of defence and also
mentions that this function is responsible for the security policy and for
monitoring its implementation and reporting to the management
independently. This would imply that the CISO function would be part
of the second line of defence. It is not clear how this is related to the
internal control function described in paragraphs 10 and 11. A revised
wording for paragraph 32 wasput forward: ‘Financial insti tutions should
establish aninformationsecurity function, with the responsibilitiesy for
itassigned to a designated person. Financial institutions should ensure
the independence and objectivity of the information security function
by appropriately segregating it from ICT operations processes (where

The EBA’s analysis

Based on the feedback received, the guidelines have
been amended to follow a ‘principle-based’ approach
by removing paragraphs32 and 33, and revising
paragraphs 10 and 11. The revised guidelines do not
prescribeto financial institutions how to implement the
3LoD model for ICT and security risk management
purposes. The EBA considers that these guidelines are
now compatible with the 3LoD model, with the ICT
operational units beingthe first line of defence. The
guidelines now focus in particular on the
responsibilities of the management body and the
second line of defence (which usually includes the
information security function) and, following the public
consultation, the structure of the guidelines has been
revised to better reflect this focus. The cross-references
to the EBA Guidelines on internal governance
(EBA/GL/2017/11) added to paragraphs 10 and 11 are
intended to incorporate in these guidelines governance
requirements that are (objectively) valid for the
purposes of these guidelines.

The guidelines have been revised and now do not
assign specific roles to each of the three lines of
defence but describe the responsibilities of each.
Furthermore, the revised guidelines do not explicitly
require the establishment of an information security
function, with the responsibilities assigned to a
designated person, but a reference to the information
security functionis madein the backgroundsection.

Based on the feedback received, paragraphs 32and 33
have been removed. Paragraphs 10 and 11 have been

Amendments to
the proposals

The guidelines
have been
amended.
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reflects the fact that the accountability of the security function can be
assigned to a single person but not all the responsibilities under the
security function (some require a role/team). The second change is
becauseitis considered to be too prescriptive to impose a specific
operational or organisational model, given that these may vary
significantly across financial institutions. The respondents then
proposed thatif the phrase ‘wherethe three lines of defence model is
applied, this function should be the second line of defence function —
seeSection 4.3.1 is not deleted, clarification should be made ofthe new
role of theinformationsecurity functioninrelation to the other second
level of defenceroles.

Another respondent requested thatthe requirements in the guidelines
(and specifically paragraph32), for an information security function
should focus on its required level of independence rather than on the
organisational structure of the financial institution. One respondent
requested clarification of the referenceto ... this function should be the
second line of defence function’. The respondent commented that the
information security function, in the best case, could be part of the
second line of defence butis not the only component of the secondline
of defence. The respondent also asked if the operational day-to-day
activities related to information security would be part of the first line
of defence. In addition, therespondent requested clarification of what
person (the CISO?) was referenced in ‘..with the responsibilities
assigned to a designated person’?

Another respondent proposed that the control functionshould monitor
and control the informationsecurity functionandhence that this person
mustbelocated independently of the control function.

The EBA’s analysis

Reference to the information security function in the
guidelines has been removed. Itis onlyincluded in the
background section.

Based on the feedback received, paragraphs 32 and 33
have been removed. Paragraphs 10 and 11 have been
revised to ensure the appropriate segregation of ICT
operations, and control andinternal audit functions.

Based on the feedback received, paragraphs 32and33
have been removed. Paragraphs 10and 11 have been

Amendments to
the proposals

revised to ensure the appropriate segregation of ICT
operations, and control andinternal audit functions.

The guidelines
have been
amended.

The  guidelines
have been
amended.

The  guidelines
have been
amended.
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Onerespondent suggested clarifying thatinternalaudits may be carried
out by the second line of defence (information security management
system (ISMS)audits) but that they are separate from the internal audit
function: ‘In accordance with financial institutions’ i nternal governance
structure, financial institutions should ensure that the information
security function is not part of the internal audit function. is—net
responsibleforanyinternalaudit..’

One respondent was of the view that the tasks listed in paragraph 33
should be performed by the first line of defence and that the second
line should independently control and report on the effective
implementation of those tasks. For instance, awareness and training,
risk monitoring controls and reporting are first-line tasks. The second
line can complement these through independent monitoring, control
and assurance reviews, butit should not diffuse the res ponsibility of the
firstlineintheseareas. Another way to putthis isthatthesecond line
of defenceshouldperformits required activitiesalsoin therisk area of
ICTand security risk.

The EBA’s analysis

revised to ensure the appropriate segregation of ICT
operations and of control andinternal audit functions.

The EBA considers that the control function should not
carry outanyinternal audit, whereas different kinds of
security reviews (penetration testing, etc.) are not
meant here.

Based on the feedback received, paragraphs 32and 33
have been removed. Paragraphs 10 and 11 have been
revised to ensure the appropriate segregation of ICT
operations, control andinternal audit functions.

Amendments to
the proposals

4.4.2. Security
function
Paragraph32

Onerespondent commented that having an information security officer
as a measureto securerobust ICT riskmanagementis interpreted more
as a function that can be carried out by a team representing the
information security function as the second line of defence; it should
not necessarily mean the appointment of an information security
individual. It should be clarified that, with the appointment of an
information security officer, the information security function is
established. According to proportionality it may be necessary for the
information security officer to have a team, but this should be a
guestionofsizeandthelevel of riskexposure of the individual financial
institution. Another comment suggested that the word ‘person’ is
replaced by ‘role, that can be performed by a teamor person’.

Based on the feedback received, paragraphs 32 and 33
have been removed. Paragraphs 10 and 11 have been
revised to ensure the appropriate segregation of ICT
operations, control andinternal audit functions.

No change.

The guidelines
have been
amended.

The  guidelines
have been
amended.
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Onerespondent commented that thefirstline (operational)and second
line (information security function) of defence are not described
separately and are unclear. For example, in their view, the activity in
paragraph33(d) belongs to the first line of defence (operational
management) and is not the responsibility of the information security
function. The respondent suggested adjusting the wording of this
paragraph to ensure that third party adherence to security
requirements is not difficult/infeasible to enforce.

Another respondent suggested adding a new paragraph 33(f) ‘Be
involved in all ICT initiatives and projects from their early stages’. It
should alsomention software security controls and data masking in the
non-production environment.

The EBA’s analysis

Based on thefeedback received, paragraphs 32and 33
have been removed. The EBA considers that the
requirement set in paragraph 33(d) to adhere to the
information security requirements when using third
parties is covered by Section3.2.3 ‘Use of third party
providers’, paragraph?7.

Based on the feedback received, paragraphs 32and33
have been removed. However, the EBA considers that
addingsuch a general task fortheinformation security
function might cause conflicts of interest with respect
to the monitoring task of the information security
functionsandits control function.

Amendments to
the proposals

4.4.3,
security
Paragraph34

Logical

A comment was received to amend paragraph 34 to include that the
procedures can be designed according to the criticality of data /systems:
‘Financial institutions should define, document and implement
procedures for logicalaccess control (identity and access management),
according to the criticality of the information assets and systems.
....These procedures should, in principle ata-minimum, implement the
following elements...".

Paragraph34(c): Privileged access rights: A suggestion was received to
delete the example, as granting privileged access rights depends on
protection needs ‘with elevated system access entitlements (e
administratoraccouhts).

Paragraph34(d): Logging of user activities: one respondent asked that
this paragraph specify what type of privileged user activities should be
logged. The objective should be logging of exceptional activities (e.g.

Logical access controls have to be implemented,
including the elements stated inparagraph 34(a) to (g).

The example is intended to provide clarity butis not
obligatory.

The EBA considers that all privileged user activities
should be logged and monitored. Proposed
clarification: ‘at @ minimum, all activities by privileged
users|[...]

The guidelines
have been
amended.

The guidelines
have been
amended.

No change.

No change.

The guidelines
have been
amended.
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failed logins, reconciliation breaks) and should distinguish between
interactive andnon-interactive privileged activities.

In paragraph 34(d) there is a reference to retention requirements set
outin EUand national law with regard to the period oftime for retaining
accesslogs. Onerespondent suggested that this shouldbe clarified and
that the data safeguard requirements should be in line with other
regulations that give guidance on retention periods at EU level, e.g.
GDPR.

Paragraph34(d): Changeto ‘Ffinancialinstitutions’.

Paragraph34(e): Access management: new wording was suggested, as
access rights are withdrawn, not removed: ‘access rights should be
granted, removed-withdrawn or modified ina timely manner’.

Paragraph34(e): onerespondent asked for clarification of the definition
of ‘information asset owner’. Depending on circumstances, an
‘information asset owner’ could be a person, a tool or a system. The
guestion was raised whether any of these definitions can be accepted.
In addition, the respondent askedif the definition in the guidelines was
consistent with the definition used in the GDPR. In order to make it
easier to understand and create relationships andcontrols at scale, the
respondent suggested using the standardised terminology across
legislation (e.g. the GDPRand PSD2).

34 (e) One respondent suggested additional the wording: ‘Access
management: access rights should be granted, removed or modified in
a timely manner, according to predefined approval workflows involving
either the applicant’s immediate leader (subject-based approach)
and/or the business owner of the information being accessed
(information asset owner in an object-based approach).’

Paragraph34(f): with regard to ‘access rights should be periodically
reviewed’ one respondent suggested that the security function can only

The EBA’s analysis

The EBA considers that no change is needed because
retention requirements are set out in EU and national
laws.

The comment has been accommodated.

The comment has been accommodated.

The EBA would like to clarify that these guidelines
specifyrequirements for financial institutions, based on
the CRD and PSD2. On the contrary, the GDPR concerns
the protections of personal data. Consequently, the
EBA does notseethe necessity for a standardisation of
terms in thisrespect.

Adding this wording would be too detailed and
thereforenotin linewiththe principle-based approach

Amendments to
the proposals

No change.

The guidelines
have been
amended.

The guidelines
have been
amended.

No change.
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oversee this process, as this will be the responsibility of each business
owner.

Para 34 (g): Authentication methods: new wording was suggested to
avoid multiple interpretations: ‘[...] This may should at a minimum
include password complexity requirements ahdfor other authentication
methods, based on relevantrisk’.

Paragraph34(g): mandatory two-factorauthentication to access critical
systems is too burdensome and it was suggested to remove it. The
respondentagreed thatitis moresecure, butargued thatitshouldnot
be mandatory if an adequate privileged access management process is
implemented, e.g. New York Department of Financial Services
(NYDFS) 23 and New York Codes, Rules and Regulations (NYCRR) 500:
‘Based on its risk assessment, each covered entity shall use effective
controls, which may include multifactor authentication’. It also
questioned whether the two controls for network access are needed for
the server and especially with a check against policy. A question was
raised about whether the server will lose network connectivity ifitis not
compliantany more. Therespondent suggested that this control should
only beapplicablefor systemsinnon-secured areas, e.g. clients.

Another respondent commented that the provision for password
complexity is vague, which could lead to multiple interpretations and
therefore that this should be clearer in the text. One respondent
suggested the additional wording: ‘This may include password length,
complexity, password lockout (both time-based and failed attempts-
based) policy and expiration period requirements and/or other
authentication methods, based onrelevantrisk [...]°

The EBA’s analysis

of these guidelines. The current wording was deemed
sufficient.

See commentabove.

Following feedbackreceived, the guidelines have been
amended to reflect a risk-based approach, and two-
factor authentication is used as an example: ‘This
should, at a minimum include complex passwords or
stronger authentication methods (such as two-factor
authentication), based on relevant risk.” ‘Stronger
authentication methods’ are not to be confused with
‘strong customer authentication (SCA) under PSD2’ to
be applied by PSPs when carrying out remote el ectronic
transactions. SCAis defined as ‘authentication based on
the use of two or more elements categorised as
knowledge (something only the wuser knows),
possession (something only the user possesses) and
inherence (something the wuser is) that are
independent, in that the breach of one does not
compromise the reliability of the others, and is
designed in such a way as to protect the confidentiality
of the authentication data.’

Amendments to
the proposals

No change.

No change.

The guidelines
have been
amended.
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The EBA’s analysis

The EBA considers that further description would be

unduly burdensome andwouldnot be principle based.

Amendments to

the proposals

No change

4.4.3. Llogical
security, 4.44.
Physical
security, 4.45.
ICT operations
security

Onerespondent appreciated that the requirements on | ogical security,
physical security and ICT operational security follow the content of
generally accepted standards such as ISO 27001/02 or the National
Institute of Standards and Technology (NIST) cybersecurity framework,
as this contributes to harmonising applicable requirements. However,
the respondent commented that the draft guidelines deviate from the
structure of the aforementioned standards and therefore
recommended further alignment to the standards mentioned and
structuring them according to security domains or functions to enhance
readability.

These guidelines are explicitly intended to be
technology and methodology agnostic to allow
institutions to leverage on various industry practices.
The EBA considers thatreference to specific standards
is notappropriate.

No change.

4.4.4. Physical
security

One respondent suggested a change in title: 4.4.4. Physical and
environmental security’

Physical security encompasses protective measures
against environmental hazards; therefore, a change is
not deemed necessary.

No change.

4.4.4. Physical
security

Paragraph37

There was a suggestion from one respondent to clarify that access to
non-public ICT systems should be permitted only for authorised
individuals: ‘Physical access to non-public ICT systems should be
permitted only for authorised individuals.” Users of public ICT systems
(e.g. automated teller machines (ATMs), information terminals and
accountstatement printers) have physical access to these.

The EBA considers the proposed differentiation not
necessary, as it would be an additional source of
complexity.

No change.

Data centres

One respondent suggested that data centres that support financial
institution operations should possess or adhere to internationally
recognised certifications, controlled by independent auditors. These
were listed ina commenton Section4.2.3.

These are interesting security points for data centres,
butthe EBA considers that such requirements would be
too detailed forthe purpose of these guidelines.

No change.
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One respondent commented that this paragraph should encompass a
risk-based approach. Furthermore, it recommend prescribing the goals
instead of the activities inthis paragraph.

One respondent noted that the chapter starts with an ambition to
‘identify potential vulnerabilities’ but then continues to describe a set
of best practices for ICT security. [t recommended that there mustbea
clearer connection between the identification of the potential
vulnerabilities and theactions that must betaken as a consequence of
the identified potentialvulnerabilities.

Another respondent found the list too prescriptive and suggested the
revised wording: ‘These procedures, following a risk-based approach,
should-could include, for example, the following measures’. Another
respondent provided suggested wording for paragraph 39, specifically:
‘Financial institutions should implement procedures to prevent the
occurrence of securityissues, particularly incritical ICT systems and ICT
services andshould minimise theirimpact on ICT service delivery.’

The EBA’s analysis

The goal of these measures is the prevention of security
issues in ICT systems and ICT services and minimising
theirimpacton ICT servedelivery. Therefore, a change
as suggested is not deemed necessary.

The EBA would like to highlight that this paragraph
describes measures for implementing procedures to
preventthe occurrence of security issues in ICT systems
and ICT services. Therefore, the EBA sees the listed
measures as appropriate to accomplish these
requirements.

The EBA does not consider the list as examples but as
necessary measures.

Due to the interconnectedness of all ICT systems and
ICT services, there is a need to observe all security
issues.

Amendments to

the proposals

No change

No change.

No change.

No change.

One respondent asked that the wording in paragraph 39(a) is revised
and suggested splitting what should be achieved (the outcome) and
how it should be achieved (the measures). Suggested wording: ‘a)
evaluate and remediate vulnerabilities by ensuring software and
firmware are up to date, including the software provided by financial
institutions to its internal and external users, by deploying critical
security patches or by implementing compensating controls’. Their
view was that currently the wording in paragraph 39(a) on the desired
outcome to ‘identify potential vulnerabilities’ that starts this section is

Vulnerabilities have to be identified before they can be
evaluated and remediated; therefore, the EBA
considersthatno changeis needed.

No change.
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not addressed in the text that follows. Instead it addresses the
remediationof known vulnerabilities. The EBA considers that the timing of the security
Another said thatthecritical security patches should be deployed by no patches’ deployment depends on their criticality;
I . No change.
later than 1 month. therefore, no specifictime shouldbe prescribed.
Froma network security perspective, onerespondent said thatit might
be counterproductive to only require security baselines for certain
‘critical networkcomponents’. Instead, there should be a frameworkin
lace that defines the level or type of security baseline for any given .
P S . P v S, e The EBA agrees with thecomment and that platform
network device, in a risk-based manner. Suggested wording: ‘b) secure .
. - . aspects (such as operating systems and databases)
configurationbaselines of allnetwork components such as core routers . A - The suidelines
Paragraph39(b - ] . . , should beincluded. For clarification, the guidelines are g
grap or switches shouldbeimplemented ina risk-based manner; - . . . have been
) revised to include: ‘implementation of secure
Another respondent considered that secure configuration baselines  configuration baselines of all networkcomponents’. amended.
should be established not only for critical network components, but also
for system components (servers, databases, etc.). Therefore, they
proposed adding the following reference: ‘Secure configuration
baselines of critical network components [...] and system components,
such as servers and databases’.
Rewording was suggested to replace ‘leakage’ with ‘loss’, as this derives  Inline with the suggestion ‘leakage’ hasbeenreplaced The  guidelines
from ‘data loss prevention’ (DLP) not leakage’, and to add ‘detedion with ‘loss’. have been
and response’ to ‘data leakage prevention systems’. In addition, a amended.
comment was received to say that this requirement seems to indicate
that it would be expected of firms to complete this blanket control This requirement has to be implemented in a
Paragraph39(c) across all activities and therefore a request was received for clarification proportional manner. Therefore no change is Nochange.

of the scopeand what was expected of firms.

Another respondent commented that this point contains a mixture of
different security measures with different purposes. To make this
paragraphclearer, they suggest an outcome-based approach, e.g. what
is it that should be achieved with network segmentation, DLP and
encryption, respectively?

necessary.

The goal of the measures is the prevention of security
issues in ICT systems and ICT services and minimising
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Another suggested that, because of its utmostimportance as beingthe theirimpactonICTservedelivery. Therefore,a change Nochange.
basis of network defence, ‘network encryption’ shouldcomefirstinthe as suggested is notdeemed necessary.
listand the ‘or’ should be changed to ‘and’, because the combination of
all these elements are necessary foranin-depthand multilayer defence The  guidelines
mechanism. The wording suggested is ‘the encryption of network Based on the suggestion, the wording has been have been
traffic, network segmentation and data leakage prevention systems changed from ‘e’ to ‘and’. amended.
should beimplemented;’
Onerespondent asked if the encryptionreferred to in paragraphs 39(c) It has been clarified that the encryption of network
and 39(f) refers to sensitive data only, or ifalldatahadto beencrypted. trafficanddatashouldbe ‘in accordance withthedata The  guidelines
classification’. have been
amended.
One respondent asked for this to be explicitly risk based, with the The EBA considersthatno changeisneeded, as the No change.
suggested wording: ‘protection of endpoints ...should beimplemented, guidelines follow a principle-based approach.
according to risk-based principles’. The EBA considers that financial institutions are
Paragraph39(d Onerespondent asked if the evaluationof whether an endpointmeets responsible for all their endpoints, including their
) security standards before being granted access to a corporate network  outsourcingto the cloud,i.e.toensurethatthesealso Nochange.
includes servers. They asked how this would work in the cloud: will meet the security standards of the institution.
servers lose connectivity, ifthey are non-compliant? Nevertheless, institutions have flexibility, which comes
from the ‘risk-based’ approach that the EBA expects
institutions to formulate for themselves.
Onerespondent proposed an amendment that aims to define the scope
of this provision, WhICh In their VIeW,COUId _be burqensome and C.ijld Theseguidelines should beappliedina manner thatis Nochange.
alsohave a strong impact on costs: ‘to verify the integrity of critical . .
. . . proportionate to the nature, scope and complexity of
Paragraph39(e software, firmware, and information”. the financial institution’s business and the
) One respondent asked what integrity checking for information would corresponding ICT and security risks.
be. Anothgr respondent ?Sk.ed thatthe.reqL.Jirements should be risk In line with the suggestion, reference to ‘integrity- The  guidelines
based, as integrity checking is not possible in every ICT system (e.g. . R h b
appliances): financial institutions should ensure thatintegrity checking chec!<|-ng mechanlsms is removed and th.ey .are not  have een
specified, in order to ensure that these guidelines are amended.
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mechanisms are in place to verify the integrity of software, firmware, principle based. Moreover, ‘information’ was replaced
and information, where applicable;’ by ‘data’.
One respondent proposed additional wordingregarding a risk-based The EBA agrees with the arguments expressed. The The  guidelines
approach, as it is not possible to encrypt all data at rest and in transit: guidelines have been amended to clarify this: have been
pp p ryp g
‘encryption of data at rest and in transit. The choice of cryptographic ‘encryption of dataatrestandintransit (in accordance amended.
controls should be based on the security objectives (confidentiality, with the data classification).’
integrity/authenticity, authentication, non-repudiation) and be a
result of arisk-based approach.’
. . . . These guidelines have been amended to clarify this: -
Others asked for details on which level of encryption will be necessary. |, g. . .\ Y The  guidelines
L . . encryption of dataatrestandintransit (in accordance
Intransit,iseveryfile, or only thechannel (i.e.(TLS) necessary? Atrest, . e . 1, have been
. ) with the data classification).
Paragraph39(f) is everyfilenecessary? amended.
Another respondent suggested clarifying that the requirement should :rhese ggldellnes have been a.mendeq t? clarify this:
. e encryption of dataatrestandintransit (in accordance
only be on critical or sensitive data, as not all the data needs to be , e e 1, S
o : ", . .~ with the data classification). The  guidelines
encrypted, i.e. ‘encryption of critical or sensitive data atrestand in have been
transit.’ (i.e. either use critical or sensitive). Onerespondent highlighted The EBA considers that implementing these amended
the importance of applying non-obsolete encryption methods and suggestions would be unduly burdensome and not be '
sufficient key length. New wording suggested: ‘only non-obsolete principle based.
encryption methods and sufficient key length should be used for No change
encrypting data atrestand in transit.’ '
A comment was received that this paragraph seems very generic and
Paragraph40 thatthis should be clarified. In the respondent’s view itis notclearifthe The EBA considers that there is no need to further ~NOchange.
grap control refers to manual processes or if it focuses on automated explain‘changes’, asitrefersto both.
processes (i.e. staticanddynamic code analysis before going live).
One respondent suggested adding cross-references here to The EBA considers that cross-references between g change.
Paragraph40 Section 4.6.2 ‘ICT acquisition and development’ and Section4.63 sectionsarenotdeemed necessary to ensure that these

‘Change management’.

guidelines remainconcise.
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Further specification was requested from one respondent on the
connection between business/administrative functions
(paragraph41(a)) and relevant ‘internal and external factors’
(paragraph 41(c))

The EBA’s analysis

Further specification is requested on Section 5.2 of the
Guidelines on security measures for operational and
security risks (EBA/GL/2017/17).

Amendments to
the proposals

No change.

Paragraph42

One respondent recommended that the requirement to ‘constantly
monitor security threats’ should be rephrased to state that ‘financial
institutions establish a threat intelligence gathering and assessment
process to identify, triage and counter targeted threats, and that this is
embedded into its log correlation and orchestration processes’. Firms
should know what they are monitoring for. This was reiterated by a
comment on the intention of the wording ‘actively monitoring
technological developments’ and how this should be understood.
Another respondent suggested deleting the following wording ‘.. their

ability to provide services. Einanciakinstitutionsshould-actively-monitor

hnological devel I I ¢ .
risks.’, asitwas deemed unclear how an institution cando this. Another
respondent commented that there seems to be no consideration of
proactive measures in this paragraph, e.g. threat hunting.

One respondent suggested wording to clarify that proportionality
aspects should be taken into account: ‘Financial institutions should
implement detective measures, for instance to identify possible
information leakages, malicious code and other security threats, and
publicly known vulnerabilities of software and hardware, and to check
for corresponding new security updates.’

The EBAconsidersthatthereis no need for rephrasing,
referring to the principle-based wording.

The EBA considers thata financial institution should
have the necessary capabilities to actively monitor
technological developments and should be aware of
the associated security risks.

The EBA agrees with the comment and suggestion
made. The guidelines have been reworded as follows:
‘Financial institutions should implement detective, for
instance to identify possible information leakages[...].”

No change.

No change.

The
have
amended.

guidelines
been

Paragraph43

One respondent commented that it is not clear how the security
monitoring process will help a financial institution identify an
operational incident that will be a security incident.

The intention of this requirement is for the security
monitoring process to assist a financial institution to
have a better understanding of its own systems and
risks.

No change.
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A general commenton Section4.4.7 was received for the guidelines to
consider activities carried out by firms to assess and mitigate
operational and ICT risks (e.g. operational risk self-assessment) that
could alignwith therequirements inthese guidelines. Another general
comment was on the fact that the guidelines do not include minimum
KPIs for ISMSs, the Federal Financial Institutions Examination Council
(FFIEC) principles for outsourcing and more specific requirements for
adequate vulnerability/patch managementand networksegmentation.
As a consequence, i nstitutions do not know what is useful and what the
auditorwill demand. Incontrast to this, the number of penetration tests
is deemed too high. If tests for the effectiveness of the security
measures are required after major changes, information security
incidents and the installation of new internet-facing systems and once
per year for critical and every 3years for other applications, the
information security organisation will spend most of its budget on
penetrationtests and will lose the support of the companyin following
up. The respondent recommends that it would be better to use the
FFIEC wordingin the ICT Examination Handbook: ‘frequency and scope
of a penetration test should be ... determined by the risk assessment
process.’

The EBA’s analysis

The EBA considers that a financial institution itself is
responsiblefor their risk assessment and needs to have
anunderstanding of whatis useful for theirsituation.

The guidelines do not consider that penetration tests
and red team exercises should be mandatory, as testing
should be proportionate, commensurate to the risk
exposure of the institution and to the maturity of ICT
and security riskmanagement withinthe organisation.
The guidelines are clarified by replacing ‘foster’ with
‘consider good practices such as’.

Amendments to
the proposals

No change.

The guidelines
havebeen
amended.

Paragraph44

One comment was received that the institution should foster source
code reviews, penetration tests and/or red team exercises. Another
respondent proposed new wording to ensure that the selection and
intensity of the control measures should be made dependent on the
needs or threat situation andthat proportionalityis taken into account:
‘Financial institutions should perform a variety of differentinformation
security reviews, assessments and testing, so as to ensure effective
identification of vulnerabilities in its ICT systems and ICT services.
Specifically, financial institutions may perform gap analysis against
information security standards, compliance reviews, internal and

The guidelines areclarified by replacing ‘foster’ with
‘consider good practicessuch as’.

The guidelines
havebeen
amended.

No change.
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external audits of theinformation systems, or physical security reviews. The EBA considers thatthesuggested wordingispart  The guidelines

The selection and intensity should be appropriate, depending on the of the proportionality principle: therefore,nochange  havebeen

needs or threat situation. Furthermore theinstitutionshouldfoster is needed. amended.

sourcecodereviews, penetrationtestsorred-team-exercises: Other - .,

. L . . . The guidelines areamended as suggested: ‘e

instruments to consider include source code reviews, penetration L1

. ., replaced with ‘and’.

testing, and red team exercises.

Onerespondent suggested that some of the termsinthis sectionshould  The s uggestion is partly accommodated to include

be defined in the ‘Definitions’ section (e.g. red team) and some other  «yyInerability assessment’:  ‘Furthermore, the

related terms shouldbealso used here for the sake of inclusiveness, for  ;stitution should consider good practices such as The guidelines
Paragraph44 example ‘vulnerability assessment’ and ‘blue teaming’ (together with ¢ rce code reviews, vulnerability assessments, have been

‘purple teaming’). Additional wording proposed: ‘Furthermore, the penetrationtestand red team exercises.’ amended.

institution should foster source code reviews, vulnerability assessments,

penetration tests, or blue team - red team (or purple team) exercises.’

One respondent suggested deleting the word ‘new’: ‘and ensure that Based on the suggestions, the guidelines have been The guidelines

this framework considers new threats and vulnerabilities’, while amended to replace ‘new’ with ‘identified’. havebeen
Paragraph45 another suggested substituting ‘rew-threats’ with ‘identified threats' amended.

Another respondent asked for clarification of whether this paragraph

introduces a separate framework.
Paragraphs45 One respondent asked if a specific security testing environment was The EBA considers that a specific security testing Nochange.
and 46 required. environmentis notrequired.

A request was received to specify ‘testing framework’, as in the The testing framework is more than draftinga test plan; No change
Paragraph46 respondent SV|eW|tse'ems that tgstmgframework’ refers to'a concept  therefore, itis necessary to keep the wording. :

thatgoes beyond the simple drafting of a test planto the merits of how

the tests are performed.

With regard to the reference to ‘independent testers’, some The reference to ‘independent testers’ includes No change.
Paragraph46(a respondents requested that the guidelines consider a firm’s ability to  internal as well as externaltesters.

)

perform tests by internal or external providers, as long as those tests
are performed byresources having the necessary level of independence
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and expertise. This would also highlight that in certain cases, and
accordingto the riskinvolved, itis more advisable that independent
testingis done by internal employees with the necessary separation of
duties. Additional wording proposed: ‘are carried out by independent
(external or internal) testers.’

The EBA’s analysis

Amendments to
the proposals

Paragraph47

One comment was received to add the word ‘critical’ to better reflect
the proportionality principle, i.e. that minor or low-risk changes to non-
critical or low-risk processes, infrastructure or systems might not need
security testing, depending on the type of risks associated with the
change (risk-based approach): ‘Financial institutions ... in the event of
changes to critical infrastructure, processes ...."

The proportionality principle is already sufficiently
included in the wording of ‘tests of security measures
areconducted’.

No change.

Paragraphs 47
and 49

One respondent suggested that paragraph 49 should be placed before
paragraph47, as the tests conducted on an ongoing basis should be
mentioned before the tests conducted in the event of changes to
infrastructure, processes or procedures.

The EBA agrees with the proposal. The guidelines have
been amended accordingly.

The
have
amended.

guidelines
been

Paragraph48

One respondent proposed changes to allow flexibility in handling
weaknesses that are exposed by security tests and should have the
flexibility to decide to defer updating a criticalsystem to its next release,
as an update mightintroduce morerisk than does therisk of not fixing
the weakness. Furthermore, management could be willing to accept the
risk of not implementing a security measure ...: ‘Financial institutions
should continuously monitorand evaluateresults of the security tests,
and update their security measures on a risk-based approach
accordingly—withoutundue delaysincaseofcriticalCFsystems-Arisk
treatment plan should be established including necessary
compensative controls, in order to reduce risk, when patching is not
an option.’

The EBA considers that the obligation to patch cannot
be removed in the case of a critical system. There is a
timing aspect of ‘when do you patch’, butif this causes
a big delay, the institution should have more robust
systems or methods of patch deployment.

The EBA considers that risk-based approach is included
by the word ‘accordingly’.

No change.

No change.
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A commentwas received on how to define criticality of systems and for
the EBAto clarifythat the expectation is for firms to demonstrate having
adequate processes for determining criticality and an appropriate
process foraction on this basis.

A number of comments were received regarding the testing frequency
of 3years. Some respondents suggested that the timing of ‘every
3years’ should be deleted since this paragraph already provides for a
risk-based approach, so there is no need to be more prescriptive.
Another respondent considered that testing all the critical security
measures on an annual basis and all non-critical systems every 3 years
can betoo much forcomplex organisations and that these requirements
should be adapted to the kind of organisation we are talking about.
Other respondents considered thatthe periodof 3 yearsisa longspan
of timeand thattests forall critical ICT systems should be performed at
least on an annual basis, i.e. based on the asset classification process
previously mentioned. In 3 years, technology revolutions happen and
attack vectors evolvein impressive ways.

A third view was that new wording shouldbe added to ensure that the
timing for testing is risk based and the responsibility of the institution:
‘Financial institutions should perform on-going and repeated tests of
the security measures, commensurate with the criticality of the ICT
systems.” ForallcriticallCT systems {paragraph-18),these testsshallbe
: (ot | hasic N itical |

testedregulary onarisk-based-approachbutatleast every three
years.

One respondent also suggested that the scope be deleted (i.e. not to
specify ‘non-critical systems’). This respondent commented that
penetration testing is conducted on all external-facing applications
before going live, annually, and when there are material changes to
these applications. They test external-facing applications because these

The EBA’s analysis

See commenton paragraph 18above

The EBA considers that conducting tests on a risk-based
approach butatleastevery 3 years is critical to ensure
effective ICT and security risk management. Testing
systems less frequentlythan every 3 years may resultin
security measures being obsolete.

The EBA considers that a financial institution has to
conductitsown risk assessmentand conduct the tests
accordingly. However, it is important to ensure that
tests are conducted repeatedly, but notless frequently
than every 3 years.

The EBA considers that implementing these
suggestions would be unduly burdensome and not be
principle based. As suggested in the example provided,

Amendments to

the proposals

No change.

No change.

No change.

No change.
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are viewed as having a high risk exposure to threat actor operations.
Therefore the respondent considered that external-facing applications
rather than thecriticality of theapplicationwould be more reasonable
for taking a targeted approach to penetration testing.

The EBA’s analysis

an external-facing application should be a critical
system.

Amendments to
the proposals

Paragraph50

Onerespondentsuggested thatthis paragraphshould berephrased to
prescribe that only certified payment terminals have access to the
network.

The EBAconsiders the current wording of the guideline
to be sufficient, as it is in line with the relevant
regulation.

No change.

Paragraph50

Onerespondent suggested thatitseems thatthe requirement does not
take into account the current trends in payment services technology.
Paragraph50 requires all PSPs to test security measures implemented
in payment terminals and devices used to provide payment services,
payment terminals and devices used to authenticate the user of
payment services and devices and software supplied by the payment
service provider to the user of the payment service to enable the user
to generate/receive an authentication code. In the case of mobile
devices, such as smartphones and tablets, the requirement to test each
device model is not unrealistic, but it may be considered excessively
burdensome. Therefore, testing could be restricted to a limited range of
models, reducingthe potential choice of compliant mobile devices. Itis
suggested that the requirement to test mobile devices (smartphones,
tablets, etc.) be limited to the testing of the operatingsystemonly (eg.
Android, i0S, Windows Mobile).

The EBAis of theviewthat, as a rule, PSPs should enter
into contracts with their outsourcing providers for the
provision of payment services. Any form of contract
should be concluded between the PSP and its
outsourcer, not with the PSU. The EBA is awarethatin
some cases PSPs maynot have a close relationship with
sub-outsourcing providers because the whole process
is under the control of the primary outsourcing
provider. The EBA is also aware that PSPs might not
enter into contracts with suppliers of end user devices,
such as tablets or smartphones, or providers of
operating systems.

No change.

4.4.8.
Information
security
training
awareness

and

Paragraph52

A commentwas received that training should be required for staff with
relevant functions and that heightening the awareness of all staff is
addressed in paragraph 54. ... training programme for relevant allstaff

’

Theguidelines have been revised to clarify that training
programme includes periodic security awareness
programmes. They were alsoamended to clarify that a
training programme should be established for all staff,
including the management body and contractors. To
ensure that they are well informed, all staff should
undergo training (including security awareness

The
have
amended.

guidelines

been
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programmes), as appropriate, at least annually.
Paragraphs 53 and 54 were removed and the guidelines
amended accordingly:

‘Financial institutions should establish training
programme, including periodic security awareness
programmes, for all staff and contractors to ensure
that they are trained to perform their duties and
responsibilities consistent with the relevant security
policies and procedures to reduce human error, theft,
fraud, misuse or loss and trained to address
information _security-related  risks. = Finandal
institutions should ensure thatthe training programme
provides training for all staff members and contractors
atleast annually.

The EBA merged a few paragraphsin Section 3.4.8 and
redrafted the guidelines to require that institutions
should ‘establish a training programme, including
periodic security awareness programmes, for all staff
and contractors to ensure that they are trained to
perform their duties and responsibilities consistent with
the relevant security policies and procedures to reduce
human error, theft, fraud, misuse orloss and trained to
address _information security-related risks. This
ensures that the guidelines can be applied in a
proportionate manner.

The guidelines
have been
A few comments werereceived on thetrainingand whoitis addressed amended.
to. In particular one respondent questioned whether a security

awareness programme can be considered a targeted information

security training for staff members occupying key roles. Another

suggested removing ‘eccupyingkeyroles’, as this should apply to all

Paragraph53 staff. One respondent made the proposal for the additional wording:
‘Financial institutions should ensure that staff members occupying key

roles and main ICT risk-handling functions (e.qg. ICT operations staff,

ICT in-house development staff and ICT security management staff)

receive targeted information security training at least annually with The EBA considers that a security awareness

mandatory examinations.’ programme is not considered a targeted information

security training and that applying the requirement to

all staff would be undulyburdensome and would not be

principle based. The EBA considers that examples
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The EBA’s analysis

provided are the examples of roles, but no change is
needed to the guidelines in order to keep them
principle based. On the last point, the EBA considers
that to specify an examination requirement in the
guidelines would be too specific.

Amendments to

the proposals

No change.

Paragraph54

Onerespondent proposed the additional wording: ‘Financial institutions
should establish and implement periodic security awareness
programmes to educate their staff, including the management body
(together withmanagementassistance personnel), on how to address
information security-relatedrisks.’

The EBA considers ‘management assistance personnel’
as partof thefinancial institution’s staff; therefore, the
suggested clarification is not deemed necessary.

No change.

Paragraph54

A suggestion was made to replace awareness programmes with
‘awareness sessions’, as ‘sessions’ is deemed more flexible.

The word ‘programmes’ was selected inorder to speak
about the whole awareness training, which may
encompass sessions but also other things such as
manuals.

No change

Section 4.5. ICT
operations
management

Paragraph55

One respondent proposed adding the designation ‘appropriate’, in
order to cater for different internal organisation structures: ‘[...]Jbased
on processes and procedures that are documented, implemented and
approved by the appropriate management body’.

Another requested clarification that only material changes inthe overall
ICT risk management documentation should be approved by the
management body, since not every tiny change and adaption needs
managementapproval,aslongastheoverallconceptis notchanged.

The terms ‘management body in its management
function” and ‘management body in its supervisory
function” should be interpreted throughout the
guidelines in accordance with the applicable law within
each Member State.

The terms ‘management body in its management
function’ and ‘management body in its supervisory
function’ are usedthroughout these guidelines without
referring to any specific governance structure and
should be interpreted throughout the guidelines in
accordance with the applicable law within each
Member State. This definition is consistent with the
EBA Guidelines  on internal governance
EBA/GL/2017/11. The term ‘management body’ by

No change.
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definitionis an appropriate management body and is
already defined in the definitions section of the
guidelines.

The intention of the guidelines is that the initial
development, documentation and implementation of
operational processes and procedures should be
approved by the management body. The management
of changes to ICT and security risk management
processes and documentation is defined in
Section 3.3.1, paragraph 14.

Amendments to
the proposals

Paragraph55

Two respondents emphasised that the way financial i nstitutions decide
to complete the documentation for their ICT operations and maintain
their ICT asset inventories may vary and suggested keeping the
guidelines principle based with regardto how firms decide to do this to
avoid this activity increasing resource requirements and becoming
compliancedriven.

The guidelines require institutions to develop
processes and procedures that should consider the
maintenance of their ICT assets inventories; however,
they do not specify how these should be achieved,
which provides institutions with s ufficient flexibility.

Paragraph55

Two respondents suggested that the documentation of processes and
procedures need not be performed and approved by the members of
the management bodybut by executive/senior management structures.
Management bodyapproval of the main features of the operations and
a corresponding mandate to a responsible member of staff are
sufficient. Certain management body responsibilities outlined in the
guidelines should be amended to permit delegation where deemed
adequate. The proposed wording is ‘Financial institutions should
manage their ICT operations based on documented processes and
procedures;’

Another commented thatitis not possible thatthe management body
would ‘implement’ any policy that it would approve, as this extends
beyond its strategic role in the governance of the organisation. The
proposed wording is ‘Financial institutions should manage their ICT
operations based on processes and procedures that are documented,

The management body should approve the processes
and procedures; however, the EBA anticipates the
delegation of the documentation and implementation.
The guidelines have been amended to reflect this:
‘Financial institutions should manage their ICT
operations based on documented and implemented
processes and procedures (which, for PSPs, include the
security policy document in accordance with
Article5(1)(j)) of PSD2) that are documented;
implemented-and approved by the management body.

No change.

The  guidelines
have been
amended.
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implemented and approved by the management-body individual or
forum with delegated responsibility for ICT risks.’

A few respondents commented on the use of automation in ICT
operations. Some saidthat the guidelines should remain principle based
Automation and suggested removing any reference to the automation of ICT
operations, as firms may achieve operational efficiency through means
other than automation. These respondents recognised the benefits of
automation but also highlighted a number of potential risks, so in
certainprocesses it still makes sense to include expertiseindecisions. A
changeinwording was proposed: Te-increasetheefficiency-offinandal
institutions”ICT operations,fFinancial institutions are encouraged to
autom/se as—far—a-s—posslble,—autenuue ICT operat:ons—(e,g,—;eb

Paragraph56 The guidelines intend to show that manual tasks may The guidelines
cause errors. However, it is also clear that automation have been
may indeed be one of a number of ways of increasing amended.
effectiveness; therefore, the wording is amended to

reflect this: ‘Financial institutions should maintain and

improve, when possible, the efficiency of their ICT

operations, including but not limited to the need to

consider how to minimise potential errors arising from

the execution of manual tasks .

Fepmr—ef—ﬂnanewd—msnwﬂons—asset-s,—shlft—handovep) to minimise eperationsfinancial-institutionsshowld—asfar—as
potentla/ errors ar/smg from the execution of manual tasks Fmanaal possibleautomate ICT operations{e.g—job-scheduling

:s—ahg-ned—mth—the—bu-smess—pequ#ementsr Another res pondent repairoffinanciakinstitutions”assets, shifthandever-to
suggested removing the requirement for automation and to add minimisepotentialerrorsarisingfrom-theexecutionof
‘consider where automation of ICT operations may provide material manual-tasks—Financialinstitutions-should-ensure-that
benefit in the minimisation of potential errors arising from the theperHformanceoftheirlCToperationsisaligned-with
execution of manual tasks.’ the businessregquirements.’

One respondent commented that, given the relevance of security, this

P h56 ICT fficient attention in oth s Noch .
aragrap should betaken into account by ICT operations when performing their secur!ty Isf given su. |.C|en .a en I.on thother pa. o change
: . . S of the guidelines, specificallyin Section3.4. To avoid
duties, at least with the same attention as is given to the other .
- . . L . duplication of messages, no further changes are
requirements that ICT operations are subject to. Addition of ‘and . .
. 0 o1 . . . . requiredin paragraph53.
security’ is proposed: ‘[...] is aligned with the business and security
requirements’.
larificati h h i ‘
Paragraph56 Onerespondent requested clarification on how the requirement ‘as far The paragraphhas been revised inlinewith comments The  guidelines

as possible’ can be measured by competent authorities for compliance. - .
P Y P P received, and the reference to ‘as far as possible’ has have been

been removed. The EBA considers that, for the amended.
assessment of  principle-based requirements,
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competent authorities are expected to use an approach
that takes into account each institution on a case-by-
casebasis.

Amendments to
the proposals

Paragraphs 56
and57

One respondent recommended that the guidelines remain principle
based on howfirms decidetoincrease ICT operational efficiencies and
suggested removing the prescriptive requirements on how firms
achieve this outcome. The respondent recognised the benefits of ICT
operations capacity monitoring and performance management;
however, the implementation of such programmes for financial service
firms operating globally is often costly, complex and may not deliver
immediately the benefits expected. For example, the logging and
monitoring of procedures for critical ICT operations may not increase
operational efficiencyif notimplemented appropriately.

The comment has been accommodated in revised
paragraph53 (see comment above), and examples
have been removed.

With regard to paragraph57 (revised paragraph 54),
the EBA considers that logging and monitoring
requirements are important and need to be in place.
However, the manner and extent to which they are
implemented is decided upon by institutions
proportionately.

The
have
amended.

guidelines
been

No change.

Paragraph58

Onerespondent suggested that this requirement shouldalsodepend on
protectionneeds and the business criticality of the process and/or asset
— only for the critical assets of the bank and only for the key
components. The additional wording suggested is ‘Financial institutions
should maintain an updated inventory of their_critical ICT assets
(including the core ICT systems, network devices, databases).

Another respondent suggested identifying assets that are ‘critical’ in
providing service capability.

The inventory should contain all assets, which then
need to be classified for criticality. Maintaining an
inventory of only critical assets risks omitting assets
that were not correctlyclassified.

No change.

Paragraph58

One respondent requested clarification of the objective behind a
requirement to have a single system to carry this information, as the
goal of enabling a proper configuration and change management
process can be achieved in other ways, including by using a suite of
tools. The respondent acknowledged and agreed that financial
institutions should maintain up-to-date inventories of ICT assets.
However, it considered that the requirement in this section should
specify desired outcomes rather than specific features of an asset
management system. Financial institutions that maintain very large
systems may choose to keep asset, configuration, change and

Paragraph58 (revised paragraph 53) does not require a
financial institution to keep the inventory in a single
system. The way the inventory is maintained is up to
the institution; these guidelines specify only what
should be maintained.

No change.
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dependency information in systems specifically optimisedfor each use,
rather thaninsingle monolithicassetinventory systems.

The EBA’s analysis

Amendments to
the proposals

Paragraph58

One respondent suggested substituting ‘decument the configuration’
with ‘contain the configuration’.

The comment has been accommodated by replacing
‘document’ with ‘store’.

The
have
amended.

guidelines
been

Paragraphs 58
and59

Onerespondent suggested that clarification was needed on the extent
to which financial institutions have to document interdependencies
between the different ICT assets.

One respondent suggested specifying the desired outcomes in asset,
configuration or change management, to which ICT professionals can
adhere using verifiable and commercially reasonable means. The
respondent argued that, while it is reasonable to require ICT
professionals to understand the components and/or systems on which
an application or system depends, this is not true in the opposite
direction. For example, while the operating system version on which a
particularapplicationreliesis animportant dependency to understand,
itwould notbe practical for anoperating systemvendor to know all of
the software packages that may at some point run on that operating
system.

The EBA considers that providing more detailed
recommendations on the level of details or specific
solutions would make the guidelines | ess practical and
more burdensome. Theintention is to remain principle
based, to allow their proportionate implementation.

No change.

Paragraph59

One respondent suggested identifying the ‘legal, regulatory or
contractual requirements’ that need to be addressed when managing
the asset.

The EBA considers that these legal, regulatory or
contractual requirements do not need to be captured
intheinventory of assets on such a granularlevel.

No change.

Paragraph60

Onerespondent suggested replacing 4CTFassets’ with ‘software assets’
becausethis provision is limited to software assets, as hardware can be
managed in a different way, following a specific hardware technology
life cycle. Moreover, the respondent proposed adding ‘or other external
ICT experts’ to reflectthatitis alsopossible to have support from third
parties (e.g. for open source solutions) that are not the vendor of the
software.

The revised wording proposed was: ‘Financial institutions should
monitor and manage life cycle of I€T software assets to ensure that they

The focus of the paragraph is to ensure that relevant
ICT assets continue to meet and support business and
risk management requirements. The EBA does not
intend to limitthe scope to software only, as hardware
alsoneeds to be taken intoconsideration.

The comment on external experts has been
accommodated: ICT assets are supported by their

No change.
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continue to meet and support business and risk management external or internal vendors and—er—in-house The guidelines
requirements. Financial institutions should monitor that the ICT developers’ have been
software assets are supported by theirvendors, er in-house developers amended.
or other external ICT experts and that all relevant patches and upgrades
are applied based on a documented process. The risks stemming from
outdated or unsupported ICT software assets should be assessed and
mitigated.’
Onerespondent suggested substituting ‘restoration’ with ‘recovery’. . .
Paragraph62 P g8 & The processisa restoration, as backupsare performed  No change.
for the recovery of a system’s functionality. The EBA
considers that the paragraph’s text is logical and
sequential.
Paragraphs 62 Two rgspondepts recommenfjed that the guidelines remain principle These guidelines requires financial institutions to Nochange.
basedin how firms decideto implementdataandICTsystems backups ) .
and 63 ) . ) define their backup and recovery processes
and restoration procedures and to remove prescriptive requirements . ) . . .
) . . requirements, in line with business recovery
on how firms achieve this outcome. . o
. . requirements and thecriticality of the dataandthelCT
Onerespondent suggested that backup requirements should be aligned . .
. . e systems. However, the EBA does not specify how this
to the business recovery requirements. System criticality is more . )
. . . L should be achieved. Hence, the EBA has defined
aligned to the BIAfor technologyinbusiness continuity management. rinciples rather than specific requirements
Another respondent recognised the benefits of ICT systems and data P P P g ’
backups and restoration. However, it suggested that further The EBA specifically mentioned that backup
considerations mayberequired (e.g.impacttolerance levels, firmsrisk  requirements are defined in line with business recovery
appetite). requirements and thecriticality of thedataandthelICT
systems.
Some respondents requested further specification of superviso . S
Paragraph63 . P .q P P , . P ry The comment has been accommodated in order to  The guidelines
expectations for whatis meant by ‘sufficiently remote’, in order to avoid . L . .
discrepancies inimplementation. One respondent asked for clarification remain more principle based regarding the location of have been
P P : P backups. With regardto the remotelocation,itshould amended.

on whetheritis acceptablethattheremotelocation or locations arein
the samecity as the primary site butfar awayin distance.

beinsuchalocationthatitis notexposed to thesame
risks as the primary site. The guidelines have been
amended as follows: ‘Financial institutions should
ensure that data and ICT system backups are stored
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Another respondent asked what was the desired outcome, an RPO or
anRTO?

The EBA’s analysis

securely i-oneor-morelocationsoutofthe primary
site,whicharesecureand are sufficiently remote from
the primary site so they are not se-as-to-avoid-being

exposed to the samerrisks.’

The desired outcomeis to recover systems to meet
business recovery requirements. As part of setting
these requirements, firms can consider defining RPOs
and RTOs that are relevant to specific processes,
systems and data.

Amendments to
the proposals

No change.

45.1.

incident
problem
management

ICT
and

Onerespondent commented thattheimplementation of requirements
in paragraphs 64and65 seems to alignwith the requirements detailed
in the BIS BCBS's ‘Principles for the sound management of operational
risk’ ® regarding ‘loss data collection’ (pagel1l), and recommend
considering addinga reference to this document, as it would help clarify
andtracerequirements to their potential source.

The EBA considers that the objectives of loss data
collection and incident and problem management are
different.

No change.

Paragraph64

Onerespondent commented that this description was primarilyfocused
on the aim of incident management. Since Section 4.5.1 was meant for
incident and problem management, the respondent suggested
providing additional wording: ‘The primary objectives of problem
management are to prevent incidents [..] (proactive problem

management).’

The EBA considers that the primary objective is to
enable financial institutions to continue or resume
critical business functions and processes when
disruptions occur. Problem management processes are
one of the means to achieve this. The EBA describes
problem management processes in paragraph 60(c).

No change.

Paragraph64

Several respondents noted that the word ‘financial institutions was
missing.

Drafting change accepted.

The
have
amended.

guidelines
been

9 https://www.bis.org/publ/bcbs195.pdf
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Paragraph64 One responden't sugggs'ted'th'e additional wording ‘timely resume’, to Suggestion accepted and the guidelines amended as The guidelines
emphasise the time criticality issue. ) ) . . ,
follows: ‘[..] continue or resume, in atimely manner|..]. have been
amended.
Paragraph64 One responden’F asl'<ed- for the gwde!mes to spe.cn‘y.an.d provide The guidelines focus on operational and security Nochange.
examples of which incidents are considered security incidents and . . . - .
. . L incidents that are described in the definitions section of
which are considered another type of ICT incident. .
these guidelines.
Onerespondent expected financialinstitutions to havecriteriain place Early warning indicators are part of the problem
for (1) operational incidents, (2) security incidents, and (3) early warning  identification process and the way in which the Nochange.
indicators. problem identification process is implemented may
vary between institutions; therefore, any further
details would be disproportionate and burdensome.
Paragraph65 One res'popdentwelcomed th? prlnglple-based guidance on resurnpgon As the guidelines follow a principle-based approach, No change.
of service in the event of a disruption but recommended considering - . .
. . - . o > providing more specific requirements would not be
separating out the list of activities that firms should consider in their . .
S practicaland proportionate.
incident and problem management as examples of how the
requirements could applyor beinterpreted.
Onerespondent suggested that, for internal products/services, thereis . o
Paragraph65(a >P g8e . P / The comment has been accommodated. Service level The  guidelines
sometimes noSLA available, sothis cannot be used as a benchmark. The . . o
) e L . . ) agreements arenotthedriver to decidethe priorityof have been
criticality rating is present in every case. The change in wording L L .
oo e ) , anincident, as this priority should be based on business amended.
suggested is ‘business criticality and orservice agreements e 1 . .
criticality assessments. Reference to ‘service
agreements’isremoved.
Two respondents commented that security incidents outside the . N o
Paragraph65(c) . p S y . The EBA considers that it is important to take account The guidelines
organisationare notpart of an institution’s own incident management. o . ) N
> e . . . . of incidents affecting a financial institution that have have been
A financial institution is unlikely to be able to act to ‘identify, consider . . .
occurred outside, forexample ata service provider. The amended.

and resolve’ problems external to its organisation. The present wording
could be misunderstood to mean that incidents within other
organisations would also have to be considered.

ways in which to avoid recurrence of incidents,
however, areinthe control of aninstitution. The text of
the guidelines has been revised to provide more clarity:
‘should analyse operational or security incidents likely
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The suggested changes in wording are ‘within end/eroutside the

organisation’ and ‘financial institutions should analyse operational or

security incidents that-have been-identified-or-have occurred-within
1/ idet) isetion.’

The EBA’s analysis

to dffect the financial institution that have been
identified or have occurred within and/or outside the
organisation|...]'.

Amendments to
the proposals

Paragraph65(f)

One respondent suggested further considering the impact on firms
operating acrossmultiple jurisdictions of having to comply with multiple
requirements or reporting obligations. Thereis anincreasing risk of the
proliferation of incident reporting requirements for firms, which may
increasethereporting burden onfirms, as well as divert resources from
actual risk mitigation. The respondent suggested that the EBA should
consider how to support efficient reporting mechanisms, such as
‘provide once, satisfy many’, or how reporting information could be
aggregated by authorities and shared with industry to support
preparedness and response. The respondent was supportive of an
effective and coordinated incident response plan that would support
the industryin the event of a large-scale disruption, which mayrequire
input and testing with the public sector’s response (e.g. an EU
blueprint).

The EBA is aware of the need for multiple submissions
acrossjurisdictions; however, sucha proposal is outside
the scope of the guidelines. Moreover, the EBA has
flagged this issue to the European Commissionin its
Joint ESA advice on the need for legislative
improvements on ICT risk management requirements
(JC201926).

No change.

Paragraph65(f)

One respondent proposed adding the words ‘and internal’. The
suggested wording is ‘specific external and internal communication
plans’.

The suggested change would overlap with
paragraph 60(d), which covers internal communication
plans.

No change.

Paragraph65(f)
(i)

Onerespondent proposedthe addition of ‘(e.g. customers, other market
participants, the supervisory authority, any existing sectoral
CERT/CSIRT), as appropriate’ to ensure maximum involvement of sector
structures dedicated to cybersecurity in order to facilitate crisis
management coordination and sectoral response in case of systemic
events.

Another respondent suggested that there may be clashes with other
legal provisions here, as potentially confidential (e.g. personal) data that
may be protected by law andfor which the guidelines are unlikely to be

As the guidelines follow a principle-based approach and
the list of examples cannot be exhaustive, the EBA
considers that providing more s pecific examples would
not be practical or proportionate.

As the guidelines follow a principle-based approach and
the list of examples cannot be exhaustive, the EBA

No change.

No change.
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an adequate basis for encroachmentin every case can be affected. The
suggested additional wording is ‘to provide timely information to
external parties (e.g. customers, other market participants, the
supervisory authority), as appropriate and in line with the applicable
regulation and legislation (e.qg. GDPR).’

The EBA’s analysis

considers that providing specific examples would not
be practical or proportionate.

Amendments to
the proposals

4.6. ICT project
and change
management

Agileprinciple

Many respondents suggested that Section 4.6, ‘ICT project and change
management’, should be redesigned to allow modern project
management practices to be used for system/application development
(e.g. Agile, Tribes).

It was suggested to focus more on what is to be achieved (control
principles) and less on how this should be achieved. Draft requirements
could be perceived to dictate that project management and system
development methodologies should follow the waterfall model, i.e. a
linear sequential design approach for software development. Most
financial institutions have already orarein the process of adopting agile
software development. This is another example of these guidelines
limiting the options available for financial institutions, in this case not
only related to risk management butalso to business development.

One respondent proposed amending this sectionin such a way that it
facilitates agile working in ICT development projects. Financial
institutions have increasingly adopted agile ways of working in the
development of software. This means that the requirements described
in paragraph 73, which envisage that the process of the devel opment of
ICT systems shouldinclude a), b), c) and d), cannot be met by the
financial institutions that use agile methods. In competitive
environments, the need for flexibility, especially with the limited
separation of duties and new ways of organising projects, is seen as
mandatory.

The iterative approach of ‘agile’ methods supports a product rather
than a project mindset. This provides greater flexibility throughout the

The EBA has updated all of Section 3.6 to make it more
principle based andtechnologyneutral.

The EBA defined the desired outcomes of these
guidelines andthe principles thatinstitutions can apply
to achievethese outcomes. The guidelines do not seek
to define specific ways in which the outcomes can be
achieved, anditis up toinstitutions to decide how best
to applytheseprinciples. The EBAapplied the principle
of proportionality throughout the text and focused on
creating technology agnostic and future proof
guidance. Hence, the EBA does not specify what
software development methodology is to be used nor
what specific standards or technology are to be applied.
The executive summary has been amended to include
the following sentence: ‘These guidelines intend to be
technology and methodology agnostic.”

Based on the suggestion, the paragraph has been
revised and prescriptive elements removed. Instead,
the guidelines now require that ‘This process should be
designed using a risk-based approach. iaclide:

a)setting-objectives during-the developmentphase;

The guidelines
have been
amended.
The guidelines
have been
amended.
The  guidelines
have been
amended.
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development process, whereas in projects the requirements are
defined and locked downfrom the very beginning making it difficult to
change them later. Iterative product development allows the software
to evolvein response to changes in business environment or market
requirements.

The EBA’s analysis

Amendments to
the proposals

One respondent suggested that the guidelines should rather focus on
providing clarification of supervisory expectations regarding adequate
governance and control related to (material) changes. The respondent
considered that some requirements of the draft guidelines are
expendableand notfitfor purpose. In particular, where the guidelines
outline the implementation of ICT-related changes primarily through a
projectsetup, thereis alack ofinsight on state-of-the-art ICT challenges.
The respondent considered that the draft guidelines focused too
strongly on project setup, which did notfit the actual practicein, among
other things, software development. Software is increasingly being
developed continuously or in agile project setups (e.g. Scrum) rather
than in so-called ‘waterfall’ project setups (as particularly indicated in
paragraph 68 of thedraft guidelines).

Another respondent advised adding a provisionin Section 4.6 on the use
of control mechanisms, regardless of the methodology employed.

One respondent suggested the possibility of including the draft
guidelines on ICT project management (i.e. Section 4.6.1) as general
requirements for, for example, project and change management, into
the Guidelines on internal governance under Directive 2013/36/EU
(EBA/GL/2017/11). It argued that the draft Guidelines on ICT project
management, as specified under Section 4.6.1 of the draft guidelines,
do not contain any ICT-related specifications but constitute general
requirements on project management that are applicable to a multitude

References to the phases of each project have been
removed in order to ensure that these guidelines are
software development methodology agnostic: 7...JICT

project management policy that definesthe phasesof
eachprofectand-includes as a minimum’.

Logical access controls have to be implemented,
including the elements stated inparagraph 31(a) to (g).

The revised Section 3.6 defines principles relevant to
project and change management processes that
financial institutions can apply to ensure that changes
to production systems are recorded, tested, assessed,
approved, implemented and verified in a controlled
manner, with the aim of ensuring that |CT projects have
appropriate governance and oversight and that the
development of applications is carefully monitored
fromthetest phaseto the productionphase.

The guidelines
have been
amended.

No change.

The guidelines
have been
amended.
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of fields and should therefore be incorporated (including agile project
setups) inguidelines thatfocus on institutions’ organisational duties.

The EBA’s analysis

The executive summary has been amended to explain
that these guidelines are technology agnostic.
Furthermore, the EBA considers that changing the
Guidelines on internal governance would be
counterproductive.

Amendments to
the proposals

No change.

General4.6

One respondent acknowledged the importance of ICT project
management and promoting adequate standards to ensure the safe and
secure implementation or change of ICT systems, but recommended
that the guidelines remain principle based regarding how firms
implement adequate standards for ICT project and change
management, and rather focus on firms being able to demonstrate
adequate capabilities and outcomes.

The executive summary has been amended to explain
thattheseguidelines aretechnology and methodology
agnostic and hence the EBA does not specify what
standards or methodology should be used to achieve
the requirements of the guidelines.

No change.

General4.6

One respondent suggested including provisions associated with risk
management, since it must bean inherent part of changes, acquisitions,
new developments, projects, etc., to enable the ‘security by design and
by default’ paradigm.

In these guidelines, Section3.4.4 on ICT operations
security requires institutions on an ongoing basis to
determine whether changes in the existing operational
environment influence the existing security measures
or require the adoption of additional measures to
mitigate related risks appropriately. These changes
should be part of the financial institutions’ formal
change management processes, which should ensure
that changes are properly planned, tested,
documented, authorised and deployed.

A combination of requirements in Section 3.4.4 and
Section 3.6 will ensure that information security
requirements are considered.

No change.

4.6. ICT project
and change
management

Onerespondent suggested that the implementation ofthis requirement
seemed to indicatethatitwould be expected of firms to complete this
blanket control across all activities regardless of criticality; it

Financial institutions should ensure that changes to
production systems are recorded, tested, assessed,
approved, implemented and verified in a controlled

No change.
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the proposals
Paragraphs66 recommended clarification ofthe scope and of what wouldbe expected manner. An institution should decide how
to 82 of firms andthatitwould be performed using a risk-based approachto requirements in Section 3.6 apply, considering the
ensurethatitisrealistically completed, inline with best practices. scale and complexity of the project or change, the
nature of the change or project and related activities,
the types of services affected and the corresponding
ICT and security risks related to the financial
institution’s processes and services affected by the
changeor project.
46.1. ICT One respondent suggested that Section4.6.1 on ICT project Section3.6.1 defines important principles related to
project management should be removed, as it is too high level and, to a large project management. Although there are some
management extent, is a repetition of more specific and concrete requirements references to this process in other sections of the
covered elsewhere. The guidelines already required institutions to guidelines, itisimportantto keep this sectionto ensure No change
assess risks in major ICT changes (Section4.6.3: ICT change thata holisticsetof principlesisdefined. '
management; Section4.3.1, item 15: identify and assess ICT risks
resultingfrom major change; Section4.3.3,item 21: ICT riskassessment
to be performed annually or on any majorchanges).
The reference to procurement management has been
One respondent suggested that as these guidelines contained ICT and removed to ensure better consistency with a principlee  The  guidelines
security risk management provisions, procurement managementisnot based approach. Furthermore, procurement have been
within the scope of these guidelines. management-related principles are sufficientlydefined amended.
inthe EBA Guidelines on outsourcing arrangements.
Paragraph66 One re'sponder\t commen'Fed that the guidelines pa ruCu!arIy To accommodate the comment, the EBA has amended The guidelines
emphasised the implementation ofthe ICT strategy through ICT projects . . . .
but that the objectives of the ICT strategy could be implemented by paragraph6 inSection3.2.2 on ICT strategy: Finandal have been
institutions should establish sets of action plans that amended.

various equivalent means. The respondent commented that the
implementation of an institution’s strategy should be effectively
supported through adequate governance processes and therefore
considered the requirements in the guidelines misleading, as they
might be interpreted by institutions as supervisory expectation to

contain measures to be taken to achieve the objective

of to—suppert the ICT strategy. These should be
communicated to all relevant staff (including
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implement ICT-related strategic objectives exclusively through projects. contractors and third party providers where applicable
The respondent suggested that instead of focusing on project setups, and relevant).’
clarification of supervisory expectations should focus on an adequate Section 3.6. paragraph 61 has also been revised: 4
control or change management framework (see Chapter 4.6.3.). ) e .
financial institution should implement a programme
and/or project governance process that defines roles,
responsibilities and accountabilities e—adeguate
project—implementation—leadership to effectively
support theimplementation of the ICT strategy through
CT oroiects.”
Paragraph71 hasalso been deleted.
Paragraph66 Three responf:Ien‘Fs requested 2 clear defi T"'Elon or clarification of ‘an The EBA defined key principles of the project The  guidelines
adequate projectimplementation leadership’. . s
governance process to include roles, responsibilites have been
and accountabilities. However, how this project amended.
governanceisimplemented is up to each institution.
Paragraph67 One- responden.t.sugge.f.ted that fl-nanaal -|nst|tut|ons should also The EBA considers that the requirements related to
monitor and mitigate risks regarding the involvement of external . . . . . . No change.
. . . . . relationships with third party providers are sufficiently
solution providers during the project (e.g. transfer of confidential data . . .
during development or development environmentsinthe cloud) covered in Section 3.2.2 ——Strategy, Section3.23 —
) Use of third parties and Section 3.6.2 — ICT systems
acquisitionanddevel opment.
(0] dent ted thatth i ts of thi h
Paragraph68 neresponaentsuggested that the requirements orthis paragraphare The EBAhas removed ‘phases of each project’ to depart  The guidelines

too prescriptive, asthey do notallow strategy implementation through
non-project activities, e.g. agile/lean methods. The respondent
suggested deleting and——includes at
minimum:—and-the points{a)-{g).. Another respondent suggested
making them examples and not minimum requirements. Furthermore,
in order to allow agile project development methods, additional
wording at the end of paragraph68 was proposed: ‘For agile
development, corresponding methodscan be used.’

fromthe waterfall approach, but the EBA considers that
the underlying principles still remain even if using agile
methodology: ‘ICT project management policy that
defmes—the—pha—se—s—ef—eaeh—p#efeepa-nd—lncludes asa

minimum’,

havebeen
amended.
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Onerespondent suggested that the requirements of this paragraphare
too prescriptive, asthey do notallow strategy implementation through
non-project activities, e.g. agile/lean methods. The following changes
were suggested:

‘The policy should ensure that information security requirements are
analysed and approved by a function that is independent from the

development function.throughallphasesofanlCT project.’.

Paragraph69

The EBA’s analysis

The guidelines have been amended in line with the
suggestion.

Amendments to
the proposals

The guidelines
havebeen
amended.

Two respondents asked which function that was independent from
development hadenoughauthority to analyse andapprove the security
requirements. One respondent asked for clarification of the desired
outcome, and pointed outthatin a DevOps development scenario, this
method may slow down the delivery of security fixes, which seems
contradictory to the requirement to push security patches as fast as
possible.

Paragraph61 defines project governance process,
which will be relevant for defining the independent
function responsible for ensuring that information
security requirements are considered.

The guidelines
havebeen
amended.

Paragraph70

Somerespondents requested a clear definition of ‘adequate knowledge’
and in particular whether it means that the project team’s member
should have knowledge about business, if the scope requires it (eg a
payment expert), or it means that work stream leads should have
project management knowledge, or both.

The aim of the guidelines is to ensure that project
participants have knowledge thatis both sufficient and
relevant to the project and the related business
processes and systems being devel oped.

No change.

Paragraphs71
and72

Onerespondent suggested that the requirements of this paragraphare
too prescriptive, asthey do notallow strategy i mplementation through
non-project activities, e.g. agile/lean methods. The following change
was suggested: ‘The responsibilities of the project team members should

be defined and documented in the project plan. and-approved-by-the
. ! - l ! ! . l l ! ’

Italsosuggests the following changein the ensuing paragraph:

‘Establishment and progress of ICT projects and their associated risks

should be reported to the management body, individually or

aggregated, depending on the importance and size of the ICT projects,

See comments on paragraph 66 above. Based on the
amended text in paragraph 66, paragraph 71 has been
removed.

Risks stemming from projects need to be considered in
institutions’ wider risk management frameworks.

The guidelines
havebeen
amended.

No change.
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regularly and on an ad hoc basis as appropriate. Financial-institutions
houldinclud ioct risk in their risk 5 .’
4.6.2. ICT One respondent suggested adding a reference to 1SO 27001 A.14on Theguidelines are technology agnostic; therefore, they
systems system/software development life cycle, as 1SO27001 can be do not refer to specific standards or technologies.

acquisition and
development

considered an appropriate software solution. Another respondent
asked that the principles of secure software development life cycles
should be discussed inmore detail.

Although having a secure software development life
cycleisgood practice, the EBA is not mandatingit, but
rather specifies principles to achieve similar outcomes.

No change.

Paragraph73

Onerespondent suggested deleting the minimum requirements for the
acquisition, development and maintenance of ICT systems to allow agile
software development. Another respondent commented that the
development/maintenance process requirements apply to all ICT
systems. As these may be highly complex, high-risk systems or simple,
low-risk systems, a risk-based process design should be possible. The
respondent proposed using a risk-based approach and specifying that
the points listed should beincluded in principle.

The guidelines aim to provide the facility for a risk-
based approach; therefore, the comments have been
accommodated by removing the specific requirements
setoutinitems (a)to (d).

The guidelines

Paragraph73(d
)

Onerespondent commented that not specifying applications for testing,
approval andrelease would make the rollout of criticalsecurity patches
for, for example, operating systems, unduly formal and thereforerrisky.
The respondent proposed clarifying that for financial applications,
additionally testing, approval and release....”

The guidelines do not intend to be prescriptive. The
intention of this requirement was for the security
monitoring process to assist a financial institution to
have a better understanding of its own systems and
risks. As indicated in the previous comment, items (a)
to (d) have now been removed.

Paragraph74

Two res pondents suggested revising the wording to allow agile software
development. They specifically suggested that the second sentence
should be removed. One respondent commented that the proposed
methodology suggests following a one-solution model; however, the
respondent expressed a view that in DevOps product development
scenarios, other methods should be considered. The risk can be
mitigated by breaking the changes into classes of risk and automating
testing batteries for defined risk levels. For example, lower risk issue
testing can then be automated, thereby focusing development

The guidelines have been amended to ensure that
financial institutions clearly define requirements for ICT
systems, and that the guidelines are technology
agnostic and would apply to agile software
development.

havebeen
amended.
The guidelines
have been
amended.
The  guidelines
have been
amended.

106



FINAL REPORT ON GUIDELINES ON ICT AND SECURITY RISK MANAGEMENT

Comments

EUROPEAN
BANKING

AUTHORITY

Summary of responses received

resources on critical issues. This method serves to focus attention on
the critical levels and meets the requirement of patching security fixes
as fastas possible.

One respondent suggested the additional wording: ‘Financial
institutions should ensure that before any acquisition or development of
ICT systems takes place (e.q. at the request for information phase), |...].

The EBA’s analysis

Financial institutions should consider the results of
their risk assessments when deciding what
methodologies best suit them.

These guidelines are technology agnosticand do not
specifywhat specific standards or technology should be
used to comply with the guidelines. The EBA amended
the executive summaryto explain that thes e guidelines
are technology agnostic and hence the EBA does not
specify what software devel opment methodology and
standards should be used.

Amendments to
the proposals

No change.

Paragraph75

Two respondents suggested a change in wording to allow more
flexibility: ‘Financial institutions should ensure that measures are in
place to prevent mitigate the risk of unintentional alteration or
intentional manipulation of the ICT systems during develop ment.’
Another respondent commented that only precautions canbe taken, as
‘prevention’ cannot be fully ensured; therefore, a change of wording
was suggested: ‘Financial institutions should take precautions ensure
that-measuresareinplaceto prevent unintentional alteration....”
Another respondent commented that the word ‘development’ creates
confusion and sought clarification on what these measures should be.

The comment has been accommodated.

The EBA has updated the text to focus the outcome on
mitigating therisk.

The EBAhas amended the text to refer to ‘development
and implementation in the production environment’.

The guidelines
have been
amended.

The guidelines
havebeen
amended.

The guidelines

Paragraph76

One respondent proposed adding a reference to business criticality:
‘Financial institutions should have a .... their first use. This methodology
should take into account the criticality of business processes and

assets.” Another respondent suggested an amendment to allow agile

software devel opment: When-applicable regressiontestingshould be
performed to-ensurethatnewICT systems performinthesamewayas

The EBA amended the text to make it more
proportional and principle based: ‘Financial institutions
should have methodology in place for testing and
approval of ICT systems prior to their first use. This
methodology should consider the criticality of
business processes and assets. The testing should
ensure that new ICT systems perform as intended.
W icable, ; 5 hould |

performed-to-ensure thatnew ICT systems perform-in

havebeen
amended.
The guidelines
have been
amended.
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The EBA’s analysis

the same wayras previously developed and tested
systems. They should also use test environments that
adequately reflect the production environment so-that
he behayi f the ICT L 1t
. ! licted andsufficient] %

Theseamendments alsoensurethatthe guidelines are
technology agnostic and do not specify what software
development methodology and standards should be
used.

Amendments to
the proposals

Paragraph76

One respondent suggested mentioning other equally important test
types apartfromregression testing (i.e. unit testing, integrationtesting,
user acceptance testing). They also suggested using test environments
that adequately reflect the production environment so that the
behaviour of the ICT systems in the production environment can be
predicted and sufficiently tested. It proposed additional wording in
paragraph76:

‘a) they should use test environments that adequately reflect the
production environment so thatthe behaviourof the ICT systems in the
production environment can be predicted and sufficiently tested,

b) they should use various testing methods, like integration testing, user
acceptance testing and performance testing, align risk-based approach
to ensure that ICT system has the acceptable characteristics, and

c) if applicable, regression testing should be performed to ensure that
new ICT systems perform in the same way as the previously developed
and tested system(s) of the same function or the original system
version.’

These guidelines are technology agnosticand do not
specify what specific types of tests should be used to
comply with the guidelines. Financial institutions
should decide what test types are best to ensure that
new ICT systems perform as intended, depending on
the criticality of business processes andassets that are
affected by a change. They should also use test
environments that adequately reflect the production
environment. The reference to regression testing is
removed.

No change.

Paragraph77

Onerespondent requested a definition of ‘errant codingpractices.’

The text of the guidelines has been revised to provide
more clarity on expected processes: ‘Financial
institutions should test ICT systems, ICT services and
information security measures to_identify potential

The guidelines
havebeen
amended.
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A - [ [ NTT
couldlead—to security weaknesses, violations and
incidents’.
One respondent suggested using the term ‘penetration testing’ in this o - -
Paragraph77 . p' - & & . P . . 'g , Theguidelines are s ufficiently clear and principle based
section, similar to paragraph 76, which uses ‘regression testing’. The . . . o No change.
. U . . R to requiretesting without s pecifying exactly what type
suggested additional wording is ‘When applicable, penetration testing i< required
should be performed to identify system vulnerabilities....” In addition, q )
therespondent suggested mentioning ‘technical testing’ and “functional
testing’, instead of ‘testing’.
Paragraph78 Some res pond’ents suggested replacing “uaverified- with ‘unauthorised The word ‘unverified’ encompasses both unauthorised
or unaccepted’. No change.
and unaccepted.
Paragraph78 Somg res ponder?ts highlighted a wide practice across the industry of The EBA amended the text to highlight the objective of
copying production data to testing systems, and to ensure adequate . . - . .
. L L, protecting the confidentiality and integrity of
segregation proposed the additional wording 7...] and other non- . . . .
. . . . production data in non-production environments. But S
production environments. Copying of production data to other . . The guidelines
. .. the guidelines remain technology and methodology
environments shall not take place. Only scrambled data can reside in i g e g e e L. have been
non-productionenviromments.” agnostic: ‘A financial institution should ensure the amended
b * integrity and confidentiality of production datain non- '
production environments. Access to production data is
restricted to authorised users.’
Onerespondent suggested replacing ‘tra-comprehensivemanner with . .
Paragraph79 P g8 P & The EBA considers that use of the words ‘best practices’ No change.

‘according to best practices’, as reference to best practices avoids the
lack of clarity in the term ‘comprehensive manner’ and caters for future
developments in the protection of source code.

Another respondent commented that user documentation does not
make sense for all systems, e.g. infrastructure systems, and proposed
the following addition: ‘should contain (where applicable) at least user
documentation...”

‘

would create more ambiguity, while ‘in a
comprehensive manner’ is in line with the principle-
based andproportionate approach of the guidelines.

The comment has been accommodated.

The guidelines
havebeen
amended.
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Onerespondentrequested clarity surrounding the desired outcome of
this requirement — i.e. to assist in knowledge transfer from departing
employees or to give existing employees an easier path to information
discovery. Therespondentagreed and acknowledged that source code
integrity was critical to the success of any ICT system, but noted that
many of the system components require specialised knowledge and
may beintellectual property.

The EBA’s analysis

The EBA considers that the main purpose of this
paragraphisto ensurethetransfer of knowledge from
departing employees.

Amendments to
the proposals

No change.

Paragraph79

Onerespondent expressed a view that this requirement was partially
the sameas paragraph 75.

The requirements in this paragraphare specificto
source code management.

No change.

Paragraph80

Onerespondentrequested adding the definition of ‘business-managed
applications’ and using standard definitions (e.g. COBIT, 1SO, etc.) where
possible.

In the context of this paragraph, business managed
applications are merely an example of ‘ICT systems
developed or managed by the business function’s end
users outside the ICT organisation’. The EBA considers
the current wording of the guidelines to be sufficient,
asitisinlinewiththerelevantregulation.

No change.

Paragraph80

One respondent requested clarity on the desired outcome of this
measure. The respondent said that financial institutions’ processes for
acquisition and development of ICT systems should not necessarily
apply to systems developed outside the organisations. For instance, if
telephone systems are outsourced to a provider, the ICT functionshould
manage the performance of the outsourced telecommunications
service through an SLA and understand the risks and controls
surrounding this outsourcing.

The desired outcome of thisparagraphis to ensure that
ICT systems managed outside the ICT organisation are
subject to the same controls as those managed by the
ICT organisation.

The EBAis of theview that, as a rule, PSPs should enter
into a contract with their outsourcing providers for the
provision of payment services. Any form of contract
should be concluded between the PSP and its
outsourcer, not with the PSU. The EBA is awarethatin
some cases PSPs may not have close a relation with
sub-outsourcing providers because the whole process
is under the control of the primary outsourcing
providers. The EBA is also aware that PSPs might not
enter into contracts with suppliers of end user devices,
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The EBA’s analysis

such as tablets or smartphones, or with providers of
operating systems.

Amendments to
the proposals

Paragraph80

Onerespondent requested clarity on theterm ‘risk-based manner’.

The term risk-based manner is the same as risk-based
approach, which has been used in other places
throughout the text. This means that itis up to an
institution to define the process applicable for the
management of the business-managed applications
based on the risk and criticality of these systems. The
wording has been amended to be consistent with other
parts of the guidelines.

4.6.3.
change
management

ICT

One respondent suggested adding a comment regarding the ‘post-
implementation review’, which should give assurance that the change
implementation has been done successfully without unexpected
impacts. Based on a risk assessment, a ‘post-implementation review
may be required for new implementations as well as for changes to
implementations. The suggestion was also made for this section to
mention proper change documentation, control andapproval.

The EBA has updated the text in this paragraph to be
more principle based, removing specific requirements
of certainelements of the change management process
to ensurethatfinancial institutions focus on outcomes
of the change management process and have s ufficient
flexibility to achieves these outcomes.

Furthermore, the incident and problem management
process will provide additional assurance if the
implementation is not successful.

Paragraph81

One respondent requested clarification or confirmation that this
paragraph covers a risk-based approach. The respondent agreed that an
ICT change management process should beinplace, but suggested that
notall ICT systems are equally qualified/sensitive.

The EBA confirms that paragraph 75 considers a risk-
based approach and that financial institutions should
consider the impact of the proposed changes and the
potential implementation risks.

The  guidelines
have been
amended.

The guidelines
have been
amended.

No change.

Paragraph81

Two respondents suggested that the requirements in this paragraph
were too prescriptive.

One respondent proposed the following  changes:
‘Financial institutions should establish and implement an ICT change
management process to ensure that all changes to ICT systems are

The EBA has updated the text in this paragraph to be
more principle based, removing specific requirements
of certainelements of the change management process
to ensurethatfinancial institutions focus on outcomes

The guidelines
havebeen
amended.
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assessed, tested, approved and implemented in a controlled manner.

changescarried out, wherenecessary.’

Another respondent requested outcome-based requirements that
allow organisations to demonstrably meet the goals setin the guidelines
without necessarily imposing a specific deployment process. They
provided an example that some recurring changes deemed to be low-
risk changes may be undertaken by automated systems. Under such a
model, a risk assessment is performed for the class of changes, and
automated procedures are developed and tested, but each individual
changeis notindependently authorised or formallyaccepted (although

EUROPEAN
BANKING

AUTHORITY

The EBA’s analysis

of the change management process and have s ufficient
flexibility to achieves these outcomes by removing the
prescriptiveitems (a)to (f).

Amendments to
the proposals

The guidelines
havebeen
amended.
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each change would be independently logged for traceability). Such a
mechanism allows a repetitive activity to be undertaken over timein a
consistentandscalable manner.

The EBA’s analysis

Amendments to
the proposals

General
comment

One respondent commented that the implementation of the
requirement in paragraph 81(c) seems to align with the requirements
detailed in the BIS BCBS’s ‘Principles for the sound management of
operational risk’ regarding ‘Principle 7: Senior management should
ensurethatthereisanapproval process for allnew products, activities,
processes and systems that fully assesses operational risk.” The
respondent recommended considering referring to this document, as it
would help clarifyandtrace requirements to their potentialsource.

The EBA agrees that ICT and security risk management
is a subset of operational risk; however, there is no
benefitto adding a referencetoitinthe guidelines.

No change.

Paragraph81(c)

One respondent commented that not all changes can be tested
absolutely(e.g. keys), and proposed the following addition: ‘testing and
independent validation processes of ICT systems’ changes for possible
compatibility and security implications prior to deployment to
production environment, if technically possible’.

The EBA has updated the text in this paragraph to be
more principle based, removing s pecific requirements
of certainelements of the change management process
to ensurethatfinancial institutions focus on outcomes
of the change management process and have s ufficient
flexibility to achieves these outcomes, by removing the
prescriptive items (a) to (f), includingitem (c) on
testing.

The guidelines
have been
amended.

Paragraph81(d
)

One respondent proposed additional wording: ‘an authorisation
process, only after which ICT changes are permitted to move to
production.’

As per commentabove, item (d) has been removed.

The guidelines
havebeen
amended.

Paragraph81(e
)

Two respondents requested the clarification of the term ‘asset owners’.
In paragraph 19 there is reference to ‘asset owners’ who are
accountable for the classification of the information assets. In
paragraph81(e), the reference to the ‘asset owner’ seems to be
different, anditis unclear whether it refers to the business owner or the
ICT person responsible for the application.

As per commentabove, item (e) has been removed.

The guidelines
have been
amended.
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One respondent requested a definition of ‘urgent or emergency ICT
changes’, using standard definitions (e.g. COBIT, I1SO, etc.) where
possible.

The EBA’s analysis

The EBA has updated the text to provide more clarity
on how these changes need to be managed: Finandal
institutions should handle the changes during
emergencies (i.e. changes that must be introduced as
soon as possible) following procedures that provide
adequate safequards.’

Amendments to
the proposals

Paragraph82

One respondent suggested that the requirements in this paragraph
were too prescriptive and proposed the following changes:
‘Financial institutions should determine whether changes in the existing
operational environment influence the existing security measures or
require adoption of additional measures to mitigate the risk involved.
These changes should be in accordance with the financial institutions

formal change management process pa#t—ef—ﬂnanaal—ms#tuﬂon#

The comment has been accommodated.

4.7. Business
continuity
management

One respondent suggested that the guidelines should remain focused
on minimum standards for ICT and security risk management and that
the requirements in the guidelines that relate to areas thatare not
directly related to technologyresilience, such as references to business
continuity management, areidentified and removed. This would ensure
thattheguidelines are focused on ICT risks and would avoid inconsistent
or duplicative requirements.

The EBA considers that ICT is an essential part of
business continuity management and that it would be
counterproductive not to include business continuity
managementin the context of the overall objectives of
these guidelines. Furthermore, this is necessary for
institutions withinthe scope of PSD2 that are not within
the scope of the EBA Guidelines oninternal governance
(EBA/GL/2017/11).

General
comment

One respondent welcomed a risk-based approach for business
continuitymanagement of ICT systems and services and encouraged the
alignment, where relevant, with key concepts developed by the UK
authoritiesin their proposed approachto operational resilience.

ICT and security risk management is a part of
operational resilience. The UK approach is not yet
finalised andany alignment efforts at this stage would
notbe useful dueto thedifferent stages of progress.

The guidelines
have been
amended.

The guidelines
have been
amended.

The  guidelines
have been
amended.

No change.
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One respondent made a general comment that most of the guidelines
regarding business continuity are acceptable. In some cases, however,
the complexity of a financialinstitutionis taken into account and at
other times the requirements for the content of plans (BCP and recovery
plans) are much too detailed. This will lead to plans that are
unmanageable, unmaintainable and practically not usable.

The EBA’s analysis

The EBA considers that the level of detail in the
guidelines is sufficiently practical to achieve the desired
outcomes while providing institutions with the
flexibility to do so.

Amendments to
the proposals

No change.

General
clarification

Onerespondent suggested that theimplementation of requirements in
paragraphs 83 to 97 seems to align with the requirements detailed in
BIS BCBS’s ‘Principles for the sound management of operational risk'
regarding ‘business resiliency and continuity: Principle 10’, and
recommended referring to this document, as it would help clarify and
tracerequirements to their potentialsource.

The EBA agrees thatICTand security risk management
is a subset of operational risk; however, adding
referencetoitin the guidelines would create confusion.

No change.

BCM is treated
as a subset of
ICT

Two respondents stated that it was unclear why BCM is treated as a
subset of ICT risk. One respondent commented that this may lead to a
new layer of requirements as opposed to business continuity planning
for business as a whole, and risks confusion, mixed control standards
and the potential duplication of effort with no material benefit.

The approach in the guidelines diverges from the emerging a pproaches
and supervisory focus on end-to-end service availability and
accountabilityattheservicelevel.

Another respondent recommended reconsidering the inclusion of the
BCM elements outlined in this sectionto avoid introducing unnecessary
complexity to institutions and a potentiallysiloed approachto BCM. By
setting specificrequirements for onefunction(i.e.|ICT), atthe expense
of all other functions, the guidelines would undermine this emerging
approach. They would create a discrete and additional layer of BCM
requirements specifically for ICT, as opposed to the business as a whole.

BCM is not a subset of ICT and security risk. However,
inthe context of these guidelines, BCMis an important
conceptfor the mitigation of ICT and security risks.

On completely separating BCP from business, the EBA’s
viewis thatitwould be counterproductive to separate
ICT from the rest of the business process; thus, these
are considered where relevant (see comment on
Section 3.7).

The EBA updated the executive summary with the
following clarification with regard to Section3.7:
‘Section 3.7 specifies expectations with regard to
business continuity management and developing
response and recovery plans, including testing, and
their consequent updating based on the testing results.
Financial institutions should ensure that they have
effective crisis communication measures in place so

The
have
amended.

guidelines
been
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It argued that this section of the guidelines varies from providing very  thatall relevantinternal and external stakeholders can
specific guidance for ICT functions to providing more strategic be informed in a timely manner. ‘The ICT business
requirements for an institution’s overall BCM. continuity management processes are aninteqral part
PR » .
The respondent said that the guidance applies a narrow lens to BCM, of the overall institution’s business contmul_/tz
. . . management process and should not be separated.
which may deflect focus from other, equally important, impact types
and that effective assurance for large global banks relies on anapproach
that can be consistently applied across all business divisions and
jurisdictions.
Paragraph83 One respondent suggested that this could refer to the preparation The EBA considers that this paragraphisrelevantto Nochange.
phase of BCM when high-availability solutions (e.g. redundancy, data BCM, whereas the processes definedin the other parts
mirroring) can minimise the probability of an ICT systemand/orservice of the guidelines (e.g. risk management, change
outage. This ‘going concern’ approach shouldbegiven atleastasmuch management, information security and vendor
emphasis in the BCM process as is given to those preparations that management) ultimately support a financial
activate afterthe ICT disaster happens (‘gone concern’), wheretruly the institution’s operational resilience, including ICT.
main concerns are limiting losses, disaster containment and making the
systems operable again.
4.7. (including Qne respondent proposed that, aIthougf: .flnanaal ma r.ket The EBA considers thatitis the financial institution’s Nochange.
infrastructures (FMIs) are a subset of the bank’s interdependencies, - . . .
paragraphs 93 Section 4.7 (includi hs 93 t0 95) should tth el responsibility to assess risks to its business processes,
to 95) ection 4.7 {includingparagraphs 0 =>jshouldcaveat the suidelines including risks from FMIs and to design measures to

with an appropriate qualifying statement to exempt banks from the
responsibility of FMIs’ business continuity planning and ongoing BCM
governance. The respondent explained that financial institutions are
reliant on third party service providers, including FMIs as payment,
clearing and settlement operators, to ensure continuity of services to
the customer. FMIs are subject to regulatory requirements for their
resilience framework (such as the ECB’s cyber resilience oversight
guidance for FMIs or the principles for FMIs issued by the BIS and
10SCO). However, itis not always within the control of an individual
bank or financial institution to mandate or ensure compliance of an

recover affected business processes. Institutions
should consider alternative processes if there is a
failureof an FMI.
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FMI’s business continuity planning or to testits response and recovery
capabilities.

The EBA’s analysis
the proposals

4.7.1. Business
impact analysis

Onerespondent noted that the principle of proportionality applies to all
requirements included in the draft guidelines. A system for business
continuity management is built on a BIA, which enables the
identification of critical processes, for which appropriate mechanisms
should bein place to ensure business continuity. Depending on the scale
of operations and the size of the enterprise, in accordance with the
principle of proportionality, the analysis should provide information on
the requirements for business continuity management.

The EBA confirms that the principle of proportionality No change.
applies throughout these guidelines.

Paragraph 84 One respondent requested clarification on whether paragraph 84 Paragraph17 covers the identification of functions, Nochange.
resembles paragraph17. processes and assets, whereas paragraph 78 defines
BIAs. However, the outcomes of the analysis performed
in paragraph17 can be used for the BIA in
paragraph78.
Paragraph 84 Onerespondent suggested amendingparagraph 84 insuchawaythata The EBA considers that scenario planning is an Nochange.

scenario analysisis notexpected to bea mandatory partof a BIA. They
commented that, as part of sound business continuity management,
financial institutions should conduct a BIA by means of, among other
things, scenario analysis. They pointed out that, according to their
understanding, the scope of the BIAis to analyse a financial institution’s
exposureto severe business disruptions. Theimpact derived from such
disruptions does not change depending on the underlying scenario (the
root cause triggering the disruption). Consequently, scenario analyses
do not provide added value within this context. In contrast to this,
scenario analyses can add value in other areas of business continuity
management, such as business continuity planning, response planning
and testing.

effective way to assess the impact of severe business
disruptions. However, the guidelines do not limit the
BIAto scenario testing only, as its main aim is to assess
exposure to severe business disruptions and their
potential impact.
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Summary of responses received

Two respondents requested clarification of which criticality dimension
paragraph84 refers to, as the guidelines consider criticality in an
extended sense, assessing the dimensions of confidentiality, i ntegrity
and availability as well as continuity.

The EBA’s analysis

The criticality assessmentis defined in Section 33.2 as
referred to in this paragraph; also integrity and in
particular availability as described in paragraph 78 are
roughlyequal to the term ‘continuity’).

Amendments to
the proposals

No change.

Paragraph84

Two respondents requested clarification of what ‘external data’ refers
to.

This has been clarified by adding that external data can
includethird party provider data relevant to a business
process or publicly available data that can be relevant
to theBIA.

The
have
amended.

guidelines
been

Paragraph84

One respondent requested clarification of whether BCP requirements
need to be included inthe BIA.

The outcomes of the BIAare used in designing the BCP
as explained inparagraph 80.

No change.

Paragraph85

Onerespondent suggested that this section could discuss in more detail
other high-availability solutions relevant to different disaster scenarios
(e.g. disaster recovery as a service (DRaaS), cloud solutions, active-
active geo-redundant data centres, asymmetrical data mirroring
methods against software errors replicating real-time online, etc.).

The EBA does not refer to specific technologies, to
ensurethattheguidelines aretechnology agnosticand
future proof.

No change.

4.7.2. Business
continuity
planning

Onerespondent suggested that the reference to disruption of business
services in paragraphs 86 to 88 (e.g. ‘severe business disruption that)
appears highly aligned with the overall approach currentlytaken by the
UK authorities, and potentially the Basel Committee, on operational
resilience, and recommended considering a reference to operational
resilience, to avoid potential inconsistencies or divergent approaches
being developed.

As noted in earlier comments, adding references to
other documents within the guidelines would create
confusion.

No change.

One respondent suggested that, due to financial institutions
outsourcing ICT functions, BCM provisions must be included in the
respective SLAs. It recommendedthatsuch arequirementisincluded in
Section4.7.2. They noted that paragraph92 discussed only the
outsourcing parties’ responsibilities in the recovery plans.

These provisions are sufficiently covered in the EBA
Guidelines onoutsourcing and should not be replicated
here.

No change.

118



FINAL REPORT ON GUIDELINES ON ICT AND SECURITY RISK MANAGEMENT

Comments

Paragraphs 86
and 96

EUROPEAN
BANKING

AUTHORITY
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Some respondents suggested removing any reference to prescriptive
activities expected from the management body, such as the
documentation and approval of business continuity plans
(paragraph 86)or the requirement thatidentified deficiencies resulting
from tests should be analysed, addressed and reported to the
management body (paragraph 96). The respondent also suggested
reconsidering the need for the management body to approve specific
risk-type policies. Another respondent commented that the
management body should approve the strategy but not the specific
BCPs of all functions; therefore, approval of BCPs shouldbe done by the
executive management. One respondent proposed adding the
designation ‘documented and approved by appropriate management
body or responsible management’, in order to cater for different
internal organisation structures. Also the term ‘management body
refers to board level and BCPs are usually described at a much more
technical level than the boardis used to.

The EBA’s analysis

The EBA considers that the approval of the business
continuity plans and the review of the results of tests
are consistent with the management body’s
management and supervisory functions as defined in
the EBA Guidelines on internal governance under
Directive 2013/36/EU (EBA/GL/2017/11).

The management body in its supervisory function
oversees and challenges the management functionand
provides appropriate advice. The management body
should monitor, periodically review, and address any
weaknesses identified regarding the implementation of
processes, strategies and policies.

Amendments to
the proposals

No change.

Paragraph86

Two respondents proposed adding the wording ‘Besides other risks, the
plans shouldsupport]...]’, as BCPs cover all risks, not only ICT risks.

The risks are considered in the previous sentence, so
thereis no need to repeat them.

No change.

Paragraph86

Two respondents proposed deleting ‘the-confidentiality-integrity-and
availability-of . One respondent argued that the continuity plans are

intended to respond to unplanned interruptions of critical processes,
notto incidents of confidentiality or integrity of information (the latter
could cause problems of continuity but not necessarily).

Incidents and disruptions can affect confidentiality,
integrity andavailability, so thisshould be addressedby
the BCPs. Continuity is covered by availability.

No change.

Paragraph86

One respondent commented that disaster recovery (the ICT service
continuity) should/can be treated separately in accordance with I1SO
standards.

The EBA considers BCPs and disaster recovery
processes as separate but complimenting each other.
The BCP is aimed at ensuring that an institution can
continue operating while the disaster recovery process
is aimed at recovery activities. The EBA does not specify
which standards should be used.

No change.
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One respondent suggested that financial institutions need to assess
their dependencies from third parties and, where necessary, analyse
whether the business continuity and disaster recovery measures putin
place by third parties satisfies/aligns with the requirements of the
financial institutions.

One respondent requested that Section4.7.2 should reflect more the
BCP process and its connection with third party vendors — BCPs must
cover this area — than the continuity related to services provided by
external parties.

The EBA’s analysis

Section 3.7.1 refers to the necessary considerations for
the BIA, which should consider third parties as per
Section 3.3.2. Furthermore, more guidance on BCM
related to third party providers relationships is
providedin the EBA Guidelines on outsourcing.

For clarification, paragraph78 has been revised to
include a reference to ‘third parties’: ...]The BIAs
should also consider the criticality of the identified and
classified business functions, supporting processes,
third parties and information assets, and their
interdependencies, in accordance with Section 3.3.3.”

Amendments to
the proposals

The
have
amended.

guidelines
been

Paragraph87

Onerespondent commented thatthe RTO is anobjective. If a maximum
time was required, it suggested using the term maximum tolerable
outage (MTO).

RTO is an objective, since meeting the envisaged time
is never guaranteed. In addition, the term MTO is much
less known, and, inpractice, RTO covers MTO.

The EBA has updated the text of paragraph 81to make
it clearer that the objective of the BCPs is to recover
processes within RTO:

‘Financial institutions should put BCPs in place to ensure
that they can react appropriately to potential failure
scenarios and that they are able to recover and
maintain the operations of their critical business
activities after a disruption within a recovery time
objective (RTO, the maximum time within which a
system or process must be restored after an incident)
and a recovery point objective (RPO, the maximum time
period during which it is acceptable for data to be lost
in the eventof anincident).’

The
have
amended.

guidelines
been
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One respondent viewed imposing a sector critical standard that
required entities to establish a specific RTO for their sector critical
systems as impractical, technically infeasible and potentially a risk to
financial stability and a contagion risk. A more practical and feasible
approach is one that focuses more broadly on resumption of service,
measured bythe entity’s best efforts to ensure the ability to safely meet
contractual and regulatoryservice obligations.

The EBA’s analysis

The guidelines do not seta specificRTO value, but the
guidelines do require that one is established by the
institution in order to have a proportionate and
applicable objective for recovery that would involve
planning for the necessary efforts for meeting
contractual and regulatoryservice obligations.

Amendments to
the proposals

No change.

Paragraph87

RTO and RPO
definition

One respondent suggested that application would be facilitated and
confusion avoided by re-using established and well-known definitions
from international standards when available, e.g. the SO 22301
standard definitions for RTO and RPO. It proposed to (1) align the
definitionof the RTO with ISO 22301: ‘The period of time following an
incident withinwhich a product or service must be resumed, or activity
must be resumed, or resources must be recovered.’; and

(2) align the definition of the RPO with ISO 22301: ‘The point to which
information used by an activity must be restoredto enable the activity
to operate on resumption.’

Paragraph87

These guidelines are technology agnostic and do not
specifywhat specific standards or technology should be
used to comply with the guidelines.

RTO and RPOwere sufficiently defined inthe Guidelines
on ICT risk assessment under SREP. As there were no
changes introduced, the EBA does notsee it necessary
to repeat definitions provided there.

No change.

One respondent suggested to add ‘timely maintain or restore’ and
‘minimum operation requirements’, in order to add a critical
characteristic of what BCM should ensure, which is ensuring the
minimum operation requirements for time-critical business functions if
thereis a majordisruption/crisis. The suggested revised wording is ‘and
thatthey are able to timely maintain or restore the minimum operation
requirements of their critical business activities after a disruption within
a recovery time objective’.

The guidelines are sufficiently proportionate to allow
institutions to decide the best way to comply with these
requirements without setting minimum requirements
and allowing institutions to set those timely
operational requirements through their RTOs and
RPOs.

No change.

Paragraph87

One respondent requested more explanation and examples of how
‘financial institutions should prioritise business continuity actions using
arisk-based approach’. 1tasked if a previous risk assessmentis needed
to decide which BCP to choose if several BCPs exist depending on the
scenario, and ifa business disruptionimplies the use several of them.

The prioritisation requirements will define how the
recovery of business processes or systems should be
prioritised depending on their criticality, for example by
givingrestoration priorityto the mostcritical andtime-
sensitive processes. |f separate BCPs are created for

No change.
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the proposals
scenarios, theterm BCP in this document points to the
collectionof theseplans.
Paragraph87 One rgs p.on'dent cpmmented thatthi s'm|>.< of d|§aster recoyery andICT Paragraph81 refers to failure and disruption, withthe No change.
security incidentsis notthe best practiceintheindustry, given the fact L . . L .
. ) objective of ensuring business continuity and disaster
that these are two different processes that have different . . .
L recovery, irrespective of the source of failure or
characteristics. - .
disruption.
Paragraph88 One respondent requested clarification of this paragraph, as itimplies Paragraph 82 refers to extreme but plausible scenarios, Nochange.
that ICT is responsible for certain fraud scenarios, e.g. phishing. The including cyber-attacks. Institutions need to consider
responsibility for fraud scenarios lies with fraud operations. scenarios that affect their ability to provide services.
Phishing and fraud may result in disruption (e.g.
phishing can spread ransomware). Institutions need to
consider how they would recover from the results of
theseactivities.
4.7.3.Response Onerespondent suggested thatregardingthe BCM measures,itshould Each institution should consider how BCM is Nochange.
and recovery be sufficient from a host competent authority perspective that BCM  implemented in their particular entity. If support and
plans measures could also be implemented by the parent entity of a cross- services are provided from another legal entity, this
border group if the parent entity is situated in an EU Member State. needs to be considered as part of the requirements in
Furthermore, guidance is needed with regard to BCM measures Sections3.3.2,3.7.1and 3.7.2.
provided by parent entities in third countries. The respondent
suggested aligning this with the supervisory equivalence decisions,
which allow countries recognised as equivalent to be treated in a similar
way to Member States.
Paragraph89 There were two comments to review the cross-references, e.g. The guidelines have been updated. The  guidelines
paragraph87 should be paragraph 88.
have been
amended.
Two respondents requested that the meaning of ‘short-term’ and ‘l ong- . - .
Paragraph90 P g 8 6 The EBA considers that providing a more detailed Nochange.

term’ areclarified.

description will not be proportionate, as itis up to the
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The EBA’s analysis

institutionto definethelength of short-andlong-term
periods, based ona relevant BIA. However, as a general
practice, short term refers to hours or days, whereas
long term refers to days and months.

Amendments to
the proposals

Paragraph91l

One respondent suggested that paragraph 91 should be deleted, as it
was unnecessary. It argued that to require a second plan with
alternative options undermines the requirement to have solid response
and recovery plansin the first place. Paragraph 90 already requires
short- and long-term recovery options, which covers alternative
options.

The objective is to address the fact that sometimes
recovery is not possible, for example if a main system
and backups are deleted. Thus, alternative workaround
considerations are required.

No change.

Paragraph91l

Two respondents suggested deleting the reference to ‘unforeseen
circumstances’, as it makes the perimeter of the BCP extremely broad.
The suggested wording is ‘The plans should also consider alternative
options where recovery may not be feasible in the short term because of

cost, risks or logistics,or-unforeseen-circumstances.’

The proposal would be limiting and the guidelines
intend to capture a broad range of circumstances that
may lead to the need for alternative options.

No change.

4.7.4. Testing
of plans

Onerespondent recommended considering how mutual recognition of
tests could be achieved in order to satisfy cross-jurisdictional
requirements where firms operate across jurisdictions.

Each legal entity should consider how BCM is
implemented in their particular entity. If support and
services are provided from another legal entity, this
needs to be considered as part of Sections3.3.2,3.7.1
and3.7.2

No change.

Onerespondent suggested that testing activities could be broken down
into two categories: ‘table top exercises’ and ‘simulation scenarios’.
Although thelatter provides a clearview of a plan’s effectiveness, table
top exercises assistin optimisingthe plans (prior to the simulation tests)
withoutany disruption to business operations.

The EBA considers that it is appropriate to avoid
referring to table top exercises, in order to maintain a
principle-based approach.

No change.
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One respondent generally agreed that testing of operations was an
important aspect of risk management in general, and of BCPs in
particular, and was of the opinion that testing of services provided by
third parties should be limited to ‘where applicable’. This follows widely
applicable standards onoutsourcingandisin line with paragraph 95(a),
accordingto whichfinancial institutions’ testing of BCPs should include
‘testing of services provided by third parties, where applicable’. An
additional wording was proposed:

‘Financial institutions should test their BCPs, and ensure that the
operation of their business functions, supporting processes, information
assets and their interdependencies (including those provided by third
parties, where applicable) are tested atleast annually.[...].”

The EBA’s analysis

The comment has been accommodated.

Amendments to
the proposals

The
have
amended.

guidelines
been

Paragraph93

One respondent suggested considering reviewing the expectation of
annual testing of critical business functions. It suggested that testing
could berequired whenrelevant changes occur or at least every 3 years,
rather than onanannual basis.

Another respondent suggested thata general requirement to test BCPs
annually is unreasonable, as testing should be gearedto risk/protection
needs. Achange of wordingwas proposed: ‘are tested-atleastannually
regularly’

The guidelines aim to harmonise requirements for
critical business functions and to test plans periodically.
The guidelines do not require everything to be tested
annually, only the critical aspects.

The
have
amended.

guidelines
been

Paragraph94

One respondent suggested considering reviewing the expectation of
annual updates of BCPs. It suggested that updates could be required
when relevant changes occur or at least every 3 years, rather than on
anannual basis.

Another respondent suggested that a general requirement to update
BCPs annually is unreasonable, as updating should be geared to

See commentabove.

No change.
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risk/protection needs. Change in wording proposed: ‘BCPs should be
updated atleast-annually on given occasions, based on testing results.

The EBA’s analysis

Amendments to
the proposals

Paragraph94

One respondent commented on ‘BCPs should be updated at least
annually, based on testing results, current threat intelligence and
lessons learned from previous events’ and suggested that in business
continuitythis should be called horizonscanning.

No changes arerequired, as paragraph 88 defines what
needs to be considered to update the BCP, and
introducing a new term may create more confusion.

No change.

Paragraph95

One respondent suggested aligning the terms and concepts related to
operational resilience (e.g. ‘adequate set of severe but plausible testing
scenarios’, ‘demonstrate ability to sustain the viability of the business
until critical operations are re-established’) with terminology proposed
by the UK authorities in their approach to operational resilience.

Please refer to previous general comment on
Section3.7.

No change.

Paragraph95(a
)

One respondent requested a clarification in the case of including ‘an
adequate set of severe but plausible testing scenarios’. It raised a
guestion of whether if the critical functions are tested independently,
thatis firsta critical function is recovered and then another,and soon,
itcanitbeconsidered to be a severe testing scenario.

An institution’s BCP planning and testing should be
based on aBlAand therespective criticality assessment
of business processes. The recovery order should be
defined in the plan and subsequently tested to ensure
that assumptions made during planning can be
implemented in practice.

No change.

Paragraph95(a
)

One respondent suggested that there should be flexibility in the
execution of the disaster recovery tests and suggested replacing
‘should’ with ‘could’. The proposed change in wording is ‘This sheuld
could include the switch-over of critical business functions [...]’.

Another respondent suggested removing the second sentence, as the
switch-over called for under paragraph95(a) is impracticable and
harbours additional risks — no backup system is available for the

durat| on of testlng iIhs—shou-Id—melude—#te—smteh—eve#of—snneal

The guidelines need to set out requirements and could
not providethe necessary requirementfor such a test.
The EBA considers that testing the switch-over of
critical business functions is necessary for all
institutions, but the requirement provides sufficient
flexibility, as it guides institutions to performtests in a
certain way, but also allows them to use different
methods to achieve the same outcome.

No change.
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The EBA’s analysis

Amendments to
the proposals

Paragraph95(a
)

One respondent commented that this paragraph suggests that use of
redundant infrastructure (e.g. servers, data centres) must be
implemented, but the requirement to have such infrastructure at those
levels should be a result of a BIA, riskassessment analysis and the RTO
parameters defined and the ability of the financial i nstitution to recover
services within the RTO time. If the RTO time does not exceed the
maximum time and the financial institution is able to recover its services
to normal operations in their primary location, then an extra recovery
environment maynotberequired.

The guidelines allow that individual systems
redundancy is a mechanism to ensure ongoing
resilience, whereas paragraph 89(a) refers to testing
disaster recovery. Also, please note that paragraph 89
mentions ‘until critical operations are re-established’.
This highlights that this is not a blanket requirement for
everything. The EBA considers that financialinstitutions
should test existing infrastructure and not create
additional structures.

No change.

Paragraph96

One respondent suggested that reporting to the management body
should be confined to key aspects. The change in wording proposed is
‘Test results should be documented and eny-identified main findings or
deficiencies.....".

The comment limits the assessment, remediation and
reporting ofidentified issues to the main ones that may
lead to aninstitution’s inability to recover if less serious
issues are not addressed but in combination can
contributeto a wider failure.

No change.

4.8.Payment
service user
relationship
management

There was a suggestion to add an acronym: ‘4.8. Payment service user
(PSU) relationship management’

The acronymif already defined.

No change.

4.8. Payment
service user
relationship
management

One respondent commented that while the term ‘PSP’ is used
throughout the guidelines, certainrequirements inthis section seemto
be only applicable to either a creditinstitution or a TPP. The guidelines
should therefore specifywhen a requirement applies to all types of PSPs
and when they are directed specificallyatan account servicing payment
service provider (ASPSP), a payment initiation service provider (PISP)
and/or an account information service provider (AISP). Specific
reference was madeto paragraphs 101to 103, thatin their view should
only apply to ASPSPs. Establishing or disabling specific payment
functionalities shouldbeinitiated and processed only by these entities,

The EBA considers thatall guidelines should applyto all
PSPs soas notto favour specific business models and to
ensure technological neutrality. Therefore, the
guidelines require all security measures to be complied
with by each addressee in relation to the payment
services they provide, regardless of the size of the PSP
and the business model followed.

However, the guidelines are subject to the principle of
proportionality, set out in Section 3.1, which means

No change.
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the proposals
as this is the level at which the decision is made, i.e. thatthe steps that PSPs are required to take to be
Directive 2015/2366/EU (PSD2) does not allow for establishing or compliant may differ between PSPs, depending ontheir
disabling s pecific payment functionalities througha TPP. sizeandthenature, scope, complexity and riskiness of
the particular service(s) they provide or intend to
provide.
0] dent ted that t ke the relationship bet th
Relationship nerespondent suggested that to make the refationsnip between the The EBA agrees with thecommentthatthePSUshould The  guidelines
TPPs and the ASPSPs transparent for PSUs, the PSU should always be . . .
between the ; always be aware of which PSP is responsible for the have been
made aware by TPPs that they are not acting on behalf of the ASPSP. L . . .
TPPs and the L . L service in question. This concern has been reflected in  amended.
This will helpensure stronger consumer protection, as it will allow PSUs . . e .
ASPSPs . - o ) . the executive summary section of the guidelines: ‘The
to make moreinformeddecisions and maintain consumers’ trustin the . .
. EBA stresses the importance of ensuring transparency,
devel oping payments system. Inorder to prevent the trust that the PSUs . g
. . . such that PSUs are always aware of which PSP is
haveinthe ASPSPs from being misused, the respondent suggested that responsible for providing them with the payment
Section 4.8 require the TPPs to clearly articulate to the PSUs whether or p' , P 9 pay
not it is acting on behalf of the ASPSP. To make such a statement Service.
obvious to the PSU, it could be provided in a disclaimer when an
instruction is initiated oradded to the TPP’s documentation or guidance
for the PSU.
(0] dent ted that Section 4.8 ibilities that
Section48 — neresponcentsuggested that section 2.8 covers responsiviiines tha These guidelines focus on ICTandsecurity risksaswell  Nochange.
areoutsidethescope of ICT;theseare covered by operations. This lies L . .
General . L - i as on security risks, which can be of an operational
outside the mandate of the chief information officer. o - .
comment nature. Proper communication with the PSU is to be
seen as an important element of an integrated risk
management approachin this context.
0] dent tioned whetherth tofa PSU ired . .
Paragraph98 nerespondentquestionedwhethertheconsent ofa wasrequir The EBA assumes thatsuchconsentisalreadyincluded Nochange.

— Consent of a
PSU

to send such awareness information (campaigns, bulletins, etc.).

in the general contractual agreements related to the
corresponding paymentservice. Itis notinthe scope of
these guidelines to define any contractual
requirementsinthis context.
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One respondent commented that the wording ‘where product
functionality permits’ creates an ambiguity about whether this is
optional or not.

Another respondent suggested that this requirement appeared to be
onerous from a merchant’s point of view and requested a clarification
of the desired outcome for this approach. For example, in many
paymentinstances a PSP wasintegrated into the merchant application
via an APl call(white label service), to facilitate a simpleintegration into
the business. The respondent noted that requirements in
paragraph 100willrequire manybusinesses to rewrite applications.

The EBA’s analysis

As itis a requirement under these guidelines, it is not
to be seen as optional. However, it should only be
provided if product functionality permits such an
approach. A possible use could be disabling the ability
to make foreign payments if the user wishes to. In this
context the proportionality principle set out in
Section 3.1 should alsobe considered.

Amendments to
the proposals

No change.

Paragraph102

Onerespondent recommended informing the PSU about other security-
related events as well, for example master data changes (e.g.
customer’s phone numbers, passwords) and other non-transaction-
based events that couldhelp prevent fraudulent activities.

The EBA agrees in principle with the respondent
However, the focus of these guidelines should be on
transactions. This does not exclude the fact that PSPs
might offer additional functionalities if considered
useful.

No change.

Paragraphs 103
and 104

One respondent commented that there is no differentiation made
between PSUs thatare consumers and PSUs thatare corporate clients.
With regard to corporate clients, PSPs could expect a more elaborate
knowledge and understanding of risks and threats related to payment
services than PSUs that are consumers. It should be appropriate to
amend a risk-based approach to these provisions to enable differential
treatment of PSUs with regard to the scope of information needed.

The EBA agrees in principle with the respondent but
would liketo pointoutthat, evenifthereis no explicit
differentiation in the wording of these guidelines, this
does not exclude a differentiation being made in
practice. In thiscontext the proportionality principle set
outin Section 3.1 shouldalso be considered.

No change.

Paragraph103

One respondent acknowledged the role of PSPs in keeping PSUs
informed of security updates but suggested that thereis a potential risk
to the level playing field andto financial stability if further consideration
of a horizontal data sharing framework is not devel oped under PSD2.

These guidelines derive from the mandate to issue
guidelines in Article95 of Directive (EU) 2015/2366
(PSD2). That means that they are developed under
PSD2 and fulfil the requirements of PSD2 to establish a
level playing field.

No change.

5.1. Draft cost-
benefit

One respondent recommended in Section5.1A adding a new point iii.
The suggested wording is ‘i. the increasing reliance on third parties for
ICT services and products, often in the form of diverse packaged

The EBA considers that this is covered by reliance on
third parties (itemii).

No change.
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analysis:impact solutions resulting in manifold dependencies and potential constraints
assessment and concentration risks.
iii. increased dependencies between the actors of the financial sector

and the ICT infrastructures supporting the sector.’
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